3’;’( H[ﬁ\ Han Zhang
RIES RS
IEHERT W Rl 5 W 2823 0] 158 e
HRE b

zhhan@tsinghua.edu.cn e netsyscode.github.io/netsyslab o Google Scholar e github.com/netsyscode

ANWIBFGRTE R AL / PISIERIVENE, A, GEIRAEE. Whkiadt S R PR, a5 HHM
(BGP. RPKI. DNS. Web PKI). iZ&& T M5k MN. FITI / CERNET / CERNET?2 [H%
PRI A B A AL . PR R EE R ISR, R FIEEm G, 2= m, RS T
—ANHbF——ik AL / M A i B35 . RFh. S35, FI3E:

1. AT / MIZIERRBEHEMI . DAL . 0 o iy sCi kAL = B Rt S v 00« B2 T eBPF (A
A REE (SIGCOMM23, SIGCOMM’25, ICSE’26); SRv6 -5 2L FiZ W (ICNP25,
ToN'26); AIAREEACHHL LI (TPDS'22)5 DA Looking Glass fR%5. AS FjlL%F 5
T A % v ) B R g B (WWW?'26, ToN'25, ICNP26) .

2. AL / PIEIERIVERETE DRI . JEMEERE B R P e S8 DR IR aaE
SR (IPCCC’14, ICC’15, JCN'20), R T A B R AG I o 5 L ml Y AR e
F SRR T T IR R TRE (CoNEXT 21, ToN'22); FITI 65 i v JE i B St iR 45 42
RO iRk (ICNP’22, ToN'25) 5 EEHAEL (INFOCOM’25) ; A 4ufR A #a il b i 1 Py
Jn (INFOCOM'24, TPDS'22); Thi[a] M 45 RER) FaaS “F-& (TPDS’23); R4 HIREHET S5
B (TPDS26); PARTE [l 2 it BV ARG B M 26458 (NSDI'27)

3. AT / MIZIEREBEIE R ftiadr 52 A PP . (el B AR . s 5 0 By BTAIE | 12 W LT - 12
BT E AT (TIFS'24, CoNEXT25. INFOCOM’26); T 4z Wbl B 28 A 245,
ELZE ISP A= 35i247 (SIGCOMM’25, SIGCOMM’26); TJ it . HEM it 1E B 2SI 11 S5 i A4
(CCS’21, NDSS23); £ T WiV E #9 APT #5 Serverless £ 16 R4 (TIFS 22, TIFS'25.
CCS'22. ToN’26) ; PAKIUEAS. Web PKI 5% iy (1) BEE 5 AR EL b R it S 78 (WWW?25,
CCS’26).

ARV
1,730 17 29 iIr 100 13
Ellile " h 55 i10 4 I5'S ek

BdERJE Google Scholar, 2026 4F , .78 ACM SIGCOMM , USENIX NSDI, ACM CCS. NDSS. ACM CoNEXT,
ACM WWW, ACM ICSE. IEEE INFOCOM, IEEE/ACM ToN, IEEE TIFS, IEEE TPDS %[ F5 421X
ST R R SGEE RS-

HETR

2013.09 — 2018.07 TN, THERE SRR
HRERE, PE e SR TR

2009.09 — 2013.07 T2, iPENRE SRR
MR, HE KE

T

AT (FUE S SN o e s 3
TH R 2R M BB 5 W 48 23 TRl 9T B

T Bz

TR W R 5 T e 2

Kigr o« FARED — 1/11


mailto:zhhan@tsinghua.edu.cn
https://netsyscode.github.io/netsyslab/
https://scholar.google.com/citations?user=2_wPPU0AAAAJ
https://github.com/netsyscode

TR A

WS BIRPR 2 BUERHS %, 2026, [HFs5

Applied Networking Research Prize (ANRP), IRTF / Internet Society, 2023, [
AR A SR BRSO s W SRR SRR Y, 2025, (552902 4%
NSGA KW (Best Researcher Award), 2025,

ACM TURC SIGCSE W[##i e, 2023,

FHEMS5Y: (Excellent Service Award), IEEE/ACM ICA3PP 2023,

FRATEIR S

MR AN FoRilfEleg . R T
AT / PSR I b

1]

Junxian Shen, Han Zhang', Yang Xiang, Xingang Shi, Xinrui Li, Yunxi Shen, Zijian Zhang,
Sicheng Wang, Yanhui Yang, Yu Zhou, Mingwei Xu, Jilong Wang. “Network-Centric Distributed
Tracing with DeepFlow: Troubleshooting Your Microservices in Zero Code” ACM SIGCOMM
2023, pp. 420-437.

— DA ZE R iiB BRI 5 B B SO, e o iR By AR . EIFEFF R 2 A PO
HYhpfE (CNCF Sandbox, 4000+ stars, BB THHTE ENL) .

Yantao Geng, Han Zhang', Zhiheng Wu, Yahui Li, Jilong Wang, Xia Yin. “Low-Overhead
Distributed Application Observation with DeepTrace: Achieving Accurate Tracing in Production
Systems.” ACM SIGCOMM 2025, pp. 1056-1069.

— HTHEFSHTLRABE: FHRRNZHE APT b m 5355 F B RIIAR RFS, @G ItAn
W55 iE S M FHEFR BT 95%, B FaH 47358 .

Yantao Geng, Han Zhang', Zhiheng Wu, Yahui Li, Jilong Wang, Xia Yin. “Non-Intrusive
Distributed Tracing with Method-Level Delay Estimation for Microservices Troubleshooting.”
ACM/IEEE ICSE 2026, pp. 1661-1673.

< FlowScope i i HAH K3 HrAli v K 8] 1 5 LR IR UR I AR 43110, HTEZ AR P IR E LAY, B iR
%40 [t DeepFlow 5 TraceWeaver 25} 51%.,

Kaiyang Zhao, Han Zhang , Yao Tong, Yahui Li, Xingang Shi, Zhiliang Wang, Xia Yin, Jian-
ping Wu. “SRmesh: Deterministic and Efficient Diagnosis of Latency Bottleneck Links in SRv6
Networks.” IEEE ICNP 2025, pp. 1-12.

— DABSE PEBSAERY SR RN, BE T INE 1) 2 BRARHEWT S 0o Wr, EL SRv6 [ 26 v i I A iR S G 1
PRI # i 2 A 91.9% .

Yunze Wei, Xingang Shi, Han Zhang*7 Tianyu Zhang, Yahui Li, Xia Yin. “GlassMiner: Mining
Looking Glass Services via Structure-Semantics Fusion for Web Observability” ACM WWW
2026, pp. 7576-7587.

— BAEH ST SCRAE AR B R » 28 % 3] 3867 4> Looking Glass W BUAI 7558 A~BLHT AR YL~ TTH
TGRS (BRI A AR 1.82 A JZHIRER N 3.43 £F), IR Z AL CDN (i
i

AT / PSS HERBObETE D5 P

[6]

[7]

Kaiyang Zhao, Han Zhang , Tianpeng Zhang, Yantu Tong, Zeji Xiao, Xuefeng Liu, Xia
Yin, Jianping Wu. “Kuiper: Enterprise Cloud Plug-and-Play Network Management Platform.”
USENIX NSDI 2027.

1) i A< o s 2B e 5 o 1 T IR L i = 31 ST g8 ol s s 4= 82 I recoes T g VA ] T e
L,

Han Zhang, Xingang Shi", Xia Yin, Jilong Wang, Zhiliang Wang, Yingya Guo, Tian Lan.
“Boosting Bandwidth Availability over Inter-DC WAN.” ACM CoNEXT 2021, pp. 297-312.

< THI ) 25 5 v O ) SR F s ] PR AR PR UE A LR LRI PR 30 (ER4EFRLT 4%) |
H FFC 5 TEAVAR 23 & 23%60% WA HITERT K o

ity o AR — 2/11



8]

[10]

Yi Qiao, Han Zhang", Jilong Wang. “NetFEC: In-Network FEC Encoding Acceleration for
Latency-Sensitive Multimedia Applications.” IEEE INFOCOM 2024, pp. 2348-2357.

— KF ISR AN T ) FEC bt B (A H1 38038 n] i e 5238t o, DA ghost packet ALl 341 2645
RIETREER ST EE; 5 WebRTC SERURHRR IR 54 CPU T4, HAMTH A 20 .

Heng Yu, Han Zhang”, Junxian Shen, Yantao Geng, et al. “Serpens: A High-Performance
FaaS Platform for Network Functions.” IEEFE Transactions on Parallel and Distributed Systems,
vol. 34, no. 8, pp. 2448-2463, 2023.

< TH 9] P28 D RERY = PERE FaaS P&+ WY NF a7 ASHRIRZS U7 8 5 etk iRk 55 spLa , AH HTE
WA FaaS ¥ LizfThy NF S5ik554E, frtdert 10 f50A . BEEFEEAR 90% DA F.

Ying Tian, Zhiliang Wang*, Xia Yin, Xingang Shi, Jiahai Yang, Han Zhang*. “Centralized
Network Utility Maximization with Accelerated Gradient Method.” IEEE Transactions on Net-
working, 2025.

— IR ST R AL, i Nesterov s BEVE W T & UM 4T ok Ak, IR Boa ik
O(d/t?), XHRECEFY IR, 2R L e g .

AT / Mg Rl R e ia gt 5 & P

[11]

[12]

[13]

[14]

[15]

[16]

[17]

Han Zhang, Xuefeng Liu, Lingiang Qian, Guyue Liu, Tianyu Zhang, Kaiyang Zhao, Yantu Tong,
Zeji Xiao, Dongbiao He, Yahui Li, Ke Ruan, Jilong Wang, Yongqing Zhu, Xia Yin. “Towards
High-Performance Intrusion Detection with Robustness Guarantees on Programmable Switches
at ISP Scale” ACM SIGCOMM 2026, pp. 1282-1298.

— FRE T A AR ACHALTELR AR I R SGE, ORI A ISP ik bl X NP IRFES . (U R PR
IR IR ST AR P B T =4F DA b, ATTER Bl N DAZY 90% 1A THER A6 HE O
M.

Han Zhang, Guyue Liu", Xingang Shi, Yahui Li, Jilong Wang, Yongqing Zhu, Ke Ruan, Jie
Liang, Xia Yin. “Achieving High-Speed and Robust Encrypted Traffic Anomaly Detection with
Programmable Switches.” ACM SIGCOMM 2025, pp. 1254-1256.

= RCFHFFEFR I + B B2 P, AR L DS 5 50t R SHR AR Z [ K P &7
APEIRBEIEATINAR, R 10 AR ERIGEF, NS ISP /il 1000 75 & k554 -

Yunze Wei, Xingang Shi, Minghao Zhang, Zhaozhen Wang, Qiang Ma, Han Zhang, Yahui Li,
Xia Yin. “Parade: Unified and Data-Driven Prefix-AS Semantics for BGP Anomaly Detection.”
ACM CCS 2026.

— G—EIEIRA T2 AS 15 AL, R AR BGP WLINEE AL A v T S m A i i — o B v gk
Junxian Shen, Han Zhang", Yantao Geng, Jiawei Li, Jilong Wang, Mingwei Xu. “Gringotts:
Fast and Accurate Internal Denial-of-Wallet Detection for Serverless Computing.” ACM CCS
2022, pp. 2627-2641.

— LERH Serverless -5 |52l W EER GRS (DoW) ity I PASE bR R A PRES & L U 25 5 1 0 pr ok
FRR: PERETFEAIRT 1.1%, “PHIRIINSAE 1.86 £, MERISET 95.75%.

Dongqi Han, Zhiliang Wang*, Wengqi Chen, Ylng Zhong, Su Wang, Han Zhang, Jiahai Yang,
Xingang Shi, Xia Yin. “DeepAlD: Interpreting and Improving Deep Learning-based Anomaly
Detection in Security Applications.” ACM CCS 2021, pp. 3197-3217.

< THI [ 22 A S0 R M B IR S i A RS R R R, (B 4 A DL RS IS IR AL R M B 3 PR IR R R
Donggi Han, Zhiliang Wang", Wengi Chen, Kai Wang, Rui Yu, Su Wang, Han Zhang, et al.
“Anomaly Detection in the Open World: Normality Shift Detection, Explanation, and Adapta-
tion.” NDSS 2023.

— FFXPRIEAA TR b E R SER (CUT RABER IR IR AT B 2 5 i ), 5%
BNy 2L ralll NI 2/ SN S PR VAR

Tianyu Zhang, Han Zhang*, Yunze Wei, Yahui Li, Xingang Shi, Jilong Wang, Xia Yin.
“ACME++: A Secure Authorization Mechanism for ACME Clients in the Web PKI Ecosystem.”
ACM WWW 2025, pp. 1058-1067.

— Wi ACME Authz % A3 & —— ki oz diltei4 Rl SREBORVEIE T (78 Let’s Encrypt ESZIE) ,

it o AFD — 3/11



18]

[19]

R L 5 AT 20 1 K 28 o 2 LA

XinZhe Liu, Yahui Li", Han Zhang, Xia Yin, Xingang Shi, Zhiliang Wang, Gang Ren, Jilong
Wang, Jiangyuan Yao. “Scalable and Interpretable Overlay Network Checking via Ensemble
Verification.” ACM CoNEXT 2025.

— BN overlay /underlay P45 )35 HI MRS T05 T2 FEME FITT 61500, & 22 A0 B 4%
1%, FHEE Batfish+ fmdes 102x .

Yahui Li, Han Zhang", Jilong Wang, Xingang Shi, Xia Yin, Zhiliang Wang, Jiankun Hu, Cong-
cong Miao, Jianping Wu. “Proactively Verifying Quantitative Network Policy across Unsafe and
Unreliable Environments.”
pp- 10099-10113, 2024.

— ERMEIIE (QNV) AU A A PESF RN, I RBR A BRI 3055 2 B ORNG, HF E as  3 5¢;
FE IS K AT S AR AL RASE I 268t REAE 25070 B 9 58 R

IEEE Transactions on Information Forensics and Security, vol. 19,

RICHIR (H4EGY)

ML AS A " FoRIEEES .
2027

1]

Kaiyang Zhao, Han Zhang', Tianpeng Zhang, Yantu Tong, Zeji Xiao, Xuefeng Liu, Xia
Yin, Jianping Wu. “Kuiper: Enterprise Cloud Plug-and-Play Network Management Platform.”
USENIX NSDI 2027. (#51])

2026

1]

Han Zhang, Xuefeng Liu, Lingiang Qian, Guyue Liu, Tianyu Zhang, Kaiyang Zhao, Yantu Tong,
Zeji Xiao, Dongbiao He, Yahui Li, Ke Ruan, Jilong Wang, Yongqing Zhu, Xia Yin. “Towards
High-Performance Intrusion Detection with Robustness Guarantees on Programmable Switches
at ISP Scale” ACM SIGCOMM 2026, pp. 1282-1298.

Yunze Wei, Xingang Shi, Minghao Zhang, Zhaozhen Wang, Qiang Ma, Han Zhang, Yahui Li,
Xia Yin. “Parade: Unified and Data-Driven Prefix-AS Semantics for BGP Anomaly Detection.”
ACM CCS 2026. (1511)

Yunze Wei, Xingang Shi, Han Zhang’, Tianyu Zhang, Yahui Li, Xia Yin. “GlassMiner: Mining
Looking Glass Services via Structure-Semantics Fusion for Web Observability” ACM WWW
2026, pp. 7576-7587.

Yantao Geng, Han Zhang", Zhiheng Wu, Yahui Li, Jilong Wang, Xia Yin. “Non-Intrusive
Distributed Tracing with Method-Level Delay Estimation for Microservices Troubleshooting.”
ACM/IEEE ICSE 2026, pp. 1661-1673.

Junxian Shen, Han Zhang*, Wenxue Lin, Yantao Geng, Jiawei Li, Jilong Wang, Mingwei Xu.
“Clover: Workload Verification for Real-Time Detection of Contention-Induced Slowdowns in
Serverless Platforms.” IEEE/ACM Transactions on Networking, vol. 34, pp. 4700-4715, 2026.
Kaiyang Zhao, Han Zhang", Yao Tong, Yahui Li, Xingang Shi, Zhiliang Wang, Xia Yin, Jianping
Wu. “Efficient Slice-Parallel Distributed Probing in SRv6 Networks.” IEEE/ACM Transactions
on Networking, vol. 34, pp. 5588-5600, 2026.

XinZhe Liu, Yahui Li, Han Zhang, Renrui Tian, Xia Yin, Xingang Shi, Zhiliang Wang, Gang
Ren, Jilong Wang, Jiangyuan Yao. “Comprehensive Network Configuration Verification via Ef-
fective Environment Reduction.” IEEE INFOCOM 2026, pp. 1-10.

Letong Sun, Xingang Shi, Fengyan Han, Liyuan Chang, Xia Yin, Zhiliang Wang, Han Zhang.
“A Comparative Approach for Studying Control-Plane and Data-Plane Mismatch in Interdomain
Routing” IEEE ICNP 2026. (#51])

Letong Sun, Xingang Shi, Fengyan Han, Xia Yin, Zhiliang Wang, Han Zhang. “The Anatomy
of ROV Rollout: A Sub-AS and Longitudinal Perspective.” IEEE ICNP 2026. (#:T)

iy o FARF — 4/11



[10] Weihan Chen, Zhiliang Wang, Han Zhang, Xia Yin, Xingang Shi. “Delay-Aware Service Func-
tion Chain Embedding and Scheduling in Edge Clouds.” IEEE Transactions on Parallel and
Distributed Systems, vol. 37, no. 11, pp. 25639-2553, 2026.

[11] Shuhuan Wang, Zhiyu Wang, Hao Sun, Zhi Jiang, Xia Yin, Dongbin Han, Han Zhang, Xingang
Shi, Jiahai Yang. “The Evolution of Provenance-Based Intrusion Detection Systems: A Review
of Approaches, Limitations, and Future Directions.” IEEE Network, 2026.

[12] Z5kF, SKIR™, MhFse, RET. “MASTER: ETFHIHEA S & BRI KE SR A 5
A FAELZR? &, F 323k, vol. 54, no. 4, pp. 1802-1822, 2026.

2025

[1] Tianyu Zhang, Han Zhang", Yunze Wei, Yahui Li, Xingang Shi, Jilong Wang, Xia Yin.
“ACME++: A Secure Authorization Mechanism for ACME Clients in the Web PKI Ecosystem.”
ACM WWW 2025, pp. 1058-1067.

[2] Yantao Geng, Han Zhang", Zhiheng Wu, Yahui Li, Jilong Wang, Xia Yin. “Low-Overhead
Distributed Application Observation with DeepTrace: Achieving Accurate Tracing in Production
Systems.” ACM SIGCOMM 2025, pp. 1056-1069.

[3] Han Zhang, Guyue Liu", Xingang Shi, Yahui Li, Jilong Wang, Yongqing Zhu, Ke Ruan, Jie
Liang, Xia Yin. “Achieving High-Speed and Robust Encrypted Traffic Anomaly Detection with
Programmable Switches.” ACM SIGCOMM 2025, pp. 1254-1256.

[4] XinZhe Liu, Yahui Li*, Han Zhang, Xia Yin, Xingang Shi, Zhiliang Wang, Gang Ren, Jilong
Wang, Jiangyuan Yao. “Scalable and Interpretable Overlay Network Checking via Ensemble
Verification” ACM CoNEXT 2025.

[5] Renrui Tian, Yahui Li", Han Zhang, XinZhe Liu, Xia Yin, Xingang Shi, Zhiliang Wang, Jilong
Wang. “Poster: ERIS — Evaluating ROV via ICMPv6 Rate Limiting Side Channels.” ACM CCS
2025.

[6] Kaiyang Zhao, Han Zhang", Yao Tong, Yahui Li, Xingang Shi, Zhiliang Wang, Xia Yin, Jian-
ping Wu. “SRmesh: Deterministic and Efficient Diagnosis of Latency Bottleneck Links in SRv6
Networks.” IEEE ICNP 2025, pp. 1-12.

[7] Zhaozhen Wang, Xingang Shi*, Haijun Geng, Han Zhang, Xia Yin, Zhiliang Wang. “On Non-
Commutative Routing.” IEEE INFOCOM 2025, pp. 1-10.

[8] Zhiyun Tang, Yahui Li, Xingang Shi, Jilong Wang, Yongqing Zhu, Ke Ruan, Xia Yin, Han
Zhang". “Probabilistic Analysis of Overload-Free Property for Critical Traffic.” IEEE/ACM
IWQoS 2025, pp. 1-6.

[9] Su Wang, Hongbin Sun, Zhiliang Wang, Tao Zhou, Xia Yin, Dongqi Han, Han Zhang, Xingang
Shi, Jiahai Yang. “End-to-End Attack Scene Reconstruction in a Host with Rules and Anomaly-
Based Detection Models.” IEEE Transactions on Information Forensics and Security, 2025.

[10] Ying Tian, Zhiliang Wang”, Xia Yin, Xingang Shi, Jiahai Yang, Han Zhang . “Centralized
Network Utility Maximization with Accelerated Gradient Method.” IEEFE Transactions on Net-
working, 2025.

[11] Xingang Shi, Zitong Jin", Bin Xiong, Xinyao Huang, Xiaotian Xi, Dan Li, Han Zhang, Zhiliang
Wang, Xia Yin. “HELA: Inferring AS Relationships with a Hybrid of Empirical and Learning
Algorithms.” IEEFE Transactions on Networking, 2025.

[12] Weiting Zhang, Jiadong Ren, Tao Zheng, Ruibin Guo, Han Zhang, Shiwen Mao, Hongke Zhang".
“GenNet: Computing-Efficient Generative Al for Deterministic Transmission Scheduling in 6G
Networks.” IEEE Communications Magazine, vol. 63, no. 8, pp. 48-55, 2025.

[13] Yanxu Fu, Pei Zhang”, Han Zhang, Xiaohong Huang, Kun Xie, Dandan Li. “BGPFlow: Flow-
Based Feature Extraction for BGP Anomaly Detection.” ACM SIGCOMM NGNO Workshop
2025, pp. 13-20.

K« FAREP — 5/11



2024

1]
2]

3]

[4]

Yi Qiao, Han Zhang', Jilong Wang. “NetFEC: In-Network FEC Encoding Acceleration for
Latency-Sensitive Multimedia Applications.” IEEE INFOCOM 2024, pp. 2348-2357.

Yahui Li, Han Zhang", Jilong Wang, Xingang Shi, Xia Yin, Zhiliang Wang, Jiankun Hu, Cong-
cong Miao, Jianping Wu. “Proactively Verifying Quantitative Network Policy across Unsafe and
Unreliable Environments.” ITEEE Transactions on Information Forensics and Security, vol. 19,
pp. 1009910113, 2024.

XinZhe Liu, Yahui Li", Han Zhang, Xia Yin, Xingang Shi, Zhiliang Wang, Gang Ren, Jiangyuan
Yao. “Poster: Scalable and Interpretable Multilayer Overlay Network Checking via Ensemble
Verification.” ACM SIGCOMM 2024 Posters & Demos.

Weihan Chen, Zhiliang Wang”, Han Zhang, Xia Yin, Xingang Shi. “Cost-Efficient Flow Migra-
tion for SFC Dynamical Scheduling in Geo-Distributed Clouds.” Computer Networks, vol. 249,
2024.

Jun He, Yahui Li", Han Zhang', Changqing An, Jilong Wang. “ROV-GD: Improving the
Measurement of ROV Deployment Using Graph Difference.” IEEE ISCC 2024, pp. 1-7.
Kunling He, Fenghua Li, Jessie Hui Wang, Han Zhang, Yiren Zhao. “AB-TCAD: An Access

Behavior-Based Two-Stage Compromised Account Detection Framework.” IFIP Networking 2024,
pp- 104-112.

2023

1]

Junxian Shen, Han Zhang", Yang Xiang, Xingang Shi, Xinrui Li, Yunxi Shen, Zijian Zhang, et
al. “Network-Centric Distributed Tracing with DeepFlow: Troubleshooting Your Microservices
in Zero Code.” ACM SIGCOMM 2023, pp. 420-437.

Dongqi Han, Zhiliang Wang", Wengi Chen, Kai Wang, Rui Yu, Su Wang, Han Zhang, et al.
“Anomaly Detection in the Open World: Normality Shift Detection, Explanation, and Adapta-
tion.” NDSS 2023.

Heng Yu, Han Zhang", Junxian Shen, Yantao Geng, et al. “Serpens: A High-Performance
FaaS Platform for Network Functions.” IEEFE Transactions on Parallel and Distributed Systems,
vol. 34, no. 8, pp. 24482463, 2023.

Yahui Li, Han Zhang", Jilong Wang, Xia Yin, Xingang Shi, Jianping Wu. “A General Approach
to Generate Test Packets with Network Configurations.” IEEE Transactions on Parallel and
Distributed Systems, vol. 34, no. 4, pp. 1362-1375, 2023.

Pei Zhang, Fangzhou He, Han Zhang , Jiankun Hu, et al. “Real-Time Malicious Traffic Detec-
tion with Online Isolation Forest over SD-WAN.” IEEE Transactions on Information Forensics
and Security, vol. 18, pp. 2076-2090, 2023.

Tianbo Wang, Huacheng Li, Chunhe Xia", Han Zhang, Pei Zhang. “From the Dialectical
Perspective: Modeling and Exploiting of Hybrid Worm Propagation.” IEEE Transactions on
Information Forensics and Security, vol. 18, pp. 1610-1624, 2023.

Yantao Geng, Han Zhang , Jilong Wang. “Delay-Based Congestion Control for Cross-
Datacenter Networks.” IEEE/ACM IWQoS 2023.

Jiawei Li, Han Zhang", Jilong Wang. “PUVAR: Minimize Idle Resource SLO Violations by
Uncertainty-Aware Scheduling in Cloud Platforms.” IEEE ICWS 2023.

Ming Wang, Yahui Li, Han Zhang, Anlun Hong, Jun He, Jilong Wang. “Knocking Cells:
Latency-Based Identification of IPv6 Cellular Addresses on the Internet.” IEEE ISCC 2023.
Allen Hong, Yahui Li", Han Zhang, Ming Wang, Changging An, Jilong Wang. “A Cheap and
Accurate Delay-Based IP Geolocation Method Using Machine Learning and Looking Glass.” IFIP
Networking 2023.

iy o FARF — 6/11



[11] Jun He, Yahui Li", Han Zhang", Ming Wang, Changging An, Jilong Wang. “Be Careful of Your
Neighbors: Injected Sub-Prefix Hijacking Invisible to Public Monitors.” IEEE ICC 2023.

[12] Shuanghong Yu, Fenghua Li", Han Zhang, Kunling He, Xingkun Yao. “GapReplay: A High-
Accuracy Packet Replayer.” IEEE ICC 2023.

2022

[1] Junxian Shen, Han Zhang", Yantao Geng, Jiawei Li, Jilong Wang, Mingwei Xu. “Gringotts:
Fast and Accurate Internal Denial-of-Wallet Detection for Serverless Computing.” ACM CCS
2022, pp. 2627-2641.

[2] Han Zhang, Xia Yin, Xingang Shi”, Jilong Wang, Zhiliang Wang, Yingya Guo, Tian Lan, Yahui
Li, Yongqing Zhu, Ke Ruan, Haijun Geng. “Achieving High Availability in Inter-DC WAN Traffic
Engineering.” IEEE/ACM Transactions on Networking, 2022.

[3] Su Wang, Zhiliang Wang", Tao Zhou, Hongbin Sun, Xia Yin, Donggi Han, Han Zhang, et al.
“THREATRACE: Detecting and Tracing Host-Based Threats in Node Level through Provenance

Graph Learning.” IEEFE Transactions on Information Forensics and Security, vol. 17, pp. 3972—
3987, 2022.

[4] Yi Qiao, Menghao Zhang, Yu Zhou, Xiao Kong, Han Zhang", et al. “NetEC: Accelerating
Erasure Coding Reconstruction with In-Network Aggregation.” IEEE Transactions on Parallel
and Distributed Systems, vol. 33, no. 10, pp. 2571-2583, 2022.

[5] Zongyi Zhao, Xingang Shi”, Zhiliang Wang, Qi Li, Han Zhang, Xia Yin. “Efficient and Accurate
Flow Record Collection with HashFlow.” IEEE Transactions on Parallel and Distributed Systems,
vol. 33, no. 5, pp. 1069-1083, 2022.

[6] Ying Tian, Zhiliang Wang”", Xia Yin, Xingang Shi, Jiahai Yang, Han Zhang. “Centralized
Network Utility Maximization with Accelerated Gradient Method.” IEEE ICNP 2022.

[7] Heng Yu, Junxian Shen, Han Zhang", Jilong Wang, Congcong Miao, Mingwei Xu. “Scorpius:
Proactive Code Preparation to Accelerate Function Startup.” IEEE/ACM IWQoS 2022.

[8] Shangbin Han, Qianhong Wu, Han Zhang”, Bo Qin. “Light-Weight Unsupervised Anomaly
Detection for Encrypted Malware Traffic.” IEEE DSC 2022.

[9] Shangbin Han, Qianhong Wu, Han Zhang, Bo Qin, Jiangyuan Yao, Willy Susilo. “Autoperman:
Automatic Network Traffic Anomaly Detection with Ensemble Learning.” ICAIS 2022.

[10] Yongkang Chen, Ming Zhang", Jin Li, Xiaohui Kuang, Xurong Zhang, Han Zhang. “Dynamic

and Diverse Transformations for Defending against Adversarial Examples.” I[IEEE TrustCom
2022.

2021
[1] Han Zhang, Xingang Shi*, Xia Yin, Jilong Wang, Zhiliang Wang, Yingya Guo, Tian Lan.
“Boosting Bandwidth Availability over Inter-DC WAN.” ACM CoNEXT 2021, pp. 297-312.
[2] Dongqi Han, Zhiliang Wang*, Wengqi Chen, Ying Zhong, Su Wang, Han Zhang, Jiahai Yang,
Xingang Shi, Xia Yin. “DeepAlD: Interpreting and Improving Deep Learning-Based Anomaly
Detection in Security Applications.” ACM CCS 2021, pp. 3197-3217.

[3] Shangbin Han, Qianhong Wu, Han Zhang", Bo Qin, Jiankun Hu, et al. “Log-Based Anomaly
Detection with Robust Feature Extraction and Online Learning.” IEEE Transactions on Infor-
mation Forensics and Security, vol. 16, pp. 2300-2311, 2021.

[4] Yingya Guo, Weipeng Wang, Han Zhang, Wenzhong Guo, Zhiliang Wang, Ying Tian, et al.
“Traffic Engineering in Hybrid Software-Defined Network via Reinforcement Learning.” Journal
of Network and Computer Applications, vol. 189, 2021.

[5] Weihan Chen, Zhiliang Wang”, Han Zhang, Xia Yin, Xingang Shi. “Cost-Efficient Dynamic
Service Function Chain Embedding in Edge Clouds.” IEFEE CNSM 2021.

K« AREH — 7/11



[6] Ying Tian, Zhiliang Wang”, Xia Yin, Xingang Shi, Jiahai Yang, Han Zhang, Yingya Guo, et
al. “Traffic Engineering with Segment Routing Considering Probabilistic Failures.” IEEE CNSM
2021.

[7] Haijun Geng, Han Zhang, Yangyang Zhang. “Efficient Routing Protection Algorithm in Large-
Scale Networks.” Computers, Materials & Continua, vol. 66, no. 2, pp. 1733-1744, 2021.

2020
[1] Yahui Li, Zhiliang Wang”, Xia Yin, Xingang Shi, Jianping Wu, Fangdan Ye, Jiangyuan Yao, Han
Zhang. “Assisting Reachability Verification of Network Configurations Updates with NUV.
Computer Networks, vol. 177, 2020.

[2] Haijun Geng, Han Zhang, Xingang Shi”, Zhiliang Wang, Xia Yin. “Efficient Computation of
Loop-Free Alternates.” Journal of Network and Computer Applications, vol. 151, 2020.

[3] Haijun Geng, Han Zhang, Xingang Shi”, et al. “A Hybrid Link Protection Scheme for Ensuring
Network Service Availability in Link-State Routing Networks.” Journal of Communications and
Networks, vol. 22, no. 1, pp. 46—60, 2020.

[4] Weihan Chen, Zhiliang Wang, Han Zhang, Xia Yin, Xingang Shi, Lei Sun. “Joint Optimization
of Service Function Chain Elastic Scaling and Routing.” IEEE INFOCOM Workshops 2020.

2019

[1] Han Zhang, Haijun Geng, Yahui Li, et al. “DA&FD: Deadline-Aware and Flow Duration-Based
Rate Control for Mixed Flows in DCNs.” IEEE/ACM Transactions on Networking, vol. 27, no. 6,
pp. 24582471, 2019.

[2] Zhiliang Wang, Han Zhang", Xingang Shi, et al. “Efficient Scheduling of Weighted Coflows in
Data Centers.” IEFEE Transactions on Parallel and Distributed Systems, vol. 30, no. 9, pp. 2003—
2017, 2019.

[3] Yahui Li, Xia Yin, Zhiliang Wang", Jiangyuan Yao, Xingang Shi, Jianping Wu, Han Zhang,
et al. “A Survey on Network Verification and Testing with Formal Methods: Approaches and
Challenges.” IEEE Communications Surveys € Tutorials, vol. 21, no. 1, pp. 940-969, 2019.

[4] Yahui Li, Zhiliang Wang", Jiangyuan Yao, Xia Yin, Xingang Shi, Jianping Wu, Han Zhang.
“MSAID: Automated Detection of Interference in Multiple SDN Applications.” Computer Net-
works, vol. 153, 2019.

[5] Yingya Guo, Zhiliang Wang®, Han Zhang, Xia Yin, Xingang Shi, Jianping Wu. “Joint Opti-
mization of Tasks Placement and Routing to Minimize Coflow Completion Time.” Journal of
Network and Computer Applications, vol. 135, 2019.

2018 4E K ULni
[1] Xiao Ma, Chuang Lin, Han Zhang', Jianwei Liu. “Energy-Aware Computation Offloading of
IoT Sensors in Cloudlet-Based Mobile Edge Computing.” Sensors, 2018.
[2] Zhifeng Liu, Xia Yin, Zhiliang Wang, Xingang Shi, Yigiang Hua, Xiaohong Huang, Liang Wei,
Jiangyuan Yao, Han Zhang, et al. “Design and Construction of Hierarchical and Cross-Regional
SDN Verification and Demonstration System.” Telecommunications Science, 2018.

[3] Han Zhang, Xingang Shi", Xia Yin, Zhiliang Wang. “Yosemite: Efficient Scheduling of Weighted
Coflows in Data Centers.” IEEE ICNP 2017.

[4] Han Zhang, Xingang Shi”, Yingya Guo, Zhiliang Wang, Xia Yin. “More Load, More Differenti-
ation — Let More Flows Finish before Deadline in Data Center Networks.” Computer Networks,
vol. 127, 2017.

[5] Han Zhang, Xingang Shi, Yingya Guo, Haijun Geng, Zhiliang Wang, Xia Yin. “Joint Source
Selection and Transfer Optimization for Erasure Coding Storage System.” IEEE IPCCC 2017.

[6] Han Zhang, Xingang Shi, Xia Yin, Zhiliang Wang, Yingya Guo. “FDRC: Flow Duration Time

K FAREP — 8/11



Based Rate Control in Data Center Networks.” IEEE/ACM IWQoS 2016.

[7] M. Gharaibeh, Han Zhang, C. Papadopoulos, J. Heidemann. “Assessing Co-Locality of IP

Blocks.” IEEE INFOCOM Workshops 2016.

[8] Zongyi Zhao, Qi Li, Mingwei Xu, Xingang Shi, Han Zhang. “Reduce Completion Time and

Guarantee Throughput by Transport with Slight Congestion.” IEFEE ICC 2016.

[9] Han Zhang, Xingang Shi, Xia Yin, Fengyuan Ren, Zhiliang Wang. “More Load, More Dif-

ferentiation — A Design Principle for Deadline-Aware Congestion Control.” IEEE INFOCOM
2015.

[10] Haijun Geng, Xingang Shi, Xia Yin, Zhiliang Wang, Han Zhang. “Algebra and Algorithms

for Efficient and Correct Multipath QoS Routing in Link State Networks.” IEEE/ACM IWQoS
2015.

[11] Haijun Geng, Xingang Shi, Xia Yin, Zhiliang Wang, Han Zhang. “An Efficient Link Protection

Scheme for Link-State Routing Networks.” IEFEE ICC 2015.

[12] Yingya Guo, Zhiliang Wang, Xia Yin, Xingang Shi, Jianping Wu, Han Zhang. “Incremental

Deployment for Traffic Engineering in Hybrid SDN Network.” IEEE IPCCC 2015.

[13] Han Zhang, C. Papadopoulos. “BotTalker: Generating Encrypted, Customizable C&C Traces.”

IEEE HST 2015.

[14] Haijun Geng, Xingang Shi, Xia Yin, Zhiliang Wang, Han Zhang, Jiangyuan Yao. “A Hybrid

Link Protection Scheme for Link-State Routing Networks.” IEEE IPCCC 2014.

[15] Haijun Geng, Xingang Shi, Xia Yin, Zhiliang Wang, Han Zhang, Jiangyuan Yao. “Let More

Nodes Have a Second Choice.” IEEE IPCCC 2014.

FHIFm H

B A SRR i ESTH (No. 62572269) —— 56T W28 AT 70 Wi 70 113 5N 95 A 7 11 S
K ARBESE . BH BTN .

LA F AR 2 4RI (No. 62002009 ) ——— T i FH AL i A et v L) S B 50 BE TS
H#BTA .

% AARFIE SR RBH (No. 62394322)
VTP

Bl AR SR NH (No. 61932011) — 5T XEREERIPIIR M % 2 FORBFSE . T IS T
A

AR RWERIH (No. TC220A04A-78) ——mibE BEAL - MGUE (ot i M & o L R 58 BiH
FBEA

PRGBS R AW HRI (No. 2018YFB1800400) —— R4l {5 T hkik i KRR . 25,
ol A EmH (2955 H BTN ) : EPI%F*?K%M%T‘ 3ok RN S AL B AW s SR ——
KRR 55 R GE TP R s A Fr o) M L AR s s B AR ——
LA O B BOARBI ST

BRI 25 4L S el G ROR DT TR

ey 2885 IR

DeepFlow—fj[a] = Jf £ 5 AT BB GE Z0H eBPEF nI 44 (Kubernetes, HR55 M.
Serverless -5 . LLM / Al Zfigfkifi/k4). CNCF Sandbox WiH; GitHub 4000+ stars, 450+
forks; BRETEHE EHL. SIGCOMM23

DeepTrace——fj [ & 5 405 RIGBLR 55 10 T AR A 431 200 18 B S5 s s v 91 & T TR
Zifat 5%, ST RO TAFEIE. 170+ stars, SIGCOMM'25, ICSE™26

SRmesh Ml T HA—Y1 747 SRv6 #£0, PA O(1) BIRFASEPPIRETEE R FEE %KY FITI
R _FIIE. ICNP’25, ToN'26

IScan— 54 HIEM 13 / Beshiml (IP zs[a]. BGP/RPKI . CT HiE5 Web-PKI), i
TR T AR I LI AR . WWW25, WWW'26

B o SEAREH — 9/11



o Kuiper / 250 GeEd: — GBS e F iy e E S P 25 I8 E ) 44k AIOps
65 AT GPU RIS MTTR &AL 5x . NSDI'27. ICNP’25, ToN’26

+ SiteGuard / FEPLIA TEDY B AL A D I S LR ST R, vEA T T
] gRAE R el (P4/Tofino) . DPU, SmartNIC Y eBPF, k%] Thps &4k, SIGCOMM25,
SIGCOMM’26

» NetVerify £fF——HmECE . #mM 5 E®RKNESEIES i ETRR, SWHT FITT 5
CERNET, TIFS’24, CoNEXT’25, INFOCOM’26

o AIBHEHE——GlassMiner Looking-Glass {588 (WWW’26); ibritnghna i IDS KRR
(SIGCOMM’25/°26, CCS’21, NDSS’23).

JRAHE AL 5 [R5 G

o PIEDRASYRIRIN G T IR G BER ORI SRR TIN5 AR AR B A 40%, fiR55 1.2
L (2025 4 (G2 BHEROR 5508 2026 A A HEC R 540 0e R ) 5 Zeattlin s
TR ) Sk -5 e .

o ARILEMIRE: PG (FITT) SIS AR 55 R IR BUEAR 15T 3 4F (4xE 40 A5
M 100 RIURAIALS ) ; FE-S B ML, AR SSRGS SRv6 121, R B
TR 32 Rl R JEiR

o MERRGEEHBACEE—ENED, WATRME. AT, i aiRded & 2000 55K BT
ARG EAL, A IUEAT S B LA

« CERNET / CERNET2—J%T DeepFlow (WML -5 b w0t B b E #CE MRk
AL

o BIRE—— RIS R G nTUIN I 2580 ol e i ARG it

o GRS Aol SD-WAN 7 fiy 1) I ORI 35 P % e A -

o BRRIRHES AT RS KO A R HEBOAR

o MIXBARZIRS THEZER. EHFEN. ZEMEAHs, SREBICAsEM M.

KW

TSGR A P G2 (27 1) SMgEhe (19 50), Hob@RZHCOhE-— KA. &L
Fl:

o BT TG AEAZHATLAY v I B NP T AR AE SR B AR o

o FET R E -5 B Al Ay ST B IR R R SR A RO

o BT WSS MNP S AR SR AL AT 0 1 S KB BT

o BT ARHLSR R RO ORI SR s B A 2 SRR BT ¥

o 5] SD-WAN (T AE-DQN XS B i b S i A il AR 4
o RPESA TR R A A PN R B o T A

o JT ACME thllHyZ &bk RS KA HE .

o THI ) S 0 Bt R A R (S B VA BOR

o BETAFNMLIEIN OSPE ¥k Sy ik 5 A .

o —RITH i) X 2% PR B e ) 5 S B R A YR

o HIRMINE AR 5520 7538 LR AR B E TR

o MFSFFAREMSWI L. KE, W& LN

*EARNR S5
o FUEZNSILN TS ACM SIGCOMM NGNO Workshop 2025,

o ZEJiRBEBIILR F % ——ACM APNet 2025,
o BEFEZNAZII—USENIX NSDI 2027 (Spring) ; USENIX Security 2027; IEEE INFOCOM
2023, 2024. 2025, 2027; ACM CoNEXT 2025, 2026; IEEE ICNP 2024, 2025,

K o SFAF — 10/11



o WIHIgMZE— CGHEEFARY . BHguis—MDPI Electronics; IEEE Journal on Selected Areas in
Communications (JSAC),

o WITIRIAN—IEEE/ACM Transactions on Networking; IEEE Transactions on Parallel and Dis-
tributed Systems; IEEE Transactions on Information Forensics and Security,

HE TR

2023, 2024 FkF2EHA HIRM TR AR RAE, 32 220). eaisrh . i TR nDULIpE 5
IR Qe M 57 N VO

20222024 HFEH MG RALAIG 5 )5ik— DR IREL, 32 2

2022-2025 K WZ SR BF T A IR, 32 24

R

fei% (13 A)

X5 FH HA - AR SRv6 #£1ll (ICNP’25, ToN’26); SFEHZ. REFRLHA

EiFaey

Bk A - PR DeepTrace 1155 A (SIGCOMM’25, ICSE’26)

R - D4R A REBERIK AT T

X Lt =F% [T Al

SRS i e 5HER B A TS

Boyang Wang it - ARG HHERRK AR

HER - R SRv6 / 2%

2 it - ARG Tz i AR A T

Hanyang Lin Wit - AR eBPF UL

W] it - ARG riGB R

Hobkoi it - —4REgR A g AR A T

& B it - —4EH HPA BRI AT

ZEIRR it - —4Eg SR EBERIK AT T

Cielk (6 A)

TefR bt it ORI TR B EAE  (SIGCOMM23, "25; ToN’'26)

Heng Yu L SR AR (TPDS23)

Yi Qiao i} ER R SR (INFOCOM™24: TPDS'™22)

Shangbin Han 1+ ShsEwE (TIFS™21)

Vi Hi it R BARA R T

BHAE il 1 By L 2

IEAEARI 2027 AFRRF A AR L / BEAFTE A, R R mBam# utE.

ity o SR — 11/11



	教育背景
	工作履历
	主要奖励与荣誉
	代表性论文
	论文列表（按年份）
	科研项目
	生产系统与开源成果
	成果转化与国家级影响
	发明专利
	学术服务
	教学工作
	指导学生

