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Abstract

The Automatic Certificate Management Environment (ACME) pro-
tocol automates the issuance and renewal of secure socket layer
certificates, simplifying the management of large-scale certificate
deployments. To reduce the load on Certificate Authority (CA)
servers, ACME employs a caching mechanism that stores domain
validation (DV) results for 30 days. However, this mechanism al-
lows attackers to reuse previously authorized results, potentially
bypassing the DV process. In this paper, we introduce the ACME
Authz Cache Attack, whereby an attacker can obtain fraudulent
certificates without domain control. We demonstrate that even the
prominent CA, Let’s Encrypt, is vulnerable to this attack. To miti-
gate this, we propose ACME++, an enhanced protocol that binds
the client’s IP address and a unique identifier to the ACME account,
ensuring secure authorization for each new client and effectively
preventing the ACME Authz Cache Attack. Our implementation of
ACME++ shows that it introduces little overhead to the CA server.
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1 Introduction

Today, about 96% of Google’s web traffic is secured with HTTPS
[27, 53], ensuring data integrity and privacy for services like e-
commerce and video streaming. These connections are secured
by secure socket layer (SSL) certificates managed under the Web
Public Key Infrastructure (PKI). Through the domain validation
(DV) process, Certification Authorities (CAs) bind domain identities
to public keys in SSL certificates. When establishing an HTTPS
connection, the web server presents the certificate to the client for
identity verification.

For a single web server, requesting and deploying an SSL certifi-
cate is straightforward. However, in large enterprises, managing
SSL certificates at scale becomes complex. Manual processes for re-
questing, deploying, and renewing certificates are time-consuming
and error-prone. Even a single expired or misconfigured certificate
can cause service outages and financial losses [4, 46, 50-52].

To address these challenges, the Automatic Certificate Manage-
ment Environment (ACME) protocol [5] was introduced and widely
adopted by major CAs, automating certificate lifecycle tasks like
issuance, renewal, and revocation. A notable example is Let’s En-
crypt [33], a CA that issues certificates exclusively through ACME.
By 2021, Let’s Encrypt accounted for nearly 30% of certificates in
IPv4 scans and over 80% in Certificate Transparency (CT) logs [22].
Other commercial CAs have also integrated ACME [18], making it
an industry standard.

Despite its widespread adoption, the ACME protocol introduces
several risks. A primary concern is its caching of domain authoriza-
tion results after a client requests an SSL certificate. This caching
mechanism, originally designed to reduce the workload on CAs,
can be exploited by attackers to bypass DV and obtain fraudulent
certificates. Such certificates can then be used to conduct man-in-
the-middle (MITM) attacks, which present significant threats to
both the Web PKI ecosystem and user data privacy. For instance,
in 2011, hackers compromised DigiNotar’s CA server and issued
fraudulent certificates to intercept user traffic intended for Google
Gmail services [12, 23, 35]. Similarly, in 2015, Google discovered
that MCS Holdings, an Egyptian company, had deployed fraudulent
certificates within its proxy devices to intercept traffic [7].
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In this paper, we introduce the ACME Authz Cache Attack, a
comprehensive method that exploits ACME'’s caching risk to obtain
fraudulent certificates without domain control. We demonstrate
that an attacker, upon accessing a victim’s ACME account cre-
dentials, can bypass DV by reusing cached authorization (Authz)
records. Additionally, we show that attackers can expand their at-
tack surface by identifying associated domains, which are domains
retrieved from the SSL certificate Subject Alternative Name (SAN)
extension discovered in CT logs. We show that Let’s Encrypt is
vulnerable to this attack, highlighting its widespread impact.

To counter this attack, we propose ACME++, an enhanced ver-
sion of the ACME protocol designed for easy deployment. ACME++
strengthens security by binding client IP addresses and unique iden-
tifiers to ACME accounts. When a certificate request is made by a
new client, ACME++ requires DV for partial domain names with
valid Authz records. ACME++ is designed for seamless integration
with the existing ACME framework, reusing current objects and
message exchange standards to minimize protocol modifications.
We implemented ACME++ on both the ACME client and CA server,
demonstrating its operational efficiency. Additionally, we show that
ACME++ is resilient against various attacks.

The main contributions of this paper are as follows:

o We identify and analyze a risk in ACME’s caching mechanism,
demonstrating how the reuse of cached Authz records can be
exploited by attackers.
We introduce the ACME Authz Cache Attack, a novel attack in
which an attacker can obtain fraudulent certificates without
domain control after acquiring ACME account credentials.
We also show that attackers can leverage CT logs to identify
associated domains, with about half of these domains being
valuable for targeting.
We propose ACME++, an enhanced version of ACME, designed
to mitigate the aforementioned attack. ACME++ incorporates
additional security checks for ACME clients when interacting
with CAs, preventing the exploitation of exposed credentials.
Our evaluation of ACME++ demonstrates that, in worst-case
scenarios, it results in a minimum 13% increase in processing
time and a 5% increase in traffic overhead for CAs, while also
proving its resilience against several potential attack vectors.
The remainder of this paper is organized as follows: Section 2
provides background on Web PKI, ACME protocol, and its caching
mechanism. Section 3 describes the ACME Authz Cache Attack,
while Section 4 outlines ACME++. We discuss related works in
Section 5, and Section 6 concludes the paper.

2 Background

In this section, we introduce the foundational concepts related to
attack vectors and mitigation strategies. We begin with an overview
of the Web PKI ecosystem (2.1), focusing on the architecture and
roles of each component. Then we delve into the ACME protocol
and its caching mechanism (2.2).

2.1 Web PKI

Web PKl is a public key infrastructure framework designed to secure
communication between websites and users, preventing data tam-
pering and MITM attacks. As noted in [16], the primary entities in
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Table 1: ACME CA Directory and service descriptions.

Service Service URL Service Description
newNonce  /acme/new-nonce Obtains a new nonce from the
CA to prevent replay attacks.
newAccount /acme/new-account Registers a new ACME account.
newOrder ~ /acme/new-order Orders a new certificate from
the CA.
newAuthz ~ /acme/new-authz Creates an Authz object for pre-
authorization (optional).
revokeCert ~ /acme/revoke-cert Submits a certificate revocation
request to the CA.
keyChange /acme/key-change  Updates the binding of an

ACME account key.

Web PKI include CAs and End Entities (EEs). For a more detailed sur-
vey of Web PKI architecture, readers can refer to [13, 14, 24, 30, 40].
The CA plays a central role in the Web PKI framework by man-
aging SSL certificates for all EEs. Web servers, acting as EEs, deploy
SSL certificates to establish secure HTTPS connections with clients.
In accordance with the X.509 standard [16], SSL certificates bind
the subject (typically a domain name) to the web server’s public
key, and also include fields such as validity periods, issuer informa-
tion, and X.509 extensions. Within the Web PKI, EEs’ certificates are
signed by the CA, and the CA’s certificate is signed by a higher-level
CA, forming a chain of trust that ultimately terminates at a trusted
root CA. When a user accesses a website, the browser verifies this
certificate chain to ensure the authenticity of the website.

In the Web PKI ecosystem, the primary security concern is
the possibility of fraudulent certificates—certificates issued by a
CA without proper domain owner confirmation, or those issued
through attacks on the DV process [6, 8, 9, 17]. This is particularly
problematic as certificate issuance is an end-to-end process, and the
public is typically unaware of their existence. To address this issue,
Google introduced CT in 2012 [25, 31], a system designed to de-
tect fraudulent SSL certificates by maintaining a publicly auditable,
immutable log of all certificates issued by CAs. While CT logs are
instrumental in the early detection of fraudulent certificates, they
also pose a risk of exposing sensitive information to third parties,
such as domain names and business relationships [38, 41, 42].

2.2 ACME Protocol

The ACME protocol [5] automates the entire certificate lifecycle, in-
cluding request, issuance, renewal, and revocation. For each action,
the protocol specifies a unique service URL. CA servers provide
clients with the Directory, a dictionary-like object where keys rep-
resent service types and values are the corresponding URLs. Table
1 lists all available services and their URLs in the CA Directory.
In addition to the Directory, the CA provides resource URLs for
clients to retrieve objects. For example, the client can access a Au-
thz record via /acme/authz/<authz_id>, where authz_id is the
unique identifier of the Authz record.

Figure 1 illustrates the typical process of requesting an SSL cer-
tificate using the ACME protocol. The client communicates with the
CA server through ACME client software, such as Certbot [19] or
acme.sh [1]. Initially, the client submits a newAccount request, pro-
viding a signed payload that includes an email address and public
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Figure 1: The certificate request process via the ACME proto-
col. Valid Authz records are cached for 30 days after the CA
successfully validates the client’s domain ownership.

key. Once verified, the CA creates an ACME account and returns a
unique account ID (UID). The client then sends a newOrder request,
specifying the domains for which the certificate is requested.

The CA then initiates the DV process. To validate domain own-
ership, the CA issues one or more challenges to the client, typically
in the form of HTTP-01 or DNS-01 challenges [32]. The client
must complete these challenges before the order can proceed. Upon
successful completion, the CA caches the DV result, known as an
authorization (Authz) record, for a period of 30 days. This caching
mechanism facilitates the quicker reissuance of certificates for the
same domain without requiring re-validation. Finally, the client
submits a Certificate Signing Request (CSR) and receives the final
SSL certificate link to download and deploy.

We show that this caching mechanism described above intro-
duces a critical security risk. As demonstrated in Section 3, an
attacker can exploit the cached Authz to obtain fraudulent certifi-
cates using the victim’s ACME account credentials. Under normal
conditions, the CA would be unable to detect such an attack.

3 ACME Authz Cache Attack

In this section, we introduce a novel attack exploiting the ACME
protocol’s caching mechanism to acquire fraudulent certificates,
based on the observation that cached Authz records can be consid-
ered as the ownership credentials of the domains. We first outline
the attack assumption (3.1), followed by a detailed description of
the attack methodology (3.2). Finally, we present real-world exper-
iments, demonstrating the vulnerability of Let’s Encrypt to this
attack (3.3), and analyzing the number of associated domains for
given target websites (3.4).

3.1 Attack Assumption

We assume the following conditions for the attacker and victim:
Attacker Assumptions.
(1) The attacker acquires the victim’s ACME account credentials
by either exploiting server-side vulnerabilities (such as Log4j
[3] or path traversal flaws [37]), or through improper handling
of keys by web operators, such as insecure key sharing [10]. In
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Figure 2: ACME Authz Cache Attack in four steps.

Appendix A, we elaborate on how these scenarios are prevalent
across the Internet and how the attacker can exploit them to
gain access to the account credentials.

(2) The attacker is aware of at least one domain service deployed
on the victim’s server as the target domain.

(3) The attacker controls a single host and can operate from any-
where globally, typically far away from the victim.

Victim Assumptions.

(1) The victim’s server stores its ACME account credentials locally
on the server.

(2) The victim has requested certificates in the last 30 days so that
there are valid Authz records cached by the CA.

3.2 Attack Methodology

Figure 2 illustrates this attack through an example. The attack
consists of four main steps: rebuilding the victim’s account profile,
identifying associated domains, retrieving valid Authz records, and
obtaining fraudulent certificates. In this example, the victim has an
ACME account that has requested certificates for a. com, b. com, and
sub.c.org. These domain Authz records remain valid throughout
the attack. The attacker knows a.com as the target domain.

3.2.1 ACME Account Profile Rebuild. The first step of the attack is
to reconstruct the victim’s ACME account profile using the obtained
account credentials. If the attacker has full access to the credentials,
the profile can be easily restored by setting the correct storage
path. However, if only the account key pair is obtained (e.g., via
insecure key reuse), the account UID can be recovered by sending
a newAccount request with the account public key and private key
signature to the CA, provided that the CA supports this method.
Alternatively, the attacker may resort to brute-forcing the UID if the
CA assigns UlDs sequentially, rather than using random strings as
recommended by the RFC [5] (see Appendix B for further details).

3.2.2  Associated Domain Identification. The next step is to iden-
tify as many associated domains as possible. A domain (including
wildcard domains) is considered an associated domain if it appears
in the same SSL certificate as the target website domain. Website
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operators often group multiple domains hosted on the same server
into a single certificate to reduce operational costs and complexity.
Through the ACME protocol, Authz records for these associated
domains and the target domain are cached under the same ACME
account, making them high-value targets for the attacker seeking
to expand their attack surface.

To discover associated domains, the attacker can search through
certificates archived in public CT logs. In this attack, the attacker
can identify certificates issued for the target domain within the past
30 days and search for associated domains in the certificates” SAN
extensions. In Figure 2, the associated domains of the target domain
a.com include *.a.com, www.a.com, b.com, and sub.c.org.

3.2.3  Valid Authz Record Retrieval. With the account profile and as-
sociated domains in hand, the attacker can attempt to discover valid
Authz records. The attacker submits a newOrder request containing
the target domain along with all discovered associated domains.
The CA responds with an Order object, which includes a list of
Authz URLs for all the attached domains. The attacker can then
traverse these Authz URLs to check the status of the Authz records.
A valid status indicates a valid Authz record. In this illustration, the
newOrder request includes a. com, *.a.com, www.a.com, b.com, and
sub.c.org. Of these, only a.com, b. com, and sub. c.org have valid
records, while *.a.com and www. a.com have a "pending" status.

3.24 Fraudulent Certificate Retrieval. In the final step, the attacker
obtains a fraudulent certificate by submitting another newOrder
request, including all domains with valid Authz records, thereby by-
passing the DV process.! In this example, the attacker successfully
obtains a fraudulent certificate for a.com, b.com, and sub.c.org.

3.3 Evaluation Against Let’s Encrypt

3.3.1 Setup. We evaluate the proposed attack (introduced in 3.1
and 3.2) against Let’s Encrypt using our test domain sparklestar.
work. The victim server, hosting this domain, uses Certbot [19]
as the ACME client to request certificates from Let’s Encrypt for
both the domain and its wildcard subdomain * . sparklestar.work.
The server is configured with a misconfiguration in the Nginx
alias, as described in [28], making it vulnerable to a path traver-
sal attack. Additionally, the test domain service is deployed with
the "root" account, granting the web service root access permis-
sions. Another server is set up as the attacker. By exploiting this
path traversal vulnerability with a carefully constructed path, such
as "sparklestar.work/i../../etc/letsencrypt", the attacker
can access files in the directory where the ACME account creden-
tials are stored, thereby obtaining the full credentials.

3.3.2 Issuing Fraudulent Certificates. Following the attack proce-
dure, the attacker first reconstructs the victim’s ACME account
profile on the attack server. The attacker then locates the victim’s
requested certificates in Google’s CT log (argon2024 [26]) and iden-
tifies the associated domain * . sparklestar.work in the SAN exten-
sion. Next, the attacker submits a newOrder request to Let’s Encrypt
for the test domain and its associated domain. Due to the cached,
valid Authz records on the CA server, the attacker successfully

n fact, the attacker can obtain more than one fraudulent certificate. The number of
certificates an attacker can request is limited by the CA’s rate limits. For Let’s Encrypt,
the limit is 50 certificates per registered domain per week [20].
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obtains a certificate for the victim’s domains without undergoing
any DV challenges. This confirms the feasibility of the attack.

3.3.3 Adding Phishing Domains. We extend our evaluation to ex-
amine whether an attacker could append phishing domains to the
obtained fraudulent certificate. In such cases, the phishing domains
would be more challenging to distinguish, as they would appear
alongside legitimate ones on the same SSL certificate. For this
experiment, the attacker registers another test domain, sparkle
-star.org, and includes it in the newOrder request. As antici-
pated, Let’s Encrypt only requires DV for this new domain, by-
passing DV for sparklestar.work and *. sparklestar.work. The
attacker successfully obtains a certificate with sparkle-star.org,
sparklestar.work, and *.sparklestar.work appearing in the
same SAN list.

3.4 Associated Domain Analysis

In this section, we assess the attack surface by investigating the
number of associated domains that can be identified for a given
target website. Using domains from Cisco’s Top-1M website list
[48] as test subjects, we conduct a search for certificates issued in
September 2024 containing these domains in two separate CT logs:
Cloudflare Nimbus [15] and Sectigo Sabre [43]. We select these two
CT logs as they are among the most widely used and could serve as
representative samples. For each certificate identified, we extract
all associated domains listed in the SAN field.

The preliminary results are summarized in Table 2, which shows
that 135,569 and 117,993 target domains from the Top-1M websites
have associated domains found in Nimbus and Sabre, respectively.
We plot the CDF of the number of associated domains in Figure 3a.
It can be observed that over 40% of the target domains have at least
one associated domain beyond themselves in Sabre, and about 30%
in Nimbus. Both CT logs exhibit a long-tail distribution, suggesting
that a few websites have an exceptionally large number of associ-
ated domains. Several target domains (e.g., those owned by CDN5s)
even have over 1 million associated domains, which significantly
increases the potential attack surface.

We then analyze the relationship between the presence of asso-
ciated domains and the rank of the target websites. Figure 3b shows
the distribution in Nimbus and Sabre, revealing similar trends across
the rank spectrum. This suggests that both highly ranked and less
prominent domains have extendable attack surfaces.

We further evaluate the number of associated domains potentially
managed under the same ACME account as the target domain,
which could indicate high-value targets for the ACME Authz Cache
Attack. To do so, we compare the JARM TLS fingerprints [2] of the
associated domains with that of the target domain. Domains sharing
the same JARM fingerprint are likely managed by the same server
operator, increasing the likelihood they belong to the same ACME
account. Figure 4 presents the JARM hit results. The x-axis shows
the group index, where each group corresponds to a specific range
of the number of associated domains, with group lengths chosen to
balance the number of target domains in each group. The CDF line
represents the cumulative percentage of target domains in each
group, while the boxplots display the JARM hit rate within the
25-75 percentile for each group.
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Table 2: Overview of associated domain discovery results for
Cisco Top-1M website domains. All certificates were issued
in September 2024.

CT Log Name Nimbus [15] Sabre [43]
# Certificates with Top-1M Domains 1,195,862 663,813
# Top-1M Domains Covered 135,569 117,993
# Associated Domains Discovered 7,314,093 1,784,209
# Domains with SSL Deployed 842,671 525,596
1800
1.0 TN
o 1600 "1 Nimbus
=
% 0.6 = 1400
So4 Nimbus S 1200
0.2 Sabre = 1000
0.0
800
0 1 10 100 1k 10k100k1M 0 200k 400k 600k 800k 1M
#Associated Domains Domain Rank

(a) CDF graph of the number (b) Rank distribution of websites
of associated domains (x-axis in that have associated domains (bin
log scale). size = 10K).

Figure 3: Associated domain distribution results.

Figures 4a and 4b show that, across all but the last groups in
Nimbus and Sabre, the median JARM hit rates consistently exceed
50%, indicating that more than half of the associated domains identi-
fied in each CT log are highly valuable for attack success. Although
the last group exhibits greater variability and a lower median, it
represents a very small fraction of target domains (<0.01%), which
has minimal impact on the overall findings. Furthermore, for nearly
all target domains in the first group, where there are only one or
two associated domains, the median JARM hit rate reaches 100%,
suggesting a high likelihood that these associated domains are par-
ticularly vulnerable to attacks.

Takeaways. The associated domain analysis reveals that an at-
tacker can identify numerous target domains across a wide range of
ranks in each CT log, with associated domain counts ranging from 1
to over 1 million. On average, about half of these associated domains
are likely managed under the same ACME account, making them
valuable targets in the third step of the attack (see 3.2.3).

3.5 Ethics and Disclosure

Section 3 outlines how malicious attackers may exploit vulnerabili-
ties within the ACME protocol to obtain fraudulent SSL certificates
without possessing domain control. All experiments involving Let’s
Encrypt were conducted within a controlled environment, utilizing
test domains that were registered by us and servers intentionally
configured with known vulnerabilities to facilitate evaluation. For
the analysis of associated domains, all certificate data was collected
from publicly available CT logs. During the JARM TLS fingerprint-
ing scan, a maximum of 10 Client Hello messages were sent to
each target server, ensuring the scanning process did not impose
excessive load on the servers.

We disclosed our proposed attack and findings to four major
CAs: Let’s Encrypt, DigiCert, Google Trust Services, and Sectigo.

Let’s Encrypt acknowledged the reported attack but emphasized
that it is the ACME client’s responsibility to protect the account
credentials. As a result, they decided to close the report.

1062

WWW ’25, April 28-May 2, 2025, Sydney, NSW, Australia

— Median % Mean —&— CDF

1.0 o =—— 1.0
o8 *
£ 0.6 0.9
Z 04 o5 g
So02d A -
0.0 T T T T T T T T 0.7
5 .
Al 3k 9 &0-1‘5,1‘0-19,50-5360_6‘510.9200.1537;50“
Associated Domain Count Range
(a) Nimbus
— Median % Mean —A— CDF
1.0  —
sosd *
=
= 0.6
S04
So.2
004 A 07

T T T T T T T T T
)
Al 3 9 1039902940-4%¢0-6%4 0.9200_537,500
Associated Domain Count Range

(b) Sabre

Figure 4: JARM hit percentages for associated domains across
target domain groups, with CDF lines representing target
domain counts, in both CT logs.

DigiCert and Google Trust Services acknowledged the issue and
forwarded it to their technical support teams but have not provided
further follow-up.

Sectigo stated that they do not use the ACME Authz cache mech-
anism for certificate issuance and are therefore not vulnerable to
this attack. Consequently, no further action was taken.

Our primary objective is to raise awareness about the potential
risks associated with the ACME protocol, and to contribute to the
enhancement of overall security within the Web PKI community.
We advocate for the adoption of mitigations, such as ACME++, as
discussed in the next section.

4 ACME-++: Secure ACME Client Authorization

The cache mechanism in the ACME protocol suggests that possess-
ing an ACME account alone is sufficient to prove domain control,
which underpins the ACME Authz Cache Attack. To address this
issue, we propose ACME++, an enhanced version of the ACME
protocol that introduces additional authorization steps for clients
sharing the same ACME account. In this section, we outline the
design principles and details of ACME++ (4.1-4.3), followed by an
evaluation of its effectiveness (4.4).

4.1 Design Principles

ACME++ aims to strengthen ACME client authorization while main-
taining full compatibility with existing Web PKI infrastructure and
CA configurations. Its design is guided by the following principles:

o Robust Security. ACME++ mitigates the ACME Authz Cache
Attack without introducing new vulnerabilities, such as sus-
ceptibility to brute-force attacks. It ensures resilience against
both current and emerging threats, thereby protecting the
certificate issuance process.

e Minimal Overhead for CAs. ACME++ retains the original
ACME cache mechanism to avoid redundant DV processes.
Any additional authorization steps are lightweight, ensuring
minimal impact on CA performance.
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o Ease of Deployment. Unlike existing solutions that require
manual updates and inspections to address ACME account cre-
dentials exposure, ACME++ requires only a single client-side
update, simplifying deployment and ongoing maintenance.

e Consistency with Web PKI. ACME++ enhances the existing
ACME protocol without modifying the Web PKI structure,
ensuring full compatibility and enabling the introduction of
new features without necessitating architectural changes.

4.2 Client Authz Object

ACME++ introduces the Client Authz object, a client authorization
record (the format is detailed in Table 3) designed to secure the
certificate issuance process. Each Client Authz object associates a
unique identifier with the client’s IP address and a client-specific
ID, binding an ACME client to a particular ACME account. The IP
address corresponds to the host running the ACME client software,
while the client ID is a randomly generated string provided by the
client. The IP address binding scheme helps differentiate legitimate
clients from attackers, thus enhancing resilience against various
attack vectors (see Section 4.5). The unique ID can be used to dis-
tinguish between different clients sharing the same ACME account
and IP address (e.g., multiple hosts behind a NAT). This provides
more precise control over domain authorization within the same
ACME account, even if the account is shared by different users.

Similar to the Authz record in ACME, the CA caches the Client
Authz object with a status of "valid" for 30 days, provided that
the associated challenges are completed. The challenges field
contains multiple Challenge objects that the client must fulfill. The
details of challenge generation are discussed in Section 4.3. In addi-
tion to the Client Authz object, ACME++ introduces a new resource
URL, /acme/client-authz/<authz_id>, allowing the client to re-
trieve the Client Authz object using the specified authz_id.

4.3 Message Exchange Flow

The ACME++ workflow for requesting a new certificate is illustrated
in Figure 5. When an ACME client initiates a newOrder request
with the CA server, it includes its host IP address, client ID, and
ACME account credentials. Upon receiving the request, the CA
performs two verification steps: (1) checking if the request’s source
IP address matches the client’s host IP address, and (2) verifying
the existence of a valid Client Authz record for the client. If both
conditions are satisfied, the CA proceeds with certificate issuance
according to the standard ACME protocol. If the IP addresses in
step (1) do not match, the CA terminates the connection, as this
discrepancy may indicate that the ACME account credentials have
been compromised, potentially triggering the ACME Authz Cache
Attack. If no valid Client Authz record exists, the CA creates a new
Client Authz object for the client, marks its status as "pending,’
and returns the object ID to the client.

When generating the Client Authz object, a list of challenges is
created to populate the challenges field. The challenge genera-
tion follows a structured approach: the CA first retrieves all valid
Authz records associated with the ACME account and randomly
selects n = [log(N + 1) domain names, where N denotes the total
number of domains with valid Authz records for the account. The
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Table 3: Client Authz object fields.

Field Name Field Description
status The current authorization status of the client (e.g.,
"valid,' "pending").

expires The expiration time of the client authorization.

identifier A unique identifier for the client, consisting of the
client IP and a randomly generated client ID.
challenges A list of Challenge objects for client authorization.
& f

ACME Client CA Server
@1.1.1.1 @2.2.2.2

© Order l—{ POST /acme/new-order I Client IP =1.1.1.1, ClientID = abc I-b
Request HTTP 401 Unauthorized | Client Authz Object ID : a
2
© chal : POST /acme/client_authz/<authz_id> }-b i
Retrieval ile] HTTP2000K | dlient Authz Object with n Challenge omT‘— fs
o
POST /acme/chall/<challenge_id> H
© Challenge 4 Y 4 get %
Q
LD <-| HTTP 201 Created | Order Object with Pending Authz IDs I— sl
g
< o Rest ACME Certificate Request Process > S
. S

Figure 5: ACME++ workflow and message exchange for re-
questing a new SSL certificate.

CA generates n Challenge objects for these selected domains and
fills the challenges field.

Next, the client sends a POST-as-GET request to /acme/client-
authz/<authz_id> to retrieve the Client Authz object, which con-
tains pending Challenge objects, either HTTP-01 or DNS-01 types.
After successfully completing all challenges, the client notifies the
CA at /acme/chall/<challenge_id> for each challenge that has
been completed. On the CA side, after verifying these notifications,
the ACME client is authorized, so the CA updates the Client Authz
object status to "valid" and then proceeds with certificate issuance.

Compatibility Analysis. Throughout the message exchange
flow, only the ACME client and the CA are the communicating
entities. No third parties are introduced during this process, which
ensures compatibility with the Web PKI architecture. Furthermore,
ACME++ reuses the ACME Challenge objects for client verification,
and the final phase of ACME++ mirrors that of ACME. This results
in minimal modifications to the existing ACME protocol. As a result,
the client side can continue using the same ACME client software,
with only updates required for the new components.

4.4 Overhead Evaluation

In this section, we evaluate the overhead of the ACME++ protocol
in terms of the CA server. In typical use cases, such as a web server
with a fixed public IP address that periodically requests certificates,
the occurrence of ACME++ overhead is infrequent due to the 30-
day caching of the Client Authz record. This caching mechanism
ensures that the client only needs to complete a new authorization
if the cached record expires. This is particularly advantageous in
scenarios involving high-frequency certificate requests, as it mini-
mizes the need for repeated interactions with the CA. Furthermore,
the logarithmic selection of domain challenges significantly reduces
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Figure 6: ACME++ overhead on the CA server, based on sim-
ulation results in worst-case scenarios.

the challenge overhead in large-scale deployments. For example,
if a client manages N = 10,000 domains, it would only need to
complete n = [log(10,000 + 1)] = 14 challenges, which accounts
for only 0.14% of the total domains.

However, when clients operate with dynamic IP addresses (e.g.,
within a campus network), valid Client Authz checking may fail
with each certificate request, necessitating re-authorization and
introducing additional CA overhead for each request. To evaluate
this, we simulate two extreme scenarios to assess the certificate
issuance overhead.

In both scenarios, the ACME client sends a newOrder request
to the CA with a set of domain identifiers. In the first scenario
(Pending Authz), none of the domain identifiers have valid Authz
records cached in the CA server, requiring both the ACME++ client
authorization and the DV processes. In the second scenario (Valid
Authz), all domain identifiers have valid Authz records cached in
the CA server, requiring only the client authorization step.

4.4.1 Setup. We implement both the ACME and ACME++ pro-
tocols in Python for the CA server and ACME client, following
the guidelines outlined in the RFC documentation [5]. The imple-
mentation simulates the message exchange process involved in
requesting an SSL certificate. We set up two servers: one acting as
the client, hosting our test domain service, and the other as the CA.
To simulate real-world certificate issuance between the CA and the
client, we deploy the client and server on different ISP networks.
The CA server is configured to use HTTP-01 challenges during the
DV process, while a local DNS resolver is employed to mitigate the
effects of DNS resolution time fluctuations caused by the network.
To standardize the time for challenge completion on the client side,
we assume a fixed duration of 1 second before the client sends
notifications back to the CA.

We evaluate the system using two metrics: (1) Time Overhead,
measured as the ratio of the duration from the client’s newOrder
request to the final certificate issuance; and (2) Traffic Overhead,
defined as the ratio of total bytes transmitted between the client
and the CA server for a single certificate request in ACME++ versus
ACME. The number of domain identifiers (N;) in each newOrder re-
quest varies from 1, 5, 10, and 50, up to the maximum of 100 allowed
per certificate by Let’s Encrypt. Each configuration is repeated 10
times, and the average overhead ratios are computed.

4.4.2  Evaluation Results. Figures 6a and 6b present the simulation
results for time and traffic overhead in the ACME++ process. For
time overhead, the Valid Authz scenario incurs an average additional
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overhead of approximately 50%, while the Pending Authz scenario
experiences about 20%. The time overhead is more variable with
smaller numbers of domain identifiers (e.g., N; = 1 or N; = 5),
likely due to network variability. However, as N; increases, the
time overhead stabilizes, indicating more consistent performance.
Although the maximum time overhead reaches approximately 60%,
the actual completion time of ACME++ typically remains only a
few seconds when N; is small.

For traffic overhead, a clear decreasing trend emerges for both
the Valid Authz and Pending Authz scenarios as N; increases. This
suggests that the relative impact of the traffic diminishes with larger
N;, as the fixed communication costs are distributed over more
identifiers, resulting in a lower per-identifier traffic overhead ratio.
When N; = 100, the traffic overhead is less than 10%. Although
the ratio reaches approximately 50% when Nj is small, the total
number of bytes transmitted is typically small—often only a few
kilobytes—which has a negligible impact on network bandwidth.

In summary, even under conditions simulating maximum over-
head, ACME++ maintains a time overhead below 60%, and the traffic
overhead consistently remains below 50%. These results demon-
strate that ACME++ provides a scalable and efficient solution, even
when managing a large number of domain identifiers.

4.5 Attack Resilience

In this section, we demonstrate that the ACME++ protocol provides
strong security against various attack scenarios.

1. ACME Authz Caching Attack. In this scenario, following the as-
sumptions outlined in Section 3.1, the attacker has full knowledge
of the victim’s ACME account credentials, including the ACME++
client’s IP address and ID, and attempts to exploit cached Client
Authz and Authz records to obtain fraudulent certificates.
Feasibility Analysis: If the attacker uses their own IP address to
communicate with the CA, the CA will detect a mismatch between
the submitted client’s IP and the attacker’s IP, causing the CA to
terminate the issuance process. If the attacker attempts to spoof
the IP address to appear as the victim’s, no response from the CA
will be received unless one of the following two scenarios occurs:

(1) The attacker can control the victim’s network traffic through
methods such as BGP prefix hijacking, which contradicts the
assumption that the attacker controls only a single host.

(2) The attacker shares the same IP address as the victim. However,
this contradicts our attack assumptions, which assume that
the attacker is typically distant from the victim and has identi-
fied the victim through internet scans. In this case, controlling
another machine with the same IP as the victim is non-trivial.
One possible exception could be cloud environments, where
the attacker and victim may have virtual machines with the
same IP. However, cloud providers allocate IP addresses ran-
domly, making IP collisions highly unlikely.

2. Brute Force Attack. In this scenario, we assume the attacker shares
the ACME account with the victim and has access to the victim’s
ACME account key and UID. The attacker attempts to obtain fraud-
ulent certificates for domains controlled by other users within the
same ACME account.
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Feasibility Analysis: In this case, the attacker would need
to guess the client ID. If the client ID consists of uppercase and
lowercase letters, as well as digits, and has a length of 8 characters,
the complexity of a brute-force attack would be 628 ~ 2.18 x 10
possible combinations, making such an attack infeasible.

3. Partial Domain Control Attack. In this scenario, we assume the
attacker shares the ACME account with the victim and has control
over some of the victim’s domains. The attacker aims to obtain a
fraudulent certificate that includes other victim domains.

Feasibility Analysis: During the client authorization process,
which involves n challenges, the attacker can only succeed if all n
challenges correspond to domains under their control. Since the
domains for the challenges are selected randomly, the attacker
would need significant control over the victim’s domain portfolio to
fulfill this condition. If the attacker has sufficient access to meet this
requirement, they would likely already possess substantial control
over the victim’s infrastructure, rendering the attack scenario less
practical and potentially redundant.

5 Related Work

5.1 Web PKI Threat Model

5.1.1 Private Key Compromise. The Web PKI ecosystem, which
relies on cryptographic protocols and SSL certificates, is heavily
dependent on secure private key management to maintain com-
munication integrity. Early studies explored the risks associated
with private key leakage due to server-side vulnerabilities, such as
the 2008 Debian OpenSSL flaw [49], which resulted in the gener-
ation of weak or repeated keys, and the 2014 Heartbleed vulner-
ability [54], which exposed private keys through server memory
leakage. Subsequent research by Cangialosi et al. [10] examined
key-sharing scenarios involving certificate users and third-party
hosting providers, including Content Delivery Networks (CDNs).
More recently, Ma et al. [34] introduced the concept of Certificate
Invalidation Events, where entities such as former domain owners
or CDN providers continued to retain valid certificate keys despite
changes in domain ownership.

While much of the prior work has focused on the risks associ-
ated with SSL certificate private keys, our research shifts attention
to the vulnerabilities of compromised ACME account keys. We
demonstrate that the compromise of an ACME account key has
significant implications for the Web PKI ecosystem, as it enables
attackers to issue entirely new, valid fraudulent certificates. In con-
trast, the compromise of certificate keys is often mitigated through
the prompt revocation of the affected certificates.

5.1.2  Fraudulent Certificate Retrieval. To perform a MITM attack,
attackers must first acquire a fraudulent certificate that matches the
victim’s identity. Previous research has developed several methods
for obtaining fraudulent certificates within the Web PKI framework,
primarily targeting DV processes [6, 8, 9, 17]. Birge-Lee et al. [6]
demonstrated an attack in which BGP prefix hijacking success-
fully deceived DV processes and allowed the attacker to obtain a
fraudulent certificate. Other notable attacks focus on DNS-based
vulnerabilities. Borgolte et al. [8] exploited dangling DNS records
in cloud environments to acquire fraudulent certificates by exploit-
ing unallocated IP addresses. Similarly, Brandt et al. [9] introduced
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a DNS cache poisoning attack, where fragmented responses to a
DNS resolver were manipulated to redirect the victim domain to
an attacker-controlled IP address. Dai et al. [17] proposed off-path
attacks on nameservers to manipulate the DV process, forcing the
CA to rely on attacker-specified nameservers.

In contrast to these approaches, which involve deceiving the
CA to the attacker-controlled IP addresses, our attack bypasses
the DV process entirely by exploiting the ACME Authz caching
mechanism. Once an attacker gains access to the victim’s ACME
account credentials, they can directly communicate with the CA
to request a fraudulent certificate without triggering any DV. This
method significantly reduces the attacker’s overhead, eliminating
the need for DNS or network-level manipulation, and lowers the
barrier for attackers.

5.2 CT Information Leakage

In our attack model, CT logs provide a wealth of information, en-
abling attackers to identify associated domains. As CT logs continue
to expand, concerns regarding potential information leakage and
privacy violations have increasingly been raised [38, 41, 42, 44].
Scheitle et al. [42] conducted a heuristic analysis of both the pos-
itive and negative aspects of CT, emphasizing how these logs ex-
pose Fully Qualified Domain Names (FQDNs) and subdomains that
would otherwise remain hidden from public scans. Kales et al. [29]
expanded upon this by identifying sensitive information, such as
usernames, email addresses, and business relationships, that could
be inferred from CT logs. More recently, Pletinckx et al. [38] demon-
strated how attackers could exploit CT logs to identify domains
that have ceased renewing their certificates, making them more
susceptible to known security threats.

In our work, we leverage publicly available CT logs to identify
associated domains linked to the victim’s ACME account, thereby
expanding the attack surface. This approach highlights the dual
nature of CT logs: while they are intended to enhance transparency
and security, they can also inadvertently assist attackers in recon-
naissance efforts.

6 Conclusion

In this work, we highlight a critical vulnerability in the ACME
protocol that enables attackers to obtain fraudulent certificates by
exploiting the Authz cache mechanism. We introduce the ACME
Authz Cached Attack and demonstrate that Let’s Encrypt is sus-
ceptible to this form of attack. In response, we propose ACME++,
an enhanced protocol that incorporates Client Authz to strengthen
client authorization. ACME++ mitigates the risk of unauthorized
certificate issuance without requiring modifications to the existing
Web PKI infrastructure or introducing significant overhead for CAs.
We hope that this work raises awareness of this security threat
within the CA, ACME client, and Web PKI communities, thereby
encouraging the adoption of appropriate mitigations and further
enhancing the robustness and trustworthiness of Web PKI.
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A Assumptions Further Explained with
Examples

In this section, we provide additional examples and details to further
clarify our assumptions regarding the acquisition of a victim’s
ACME account credentials.

Example 1: Path Traversal Vulnerability

If the web server process operates under the same user account
as the private key file, or is initiated with root privileges, a path
traversal vulnerability [37] could allow an attacker to access the
private key, even when it is protected by restrictive permission (e.g.,
600). Such vulnerabilities can arise from server misconfigurations
[28]. This scenario could enable attackers to gain unauthorized
access to ACME account credentials.

Example 2: Remote Code Execution (RCE) and
Privilege Escalation

RCE vulnerabilities in web servers, such as the Apache Log4j vul-
nerability [3], can be exploited by attackers to execute arbitrary
code. By leveraging privilege escalation exploits, such as the Dirty
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COW [47], attackers can elevate their privileges and gain access to
sensitive account credentials. However, we assume that the attacker
will not directly request certificates from the victim’s machine. If
the attacker was to do so, the victim could detect the anomaly
and revoke the fraudulent certificate. Instead, it is more likely that
the attacker would initiate the certificate request from their own
machine, avoiding direct interaction with the victim’s system.

Vulnerabilities Are Quite Common

Web server misconfigurations and vulnerabilities are prevalent.

Reports from OWASP [36] and other security analyses [21, 45]
continue to highlight common web security risks. Additionally, at-

tackers can utilize web vulnerability scanning tools, such as OWASP
ZAP [11] and Burp Suite [39], to conduct large-scale internet scans
with minimal effort.

B Recovering Account UID Through Let’s
Encrypt’s Weak ACME Implementation

In Section 3.2.1, we established that an attacker does not need to
rebuild the account if the attacker has full access to the account
credentials. However, in some scenarios, an attacker may exploit
server-side vulnerabilities to obtain only the victim’s ACME ac-
count private key but not the account UID. Such cases can arise if
the attacker acquires the key pair through insecure key sharing or
reuse [10], or due to vulnerabilities like Heartbleed [54].

In these cases, the attacker must identify the correct UID to
reconstruct the victim’s account profile. The attacker can exploit
a weakness in Let’s Encrypt’s ACME implementation. According
to the ACME RFC, account UIDs should be random strings; how-
ever, in Let’s Encrypt’s implementation, account UIDs are assigned
incrementally as integers. This allows attackers to infer the valid
UID by brute-forcing the potential range of UIDs. To do this, the
attacker sends a POST-as-GET request to /acme/acct/<guess_id>
with a guessed integer UID to the CA server. If the UID matches the
victim’s ACME account key, the server responds with an HTTP 200
OK and returns the account object. Otherwise, an error is returned.

The attacker can further narrow down the potential range of
account UIDs by examining the website’s certificate, specifically the
not_before field, which indicates the certificate’s issuance time.
Since ACME typically completes account registration, certificate
requests, and issuance within seconds, the attacker can estimate
the registration time with second-level accuracy. This provides a
strong basis for estimating the account UID range, significantly
reducing the number of brute-force attempts required.
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