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Abstract. Network traffic, which records users’ behaviors, is valuable
data resources for diagnosing the health of the network. Mining anomaly
in network is essential for network defense. Although traditional machine
learning approaches have good performance, their dependence on huge
training data set with expensive labels make them impractical. Further-
more, after complex hyperparameters tuning, the detection model may
not work. Facing these challenges, in this paper, we propose Autoper-
man through supervised learning. In Autoperman, machine learning algo-
rithms with fixed hyperparameters as feature extractors are integrated,
which utilize a small amount of training data to be initialized. Then
Random Forest is selected as the anomaly classifier and achieves auto-
matic parameters tuning via well studied online optimization theory. We
compare the performance of Autoperman against traditional anomaly
detection algorithms using public traffic datasets. The results demon-
strate that Autoperman can perform about 6.9%, 34.2%, 4.3%, 2.2%,
37.6 % better than L-SVM, NL-SVM, LR, MLP, K-means, respectively.
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1 Introduction

The interconnected network has an unprecedented impact on economies and soci-
eties around the globe. By January 2021, the number of Internet users accounts
for 59.5% of the global population [1]. The network presents users’ convenience,
which could not be achieved previously. However, it faces severe security issues,
such as DDoS attack and malware.

Anomaly detection [2,4,6,20] plays an important role in timely response to
stop service failures. In the past, manual anomaly detection was a natural solu-
tion to this problem. The IT operators define a regular expression to match
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anomalies. However, the rapid growth of traffic volume has imposed great chal-
lenges for manual monitoring methods. The manual anomaly detection cannot
cope with large-scale traffic efficiently.

As a result, there is a huge demand in designing an automated anomaly
detection framework. To this end, machine learning technologies (SVM [9], MLP
[19]) is progressively being used in the anomaly detection area. However, we find
that they have the following limitations: First, the definition of anomaly is
limited. All anomalies are defined strictly at the data level. The anomalies that
do not exist in the training data cannot be classified. Second, the traditional
machine learning methods need huge training data with expensive labels to drive
an optimal detection model. Third, it is hard to tune hyperparameters of a
detection model in an offline manner. Even the trained model with optimal
hyperparameters may be unable to work in the future due to the fast changing
network behavior over time. Facing these challenges, in this paper, we make the
following contributions:

First, we find that traditional machine learning anomaly detection algorithms
will reduce their performance when training data is not enough and may not work
over time.

Second, we propose an anomaly detection framework named Autoperman.
It needs a small amount of training data to initialize model parameters. Autop-
erman uses popular detectors with fixed hyperparameters to extract features,
and uses the dynamic labels defined by the application layer (feedback of IT
operators) for further automatic update of classification model over time.

Third, we compare the performance of Autoperman against traditional
anomaly detection algorithms using three public traffic datasets (i.e., CICIDS2017
[26]). The results show that Autoperman can produce competitive performance,
which performs about 6.9%, 34.2%, 4.3%, 2.2%, 37.6 % better than L-SVM [13],
NL-SVM [9], LR [23], MLP [19], K-means [15], respectively.

2 Background and Motivation

Traditional data-driven anomaly detection framework usually comprises
three components: traffic collection, feature generation and anomaly detection.
Traffic collection captures the traffic and sends it to the designated analysis
equipment. Feature generation is the stage of feature extraction and labeling.
Finally, the trained module predicts whether the current traffic is abnormal or
not.

In reality, the data-driven anomaly detection needs huge training data to
drive an optimal model. We take SVM and the public CICIDS2017 data set [26]
as the example to illustrate this point. As shown in Fig.1(a), the performance
of the detection model is improved with the increase of training data. It means
that more expensive labels are needed to derive an optimal model.

Besides, model training is time-consuming. Tuning hyperparameters of SVM
is impractical for the data on Tuesday of CICIDS2017 with about half-a-million
instances. In our experiment setting, % of the data are randomly selected, and 12
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Fig. 1. Limitations of SVM.

groups of hyperparameter combinations of SVM are tuned through grid search
and cross-validation. The time cost is as high as 3.5 h. Unfortunately, they may
not work over time. We use the traffic on Tuesday and Friday of CICIDS2017
to show the problem. As shown in Fig. 1(b), the model is trained with data on
Tuesday, and the corresponding detection shows good performance. However,
when the well trained model is used for detecting traffic on Friday, the resulting
performance is poor. All the metrics are lower than 0.5. The reason for this is
that new attacks emerge over time, which affects the data pattern.

3 The Autoperman Framework

In this section, we present the Autoperman framework: the feature generation
and the anomaly detection algorithm. The traffic collector is omitted here, since
it is not the focus of this work.

3.1 Overview

Autoperman is an anomaly detection framework without tuning hyperparam-
eters manually, designed for automatic and efficient abnormal traffic detection

© input Feature output | Eeature Vectors input e
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Fig. 2. Autoperman contains feature generation and automatic classifier update.
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in large scale network. It proceeds by detecting anomalous traffic in an online
fashion through supervised machine learning.

Instead of the heavy labeling workload, we leverage the feedback of I'T oper-
ators to achieve the supervised learning. Figure 2 shows the process. First, net-
work traffic is expressed in the form of value vector, which is a point on the
hyperplane. We call them data points. Second, the existing machine learning
algorithms (e.g., SVM) with different fixed hyperparameters are used as feature
extractors to generate the feature vectors. Before the execution, all the feature
extractors are initialized by small amount of training data. Third, random for-
est is adopted as the classifier to derive current status, whose function is to
select the feature extractors. Fourth, IT operators feedback the labels for model
update only when false alarm happens. That is, if the positive report shows an
error, the real status is revealed. While for the negative report, IT operators
selectively review and provide feedback when there is an error. Finally, the dif-
ference between the predicted status and real status are used to automatically
update parameters of classifier. This online iterative parameter updating method
continuously optimizes the classification model to achieve the optimal detection
performance.

The advantages of Autoperman are that it can save most of the work of
expert labeling, the time consuming of repetitive parameter tuning and realize
automatic and efficient anomaly detection over time. Next, we give the design
details for the feature generation and parameter update of classifier.

3.2 Feature Generation

Many learning based anomaly detectors have been used to detect anomalies. We
model the detector as a mapping function: ¢(x) — score € [0,1], where x is
a data point, and the score represents the severity of anomaly. The score is a
metric of the anomaly which can be seen as a feature.

The score is derived from the well-trained model. To avoid time-consuming
hyperparameters tuning, we sample the hyperparameters of each detector to
form different detectors. The scores predicted by all the detectors are concate-
nated to generate the feature vectors. Next, we introduce the selected anomaly
detectors that implemented in scikit-learn [24] and corresponding hyperparam-
eters combination.

1) K-means. It groups similar items with the number of clusters represented
by the variable K. The algorithm works iteratively to assign each data point to
one of the K clusters based on the features that are provided. We select the
parameter K = 2, since anomaly detection is a binary classification problem.

2) Logistic Regression. It uses a sigmoid function to map any real val-
ues to probabilities. We consider linear logistic regression with different regular
terms. We select the parameters from set {0.1, 0.3, 0.5, 0.7, 0.9, 1.1, 1.3, 1.5,
1.7, 1.9} for l;-regularization and ls-regularization, respectively.

3) Decision Tree. It is a tree structure for classification. The key hyperpa-
rameters of decision tree we consider are the criterion that split data points and
the maximum depth of the decision tree. For the criterion, we can choose ‘gini’
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or ‘entropy’. Additionally, for the tree depth, we can choose from the set {3, 5,
7,9, 11, 13, 15, 17, 19} and do not set the maximum depth.

4) SVM. It aims to create the best decision boundary to classify n-
dimensional feature space into groups. We employ two kinds of SVM: linear
SVM and non-linear SVM. For the linear SVM, we need to sample the parame-
ters of regularization term and corresponding coefficient. The regularization term
has two options {l1, l2}, and the coefficient can be selected from {0.2, 0.4, 0.6,
0.8,1.0,1.2, 1.4, 1.6, 1.8, 2.0}. For the non-linear SVM, we have two parameters
to sample, i.e., kernel function and the degree of a polynomial kernel function.
We consider three kernel functions, such as poly, rbf and sigmoid. If the kernel
function is poly, we sample its degree from the set {1, 2, 3, 4, 5}, otherwise we
ignore the parameter.

5) MLP. MLP is a feed-forward artificial neural network model that maps
multiple inputs to a set of outputs. In this paper, we fixed two hyperparameters.
For the number of hidden layers, we get the value from the set {0, 1, 2, 3}. The
neurons number of each layer can be chosen from {32, 64, 128, 256, 512}.

Finally, considering all the hyperparameters combination of each detector,
we can get total 88 features.

3.3 Classifier

In this paper, we select random forest as the classifier due to its randomness.

Random Forest. Random forest consists of a large number of individual deci-
sion trees. Each tree in the random forest will make a class probability predic-
tion, and the average prediction taken over all individual trees will be the final
prediction of the model [24].

The final result is obtained via equal weight distribution of each decision
tree. However, the characteristics of network traffic will change over time. Hence
the equal weight should be adjusted automatically according to the network
environment. Next, we describe how to update weight by leveraging online opti-
mization.

Automatic Update of Weight. As noted in Fig. 2, the prediction status is
set before the real status is revealed (findings of IT operator). Therefore the
prediction can be cast as an online convex optimization (OCO) problem [11].
The metric of regret commonly used in the machine learning literature is
introduced to measure the performance of online algorithms. Regretr is the
accumulated difference of losses between weight (vector w) and an offline
optimal weight (a vector w*) called the optimal static policy, which is taken
when the entire data is known in hindsight. Specifically, the worst-case static
regret constructed in a horizon T-iterations repeated game is defined as follow:

T T
Regretr = max {Z fe(we) — v{/rliéls Z ft(W*)} (1)
t=1 t=1



Autoperman: Automatic Network Traffic Anomaly Detection 621

Let the concatenated probability values predicted by decision trees in Ran-
dom Forest be vector v, the prediction of Random Forest be g, the I'T operator’s
feedback be y;, and the loss function be f;. We hope that when the prediction
is accurate (g; = y:), the loss can be small, while the wrong prediction has the
opposite effect. Therefore, we would like to use the following convex loss function
of w; over any convex vector set S:

Ji(we) = —ylogpy — (1 — y¢) log(1 — py) (2)

where p; is a discrete anomaly probability distribution: p;, = m If
pt > 0.5, then the prediction g; = 1, otherwise y; = 0. Therefore, when IT
operator returns a feedback ¢, = 1, the loss will decrease with increasing p;, and
when the feedback ¢, = 0, the situation is reversed as expected. Next we can
give the details of weight update.

Follow the regularized leader (FTRL) is an excellent algorithm for OCO
framework. To derive the best weight w; at current ¢, any vector that has min-

imal loss on all past rounds is preferred:

t

W1 = argmin Y fi(w) + R(w) (3)

W=t

where R(w) is a Ly regularized function which can stabilize the update of weight
w. We set the regularization term R(w) as: R(w) = %HWH%, where 7 is the
learning rate. According to KKT condition [8], we can obtain the solution by
setting the derivative of (3) to be 0. Therefore, we can obtain the update policy
of best weight as follows: w11 = w; — nV fi(wy), where 57 f;(w;) is the gradient
of fy at wy: Vfi(wy) = (pr — ye)Xe.

Finally, Algorithm 1 shows the proposed Online FTRL for updating weight
(OFUW) algorithm. Algorithm 1 takes initial weight w and learning rate n; as
input. After receiving a probability value vector v; (Line 2), it uses the current
weight w, to predict anomaly (Line 3). Subsequently, the true status of network
is observed by IT operators (Line 4). At last, w; is updated with the loss function
(Line 5-6).

Algorithm 1: Online FTRL for updating weight (OFUW)

Input: w; € S, learning rate n
1 forteT do
Get vector v; from Random Forest;
Predict the status ¢, with py;
IT operator returns the real status y: € {0,1} if §; is wrong;
Vfi(we) = (pe — ye)ves
Wit1 = Wi — NV fr(We);

o ULk W N

In theory [25], given an appropriate choice of n = w(%), the FTRL algorithm
can derive a theoretical guarantees of upper bound of regret, which is a sublinear
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function of T, i.e., o(v/T). This shows Autoperman with OFUW has no regret
as T goes to infinity.

4 Evaluation

In this section, we evaluate the performance of Autoperman with public traffic
data sets.

4.1 Data Sets

In our evaluation, three public network traffic data sets are used to examine the
performance of Autoperman:

1. Kitsune network attack data set. It is generated on an IoT network [17],
which contains Denial of Service (SSDP Flood, SYN DoS), Botnet Malware
(Mirai), etc. Each attack data set is labeled as malicious or not.

2. UNSW-NB15 data set. It is a traffic data set mixed with normal real
modern network behaviors and synthetic contemporary attacks [18]. The data
set has totally 49 features with the class label (0 or 1).

3. CICIDS2017 data set. It is generated from a proposed B-Profile system
[26]. The data set is captured from July 3, 2017 (Monday) to July 7, 2017 (Fri-
day). The normal instances are labeled with “BENIGN” while the remaining
with common attacks.

4.2 Experiment Setup

We conduct all our experiment on a Linux server, which is configured with
32G memory, 9T hard disk and 16 Intel Xeon E5-2630 CPUs. All the feature
extractors in Autoperman are implemented from scikit-learn [24] and they are
all initialized with default hyperparameters using small training samples, e.g.,
500 samples. For classifier Random Forest, the number of trees is set to 100, the
depth of each tree is considered no maximum. For algorithm OFUW, we set the
default value of learning rate n to %, where t is the iteration times. To simulate
the feedback of IT operators, Autoperman uses the labels of public traffic data
set only when false alarm happens.

4.3 Baselines

We compare the performance with five methods: one classical unsupervised learn-
ing methods K-means [15], three classical supervised learning methods linear
SVM (L-SVM) [13], non-linear SVM (NL-SVM) [9] and Logistic regression (LR)
[23], one neural network method Multi-layer Perceptron (MLP) [19].

We use the following metrics to evaluate the performance:
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1. Precision: It calculates the proportion of predicted positive instance that are
actually positive instance. It is expressed as: Precision = T}.T+7PFP, where T'P
denotes True Positives and F'P denotes False Positives.

2. Recall: It is the ability of a detection model to identify positive instance,
which is defined as: Recall = TPZ%, where F'IN denotes False Negatives.

3. Fl-measure: It considers both Precision and Recall, and is defined as the

harmonic average of the two metric: Fl-measure = 2xPrecisionsRecall
Precision+ Recall
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4.4 Revisiting the Motivating Example

In this section, we will revisiting the motivating example to verify the effective-
ness of Autoperman. All the parameters are set with default value. We also plot
the results of SVM to make comparisons.

First, we use the same traffic trace to investigate the performance impact of
training samples number for Autoperman. The results are illustrated in Fig. 3.
From this figure, we can see that the performance of Autoperman fluctuates very
little w.r.t. different number of training samples. Additionally, SVM needs more
data to perform better. When the amount of training data is 100, the precision
of Autoperman can reach up to 0.98, while SVM is lower than 0.9. Therefore,
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the detection performance of Autoperman is much better than that of SVM.
This is because Autoperman can use feedback from IT operators to improve
performance. Autoperman uses less labels to produce comparable performance,
which has less labeling cost.

Second, we investigate the adaptability of Autoperman. We also paint the
SVM and Autoperman without OFUW for comparison. Subsequently, Fig.4
shows the results. We use the data on Tuesday to train detection models and
use the trained models to detect anomalies on Tuesday and Friday. Specifically,
Fig. 4(a) shows the performance comparison for SVM and Autoperman on Tues-
day. We can see that both SVM and Autoperman can achieve satisfactory perfor-
mance. However, as Fig. 4(b) shown, SVM has poor detection accuracy. Although
the precision of Autoperman without OFUW is high, the Recall and F1-measure
are almost zero. In contrast, Autoperman with OFUW can work very well in this
case. The reason is that Autoperman can update parameters to adapt to changes
in the network. This means that Autoperman can automatically adapt to the
dynamic network environment without repetitive and time-consuming hyperpa-
rameters tuning.

E— Autoperman s |-SV|V] s NL-SVM s (R = VILP m—— K-means

000000009
0000 0999

Precision Recall ~ Fl-measure Precision Recall ~ Fl-measure Precision Recall  Fl-measure

Metrics Metrics Metrics

(a) SYN DoS (b) SSDP Flood (c) Mirai

Fig. 5. Detection accuracy under Kitsune network attack data set.

4.5 Performance Comparison

In this part, we compare the performance of Autoperman with baseline methods
on the three public traffic data sets. Figure 5 shows the results on Kitsune net-
work attack data set. On the whole, Autoperman shows the best performance.
Take SYN DoS (Fig. 5(a)) for example, in terms of Fl-measure metric, Autop-
erman performs about 6.9%, 34.2%, 4.3%, 2.2%, 37.6% better than L-SVM,
NL-SVM, LR, MLP, K-means, respectively. The reason for this is that Autop-
erman can use feedback of IT operator to automatically update to adapt to the
dynamic characteristics of network data.
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Figure 6(a) shows the performance for UNSW-NB15 data set. The results
are basically the same as Fig.5. We can see that Autoperman can improve
the detection accuracy by up to 50%. Figure 6(b) shows the performance under
CICIDS2017 data set. We can see that Autoperman is obviously better than
other algorithms. Although K-means has high precision, the other two metrics
are basically 0, which are not painted here. This means the detection model
cannot find anomalies. Generally, Autoperman shows better performance, and
it only needs a small amount of labels to get competitive accuracy.

5 Related Work

Anomaly detection is an important component in the field of network security.
A much more convincing line of research has been proposed.

Supervised machine learning is widely used in the anomaly detection domain.
Shubhra et al. [9] optimized the SVM algorithm to improve the detection accu-
racy. Kasim et al. [13] employed SVM as the classifier to identify anomalies from
features processed by autoencoder. Sultana et al. [23] used logistic regression for
anomaly detection in smart power grids. Mao et al. [16] applied the decision tree
to selected feature vectors for anomaly detection.

Ahmed et al. [3] used the decision tree and rule-based models to construct
different anomaly detectors. They have high detection accuracy. Unfortunately,
these methods rely heavily on huge labels.

Besides supervised learning methods, many unsupervised learning methods
have been proposed. Yang et al. [15] evaluated different clustering methods,
K-means, Canopy, FarthestFirst for network traffic classification, and K-means
shows the better performance in accuracy. Keval et al. [7] used K-means cluster-
ing to identify anomalies in traffic videos. Sahil et al. [10] optimized DBSCAN
(Density-Based Spatial Clustering of Applications with Noise) algorithm to
achieve clustering of abnormal Internet of things data. Ning et al. [12] pro-
posed a multi-kernel clustering based anomaly detection methods to make up
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the absent traffic characteristics. These approaches have the advantage of not
using labels. However, the detection accuracy is reduced.

The recent popular deep learning approaches [22] were also applied to detect
anomalies in network traffic. Teoh et al. [19,29] proposed advanced deep learning
techniques MLP to detect malicious traffic. Vinod et al. [14] evaluated different
machine learning algorithms for anomaly detection, including MLP, decision
tree, etc. [17,21,28] proposed autoencoder based anomaly detection methods.
[5,27] adopted the recurrent neural network LSTM as the anomaly detector.
These methods have strong learning ability and perform very well. However,
they require a massive amount of training data combined with significant com-
putational resources.

6 Conclusion

In this paper, we proposed an Autoperman framework to solve the limitations
of traditional network traffic anomaly detection based on machine learning algo-
rithms. Autoperman framework contains feature generation and online anomaly
detection. Autoperman consumes a small amount of training data to initialize
the detection model and automatically tune parameters through online opti-
mization theory, which has less labeling cost and does not need time-consuming
parameter tuning. We conducted experiments to show that Autoperman has
better performance than traditional methods on two representative public traf-
fic datasets.
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