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Abstract—Serverless computing, or Function-as-a-Service, con-
tinues to gain popularity due to its pay-as-you-go billing model,
flexibility, and cost efficiency. However, these same features
introduce significant security risks, such as the Denial-of-Wallet
(DoW) attack. In this paper, we conduct real-world DoW attacks
on commercial serverless platforms to evaluate their severity.
To detect such attacks, we design, implement, and evaluate
Clover, an accurate and user-friendly DoW detection system with
negligible performance overhead. Clover addresses information
ambiguity in serverless environments by deploying a request-
oriented metric collection agent. At its core, Clover proposes a
workload verification approach to bridge performance metrics
and execution duration. Specifically, Clover uses a multivariate
linear model to learn the benign relationship between metrics and
execution duration, effectively characterizing normal workload
behavior. It then continuously monitors runtime workloads by
calculating their Mahalanobis distance from this learned benign
model. Deviations identified through this distance indicate poten-
tial DoW attacks. Implemented as a practical system, Clover
introduces performance overhead of less than 3.2%, maintains
an average model execution time of only 0.84 microseconds,
and achieves an accuracy of 92.7% under the most challenging
scenario.
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denial-of-wallet attack.
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I. INTRODUCTION

ERVERLESS computing, also known as Function-

as-a-Service (FaaS), continues to evolve rapidly since its
inception. Under this paradigm, tenants delegate responsibili-
ties such as task deployment, environment configuration, and
auto-scaling to the platform. Increasing numbers of companies,
especially startups, are migrating their services to serverless
platforms due to their flexibility and pay-as-you-go billing
model.

Although these advantages differentiate FaaS from
Infrastructure-as-a-Service (IaaS), they also expose tenants to
traditional as well as novel security threats. One such threat
is the Denial-of-Wallet (DoW) attack, a specialized variant
of the Denial-of-Service (DoS) attack targeting serverless
platforms. DoW attacks fall into two categories: external
and internal DoW attacks. External attackers drain financial
resources by repeatedly invoking publicly exposed victim
APIs, while internal attackers create resource contention
within victim function instances (e.g., containers or VMs),
causing slowdowns. In this paper, we focus on the detection
of internal DoW attacks, as existing technologies such as
ingress filtering [1], traceback [2], and source validation [3]
can adequately detect external DoW attacks.

Similar to DoS attackers, internal DoW attackers aim
to gain benefits through malicious industrial competition,
extortion, or hacktivism. By deliberately delaying the execu-
tion of victim functions, internal DoW attacks can produce
two direct consequences. First, victims will face significant
financial losses due to the increased platform costs arising
from prolonged function executions under the pay-as-you-go
billing model. For instance, one startup reported incurring
72,000 in unexpected charges and nearly declared bankruptcy
because of misconfigured serverless functions [4]. Second,
the victim’s critical services are severely disrupted by the
extended execution duration. Amazon, for example, reports
a 1% loss in sales for every 100ms increase in page load
time [5].

To detect internal DoW attacks, platforms must carefully
monitor and precisely analyze hardware resource utilization
on specific bare-metal machines. However, fast and accurate
internal DoW detection remains challenging due to two critical
factors. First, improper sampling of performance metrics may
introduce detection inaccuracies. Second, there is a consider-
able semantic gap between low-level performance metrics and
high-level function execution status.
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TABLE I
CURRENT BILLING MODELS OF MAJOR COMMERCIAL SERVERLESS PLATFORMS

Commercial Serverless Platforms Theaﬁgcli{?b;ogrcizsfgeggxgo& SOStS perel;‘hf\eflli;;?:r? I}{):]cllll;sgtsU(n Cl'tl) Other Costs
AWS Lambda [6] $1.667 * 10~ °/GB-s $0.20 Network + Resource costs
Google Cloud Function [7] $2.5 % 10~ %/GB-s + $1.0 * 10~ °/GHz-s $0.40 Network + Deployment costs
Azure Functions [8] $1.6 * 10~ °/GB-s $0.20 Network + Storage costs
Alibaba Function Compute [9] $1.6384 * 10~ °/GB-s $0.20 Network costs

Unfortunately, existing methods fail to address these chal-
lenges effectively. We classify current performance analysis
tools into two categories based on their data collection
methods. The first category collects application-level metrics,
represented by tracing tools such as Jaeger [10] and logging
tools like Fluentd [11]. However, these tools cannot cap-
ture essential low-level information like bus-locking events
or cache misses, making them ineffective for DoW attack
detection. The second category targets hardware-level metrics,
exemplified by tools like opcm [12] and perf [13]. Although
these tools can obtain detailed hardware information, they
typically sample metrics at fixed-length intervals. Moreover,
lacking insights into application behaviors, these methods
struggle to differentiate between normal workload variations
and malicious attacks.

Clover. Facing these challenges, we design, implement,
and evaluate a fast and accurate internal DoW detection
system. It collects performance metrics in a request-oriented
manner and detects DoW attacks in real time through workload
verification. In summary, our contributions include:

First, we comprehensively analyze the DoW attack, includ-
ing its definition, underlying mechanism, attack procedure,
practicality, and feasibility (Sections II and III). We then
conduct a real-world internal DoW attack on commodity
serverless platforms to illustrate its significant harm and
analyze its characteristics. We also discuss the detection
challenges posed by internal DoW attacks on serverless
platforms.

Second, we introduce Clover (Contention-induced slow-
down verifier), which includes a data collection agent
(Section V) and a detection model based on workload veri-
fication (Section VI). The agent employs a metric collector
whose lifecycle closely matches the monitored function,
enabling Clover to precisely align hardware performance met-
rics with function behaviors. The detection model introduces
the concept of “workload,” which is the linear correlation
between performance metrics and request execution time.
Clover learns the normal workload distribution during a
brief, attack-free period immediately after function deploy-
ment. By comparing real-time collected metrics with this
learned distribution, Clover accurately detects internal DoW
attacks by identifying abnormal slowdowns under similar
workloads.

Third, we implement Clover as a real system and evaluate
it extensively using a testbed (Section VII). Our experiments
demonstrate that Clover imposes negligible metric collection
overhead of less than 3.2%, maintains an average model
execution time of only 0.84 microseconds, and achieves an
average detection accuracy exceeding 92.7%, even in the most
challenging scenario.

II. BACKGROUND

A. Serverless Computing and Billing Models

As an emerging cloud programming paradigm, serverless
computing derives its attractiveness from its billing model, the
facilitation of deployment, the seemingly infinite scalability,
and competitive performance. Specifically, its billing model is
based on the idea of “pay-as-you-go” and is widely adopted by
cloud providers like AWS [14], Google [15], Microsoft [16],
and Alibaba [17]. As shown in Table I, the total cost By of a
function f over a specified period is given by

N
By = Ry ZTH-KzCo-l-NCl +C (1)
i=1
NoM o
=RlezZ;Jl+K2CQ+NC] + C, 2)

i=1 j=1

Here, Ry indicates the resources allocated by the tenant,
is a pricing unit based on the execution duration and allocated
resources, and k; is a pricing unit for bandwidth usage. Cy
denotes the bandwidth consumed, N is the number of requests
processed, C; represents a fixed pricing unit per request, and
C, is a fixed charge covering deployment costs. The most
important component of this model is the duration costs (i.e.,
Ry Zfi] T;), which start to accumulate when a new request is
received and end when a response is returned. For instance, a
function on AWS Lambda that processes a request in 1 second
and has 1024 MB of memory will be charged 1.667 % 107
dollars for duration costs.

This model gives FaaS platforms a pricing advantage over
TaaS. For tenants with highly variable workloads, choosing
FaaS platforms is more economical than leasing VMs based
on peak demands. However, tenants risk being overcharged
if their functions slow down or remain idle during execution.
Functions may yield their allocated CPUs either actively (e.g.,
by sleeping) or passively (e.g., waiting for I/O operations).
Experiments show that once CPUs are yielded on commodity
platforms, they can execute other tasks, yet tenants con-
tinue being charged until their functions return responses. In
Equation 2, we decompose the execution duration, T;, of a
single request into the cumulative time required to complete
individual tasks. The execution time for each task is calculated
by dividing its workload, I;, by its execution speed, o ;, where
j ranges from 1 to M, and M denotes the total number of
tasks. Attackers can intentionally trigger resource contention to
reduce o, thereby extending execution durations and causing
financial losses to victims. We term this type of attack an
internal Denial-of-Wallet attack (Section III-A).
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Fig. 1. Overview of memory bus locking.

B. Memory Bus Locking

There are many methods to induce contention on FaaS
platforms, and memory bus locking is one of them. As
illustrated in Figure 1, it is a specific mechanism introduced
by modern processors to ensure the atomicity of certain
instructions. When an atomic memory operation crosses a
cache line boundary, the hardware temporarily suspends other
memory operations to adhere to cache coherence protocols
18].

: 1\]/[emory bus locking is permitted on most cloud platforms

and can be easily implemented without additional
privileges.  Atomic  memory  operations, such as
ATOMIC FETCH ADD, are frequently employed in

multi-threaded applications for communication over shared
resources. Even language runtimes, such as Python, implicitly
utilize these instructions. Ordinary users may perform these
operations either explicitly in their functions or implicitly
through runtime implementations. Given the widespread
use of these operations, cloud providers cannot easily
mitigate such vulnerabilities through simple patches, such
as prohibiting all atomic operations. Furthermore, this issue
affects all x86 processors, including those from Intel [18] and
AMD [19]. OS-level tools (e.g., cgroups) are currently unable
to detect or manage the hardware-level congestion caused by
these instructions.

To demonstrate that major cloud platforms remain vulner-
able to memory bus locking, we conducted a simple test on
the serverless platforms of AWS, Google, Azure, and Alibaba.
Because memory bus locking is ISA-level and independent of
provisioned CPU share or memory, we used the same per-
instance configuration across platforms: 1 vCPU and 2 GB
of memory (except on AWS, where 1 vCPU corresponds to
1,769 MB of memory). All of our tests ran on x86-64 and
covered mainstream server-grade x86 processors, spanning
Intel Xeon CPUs from the Haswell, Skylake, and Ice Lake
generations (Family 6 Models 63, 85, and 106) and AMD
EPYC Zen-class CPUs (e.g., Family 25 Model 17). During
the test, we repeatedly executed an 8-byte atomic operation
at increasing offsets within a cache line. When the operand
straddled a cache-line boundary (offsets 1-7), the CPU had
to acquire a bus lock to preserve atomicity. We launched 20
instances on each platform and report the resulting latency
inflation for one arbitrarily selected instance per platform in
Figure 3.

Memory bus locking via split-locked atomics is specific
to x86 architecture. Nevertheless, the vulnerability remains
widespread in practice for two reasons. First, x86 remains
the dominant execution substrate on mainstream serverless
platforms. For example, a recent study [20] attributes all 2,020
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sampled invocations on AWS Lambda to x86 CPU models
(Intel Haswell-class Xeons and AMD EPYC). In addition,
platforms such as Google, Azure, and Alibaba only provide
x86 serverless environments, thereby effectively restricting
the architectural scale. Second, ARM-based architectures do
not eliminate contention-driven internal DoW attacks. Analo-
gous mechanisms, such as cache-bank contention, have been
demonstrated on multi-core ARM processors [21].

C. Performance Background Noise

VMs and OS-enforced resource limits provide strong isola-
tion, but commodity FaaS platforms still exhibit substantial
background performance noise. This noise can reduce the
accuracy of performance monitoring models. To illustrate
this phenomenon, we measured the execution duration of a
simple Python “Hello World” function on AWS Lambda and
Alibaba Function Compute. We tested three representative
resource tiers per platform (small, medium, and large) for
six deployments in total. On AWS Lambda, CPU entitlement
scales with the configured memory size. Since 1,769 MB of
memory corresponds to approximately one vCPU [14], we
used 128 MB (small), 1,769 MB (medium), and 10,240 MB
(large). Alibaba enforces similar CPU-memory constraints
[17]. Accordingly, we configured 0.05 vCPU with 128 MB
(small), 1 vCPU with 1 GB (medium), and 16 vCPU with
32,768 MB (large). We invoked each deployment periodically
over four consecutive days. We reported duration metrics that
reflected in-platform execution time and were therefore insen-
sitive to client-side networking effects and gateway congestion.

Overall, we launched five independent instances per tier
on each platform, for 30 instances in total. For clarity and
readability, we plotted one arbitrarily chosen instance per
tier on each platform. As shown in Figure 2, both platforms
exhibited pronounced periodic “tides” in execution duration.
Within a single day, the max-to-min ratio exceeded 6x
on AWS and reached 17x on Alibaba. We acknowledge
that this experiment covered only a small fraction of each
platform’s vast configuration space. For example, Lambda
offers memory configurations from 128 MB to 10,240 MB
in 1-MB increments, and Alibaba supports thousands of
valid vCPU-memory combinations. Nevertheless, recent stud-
ies [22], [23], [24] on production serverless platforms have
reported similar patterns and substantial performance variance,
which further strengthen the generality of our observation.

III. DENIAL-OF-WALLET ATTACK
A. What Is a Denial-of-Wallet Attack

We define the Denial-of-Wallet (DoW) attack as a variant
of the Denial-of-Service attack specifically targeting serverless
platforms. Generally, DoW attackers exploit traditional DoS
techniques, such as request flooding or resource contention,
to pressure target tenants. Nevertheless, there are three fun-
damental differences between DoW and DoS attacks. First,
although both types of attack drain victims’ resources, DoS
attacks aim to exhaust resource limits, whereas DoW attacks
specifically exploit the pay-as-you-go billing model. Second,
DoS attacks often cause complete service unavailability, while
DoW attacks typically leave services accessible to legitimate
users. Finally, the two attacks have distinct financial implica-
tions: DoS attacks typically result in business interruptions,
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reputation damage, and customer loss, whereas DoW attacks
directly impose financial charges on tenants, as victims must
pay cloud providers for consumed resources.

DoW attacks can be categorized into two types based on
the origin of malicious resource consumption: external DoW
attacks and internal DoW attacks. External DoW attacks
exploit victims’ publicly exposed service or resource APIs
[25], [26], generating large volumes of invocations. Referring
back to Equation 2, we observe that these attacks specifically
aim to increase either the number of requests (N) or the
workload per task (/;). Currently, such attacks can be effec-
tively mitigated by existing DoS detection methods, including
ingress filtering [1], traceback [2], and source validation [3].
External DoW attacks are outside the scope of this paper.

B. Threat Model

In this work, we consider a typical commercial attack sce-
nario with three entities: (i) A multi-tenant FaaS platform,
where functions from different tenants may be co-located on
the same physical machine. We assume the platform is trusted
and does not collude with the attacker. (i) Victim tenants
that run production workloads under a pay-as-you-go billing
model. Typical possible victims include enterprises that can
deploy up to tens of thousands of function instances [27],
[28], as well as budget-constrained startups and individual
developers that adopt serverless to reduce financial burden [4].
Also, we define the victim functions as the set of functions
belonging to a specific victim tenant. (iii) An unprivileged
attacker who acts as a regular user of the platform and
is motivated by malicious industrial competition, extortion,
or hacktivism. We assume the attacker has already chosen
the victim functions and aims to conduct an internal DoW
attack. Before launching the attack, the attacker must place
malicious functions on the same physical machines as the
victim functions (i.e., function co-location). Prior recent stud-
ies [29], [30], [31] show that co-location can be achieved

quickly (i.e., in a few seconds), accurately (i.e., with over 90%
coverage), and at low cost (i.e., a few to tens of dollars) using
only unprivileged mechanisms. Note that serverless function
co-location is beyond the scope of this paper.

C. How to Launch an Internal DoW Attack

Internal DoW attacks are carried out by inducing resource
contention on shared hardware. After selecting the victim
functions, an attacker can launch such an attack in three steps:

Step 1: Malicious function co-location. To induce effective
hardware resource contention, the attacker must first achieve
function co-location. In practice, the attacker may deploy
hundreds of functions as a regular tenant, aiming that some
will be scheduled onto the same physical machine as the
victim. The attacker then applies existing co-location detection
methods to identify co-resident instances. In this paper, we
adopt a co-location detection technique similar to that in [31].

Step 2: Create resource contention. Attackers then invoke
the co-located malicious functions to create resource con-
tention via memory bus locking (Section II-B). On Intel
x86 architectures [18], memory bus locking can be easily
triggered using language-level atomic operations such as Inter-
locked.Increment in C#, atomic.AddUintptr in Golang, and
ATOMIC FETCH ADD in C++. These operations translate
into machine instructions that either activate locking protocols
(e.g., XCHG) or include the LOCK# prefix (e.g., XADD). While
we specifically employ memory bus locking in this paper, sim-
ilar hardware-level resource contentions involving PCle I/O
switches [32], caches [33], [34], [35], and power management
units [36], [37] have been demonstrated as equally effective,
simple to execute, and challenging to mitigate.

Step 3: Direct financial losses. Once the resource con-
tention begins, the pay-as-you-go billing model converts the
prolonged execution time of functions directly into finan-
cial losses for the victim. Since resource allocations remain
unchanged while execution durations increase significantly, the
victim’s incurred costs rise correspondingly due to the attack.
However, during this period, users still retain access to the
affected functions.

D. Internal DoW Attack Example

To demonstrate the practicality of internal DoW attacks, we
conducted real-world experiments on AWS [14], Microsoft
[16], and Alibaba [17], following the three-step procedure
outlined above. For simplicity, we implemented a Hello-World
function as the victim, deploying attacker and victim functions
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Fig. 4. Impact of the internal DoW attack. Nml denotes normal execution,
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from two separate accounts under our control. Note that our
experimental results were unaffected by the performance fluc-
tuations shown in Figure 2, as those variations occur on a scale
of minutes or hours, while our experiments concluded within
a few minutes. We also noted that commodity FaaS platforms
schedule a function when its instance reserves fewer than
1 vCPU, which prevents the attack from running continuously.
Therefore, the instance hosting a malicious function had to
reserve at least 1 vCPU. In our experiments, we provisioned
the malicious functions to meet this 1-vCPU requirement and
each platform’s CPU—memory constraint. On each of the three
platforms, we launched 200 malicious functions, and each
malicious function ran once (20 seconds) to detect co-location.
On AWS, we configured each malicious function with 1 vCPU
and 1769 MB of memory, costing approximately $0.12 during
co-location. On Alibaba, we configured each function with
1 vCPU and 1 GB of memory, costing approximately $0.06
during co-location. Azure provides a unique consumption plan;
under this setting, each function is limited to 1.5 GB of
memory and 1 vCPU, and the co-location on Azure costs
approximately $0.1. After the attack began, we retained only
one of the malicious functions co-located with the victim func-
tion. Each attack lasted about five minutes, and the maximum
cost was $0.009 (on AWS).

Figure 4 illustrates the significant impact of internal DoW
attacks on execution duration and costs across three platforms.
On AWS, the victim function’s execution duration increases
dramatically from 0.93ms to 34.44ms (37.03x), directly ele-
vating execution costs. Functions on Alibaba experience an
even greater increase, with durations rising sharply from
1.45ms to 114.37ms (78.88). In contrast, Azure Functions
shows a more modest rise, from 13.71ms to about 35ms,
primarily due to Azure’s CPU allocation policy [16].

Attack motivation and practicality. An internal DoW
attack is inexpensive. First, function co-location is inexpensive.
Each co-location trial requires only one function deployment
and one invocation. The invocation is used to collect physical-
machine-level signals (e.g., memory/cache/clock fingerprints)
to test whether co-location is achieved. The invocation is
short and typically lasts only a few to tens of seconds. If
a trial fails, that physical machine does not need to be tested
again. Furthermore, deployment-diversification strategies (e.g.,
launching many attack functions at the same time) can
help spread functions across physical machines. In practice,
co-location can usually be achieved within a few thousand
attempts. In the above example, we achieve co-location at a
cost of at most $0.12, while recent work [29] reports covering
a much larger fleet (230 instances on average) with a max-
imum cost of 25. With deployment-diversification strategies,
attackers can co-locate with victim functions on more than
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900 physical machines for 23 [30]. Second, sustaining internal
DoW is also inexpensive. After co-location succeeds, the
attacker only needs to keep one successfully co-located mali-
cious function running. This malicious function itself requires
only 1 vCPU and the minimum memory allowed by the plat-
form. Even if that function runs continuously for one month,
the cost is only about 76. Moreover, attackers can further
abuse free-tier quotas across zombie accounts. Major server-
less platforms offer a monthly free quota of 400,000 GB-s
per account, and such abuse has been observed in practice
[38].

DoW’s inexpensive resource manipulation can severely dis-
rupt regular services. Unlike DoS, which typically requires
sustained, high-volume, and complex traffic (often at Gbps
or even Tbps), DoW can be sustained by invoking only
one function at tens of requests per second. Correspond-
ingly, DoS costs are driven by traffic generation and delivery,
whereas DoW costs are mainly driven by function execution.
More importantly, malicious functions can run with minimal
resources, whereas victim functions often reserve substantially
more. For example, Huawei reports that about 50% of their
functions reserve at least 2 GB of memory [39]. Similarly,
recent IBM data shows that 42% of functions are configured
with 4 GB of memory, and some reach 8 vCPUs and 48 GB
of memory [40]. If an attacker uses a 1 vCPU/1 GB malicious
function against a victim function configured with 8 vCPUs
and 48 GB of memory, the direct amplification factor is 384 x.
Currently, there is no reliable method for accurately obtaining
another tenant’s CPU and memory configuration. Therefore,
attackers might identify critical functions in two ways: by
obtaining configuration information through social engineering
or sandbox escape, or by probing multiple victim functions and
selecting the one that causes the largest increase in end-to-end
latency. This latency inflation can propagate and amplify along
the function call chain, leading to additional economic loss.
For example, Google reported that a 500 ms increase in page-
load latency reduced website traffic by 20% [41].

E. Challenges in Accurately Detecting Internal DoW Attacks

DoW attacks maliciously exploit shared hardware resources
among co-located tenants. Therefore, detecting such attacks
requires platforms to closely monitor resource usage patterns
on bare-metal machines. However, the transient and highly
dynamic nature of serverless workloads presents two signifi-
cant challenges for accurately detecting internal DoW attacks.

Limitations of fixed-interval sampling. Previous studies
on memory DoS detection and resource interference prediction
typically collect performance metrics at fixed intervals [42],
[43], [44], [45], [46], [47], [48], [49], [50], [51], [52]. While
straightforward and effective on IaaS platforms, this approach
causes data invalidation issues on FaaS platforms for three key
reasons. First, functions are short-lived, as they are frequently
created, executed, and destroyed within a brief period. Second,
FaaS platforms often multiplex multiple functions from one or
more tenants onto a single CPU core, making it challenging
for fixed-length sampling to identify which metrics belong to
which function. Third, even if a function’s process remains
unchanged, its execution pattern may still vary significantly
when handling different requests [53]. To demonstrate these
issues, we conduct simulations using a trace dataset collected
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from Microsoft Azure Functions [54], as shown in Figure 5.
We calculate the cumulative fraction of invalid data for each
function under various fixed sampling windows (from 10ms
to 10s). The results indicate that over 80% of functions have
a valid data rate below 20%.

Challenges in mapping hardware metrics to func-
tion execution status. Even with accurate, function-specific
hardware metrics, precisely detecting internal DoW attacks
remains challenging. First, there is a considerable semantic
gap between low-level hardware metrics and high-level func-
tion execution status, especially in serverless environments.
Unlike prior TaaS-focused studies, we cannot simply perform
statistical tests on a single metric (e.g., LLC misses) to identify
internal DoW attacks. Instead, we need a detection model
that can clearly understand how different hardware metrics
relate to real function execution duration, ensuring greater
interpretability and precision. Second, the serverless environ-
ment is inherently noisy, and function workloads are frequently
changing. Therefore, our detection model must effectively
adapt to such highly dynamic and rapidly fluctuating scenarios.

IV. SYSTEM OVERVIEW

Architecture. Clover comprises two main components:
(i) an agent and (ii) a diagnostic program. Figure 6 presents
a simplified overall architecture of the Clover system.

The Clover agent monitors hardware resource usage of
target functions. The platform injects it into each function’s
runtime and deploys it alongside other components (e.g.,
HTTP request handling, logging). Upon every invocation, the
agent automatically collects hardware performance metrics. It
records these metrics per request and forwards them to the
diagnostic program. The agent is orchestrated by the platform
and shares the lifecycle with the user functions.
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TABLE I
SELECTED PCM EVENTS AND CORRELATED DESCRIPTIONS [55]

Metric Name
LOAD_L3_MISS

LOAD_L3_HIT

Metric Descriptions

Retired load uops missed L3.

Retired load uops with L3 cache
hits as data sources.

Retired load uops that split across

SPLIT_LOADS a cache line boundary.

Retired store uops that split across
a cache line boundary.

Cycles in which the L1D and L2 are

SPLIT_STORES

LOCK_DUR locked, due to a UC lock or split lock.
Each cache miss condition
LLC_MISS for references to the LLC.
LLC_REF Requests originating from the core that

reference a cache line in the LLC.
Instruction Cache (ICACHE) misses.

ICACHE_MISS

The diagnostic program is a real-time and cluster-level
internal DoW attack detection service. It comprises a simple
detection model (Clover-S) based on a single-distribution
assumption and a more sophisticated detection model
(Clover-M) closely tailored to real-world serverless operating
environments. In practice, we adopt the Clover-M model by
default for real-time per-request detection. When a potential
DoW attack is identified, both users and platform operators
immediately receive clear attack alerts. They may also per-
form additional actions, such as verifying the suspected DoW
attack, isolating suspicious functions promptly, and effectively
mitigating potential financial losses and related risks.

Hardware performance metric selection. Table II sum-
marizes the metrics chosen from Intel’s architecture [55] to
characterize resource utilization. Clover selects these metrics
based on two main considerations. First, metrics must be
closely associated with internal DoW attacks, as such attacks
leverage memory bus locking to trigger resource contention.
For example, when accesses cross cache line boundaries,
metrics like SPLIT LOADS and SPLIT STORES effec-
tively capture underlying memory bus locking events. Second,
selected metrics should accurately reflect the workload char-
acteristics of functions by capturing performance-critical
operations, such as cache misses and memory accesses. Met-
rics such as LOAD L3 MISS and LOAD L3 HIT, for
instance, clearly indicate retired cache and memory instruc-
tions, providing valuable insights into workload behavior.

V. PERFORMANCE METRIC COLLECTION
A. Workflow

The core innovation of the Clover agent is request-oriented
sampling. To clearly illustrate this feature, we show the
workflow of performance metric collection in Figure 7. When
a function instance is deployed onto a new physical machine,
the serverless platform first retrieves the corresponding func-
tion runtime from its repository. Together with this runtime,
our embedded agent is also downloaded onto the machine.
Once the function runtime is successfully created, the agent
immediately initializes itself by constructing the necessary
data structures (Step @). Next, the agent registers hardware
counters associated with the selected performance metrics
(Step @). Whenever the function runtime receives or sends
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Fig. 7. The metric collection procedure of Clover agent.

a user request, the agent is activated, triggering the metric
collector (Step @). The metric collector then accesses low-
level interfaces to gather performance metrics directly from
the registered hardware counters (Step @). The collected data
is promptly stored in a ring buffer (Step ®). Finally, after the
request processing completes, all buffered data is delivered to
the diagnostic program for further analysis (Step ®).

B. Function-Metric Coordination

Data invalidation mainly results from function multiplex-
ing, runtime destruction, and workload fluctuations. In these
scenarios, hardware metrics corresponding to a particular
request’s execution of a specific function may become mixed
with invalid data or metrics from other requests or functions.
By adopting request-oriented sampling, Clover effectively
addresses this issue by coordinating high-level function behav-
iors with low-level performance metric collection.

To address the multiplexing-related issue, we bind met-
ric collection behaviors directly to the runtime. Specifically,
we save or restore metrics whenever the execution con-
text changes. We achieve this by leveraging the Linux
perf event open() interface [56], selected for its optimal
performance. However, it is important to note that our
approach is only interface-compatible with the perf events
tool [13]. The three profiling modes offered by perf events -
period/frequency-based counting, profiling, and tracing - differ
substantially from the sampling method of Clover.

To handle the issue of runtime destruction, we embed an
agent directly into each runtime using dynamic library loading.
This implementation minimizes modifications to the original
user program and ensures that metrics are collected exclusively
during the execution of the serverless functions.

To accurately detect changes in function behaviors, we take
advantage of the request-oriented nature inherent in serverless
architectures. Specifically, we proactively invoke the metric
collector whenever the runtime receives or sends a request.

C. Negligible Metric Collection Overhead

It is challenging to achieve low-overhead, fine-grained
metric collection, as doing so requires eliminating unneces-
sary overhead wherever possible. This consideration directly
informs the positioning of the agent within Clover. In other
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words, we cannot place the agent in a separate process from
the monitored function, since that would introduce overhead
from OS scheduling, cross-core hardware counter access, and
context switching. To avoid these issues, Clover implements
the agent as a user-level dynamic library directly invoked by
the function, significantly reducing performance overhead dur-
ing sampling. Moreover, Clover reads and writes performance
counters through user-mode instructions (e.g., rdpmc), thus
avoiding the usage of costly system calls.

Algorithm 1 Fine-Grained, Light-Weight Metric Collection
Require: 7: Trigger event, M: Metadata, C: Metric counters
Ensure: X - Collected performance metrics

1: if T then
2: cyc < RDTS CP() // Record the timestamp
3: (Mem Barrier) /[ Ordering constraint before reading
4: for c < C do
5
6
7
8

Assert not M[c].multiplexed
x <« rdpmec(c) // Read the register in user mode
X.push _back(x) // Store in buffer
end for
9: (Mem Barrier) // Ordering constraint after reading
10: end if
11: Return X

We implement Clover to collect hardware metrics in a
manner similar to SHIM [44], as outlined in Algorithm 1.
At the beginning of each sampling cycle, Clover first obtains
the current timestamp using the RDTSCP instruction (Line 2).
Next, it enforces an ordering constraint on memory opera-
tions through memory barriers [56] (Line 3). The algorithm
then verifies that hardware counters are not multiplexed by
inspecting their metadata (Line 5). Afterward, it accesses the
registers predefined by perf event open() directly in user
mode (Line 6). Finally, the sampled results are immediately
stored in a ring buffer (Line 7), followed by another memory
barrier to maintain correct operation ordering (Line 9).

D. Additional Advantages of the Clover Agent

1) Event-Skid: The difference between the time when the
sampling command is issued and when the actual sam-
pling occurs is known as event-skid. It typically arises from
OS scheduling, execution delays, or out-of-order instruction
execution. Although event-skid is a common challenge in
performance analysis, we demonstrate that it has no adverse
effect on Clover. First, Clover collects metrics within the
same user-mode context as the runtime, ensuring the metrics
remain unaffected even if the OS schedules another function
during execution. Second, we employ memory barriers before
and after sampling to prevent out-of-order execution. Finally,
the delay-induced event-skid typically spans only about ten
instructions, which is negligible and does not influence the
accuracy of request-level metric collection.

2) Easy-to-Use: We provide four APIs to customize the
data collection behaviors: init(), add(), sample(), and extract().
When a function starts, it should call init() to construct
the necessary data structures. Subsequently, it registers the
metric counters using the add() command. The sample()
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function proactively triggers the data collection, while extract()
retrieves collected hardware performance metrics.

These APIs are intended for platform engineers rather than
function developers. In the default scenario, developers are
required to build functions on a platform-provided runtime
[57], [58], [59]. In this case, the platform integrates our agent
once into the runtime. All functions developed based on that
runtime are then monitored transparently, without any per-
function code changes. Even when functions are developed by
third parties, our agents can still be integrated in the same way,
which avoids imposing an additional burden on the function
developers. Note that the platform-side effort also remains
modest. A provider typically supports only a limited number
of runtimes (about twenty), so the agent is integrated once per
runtime rather than per function.

VI. DOW DETECTION MODEL

A. Assumptions About Serverless Functions

Before presenting our detection model, we define the
assumed behavior of the monitored serverless functions:

e FEach function is triggered by external user requests and
does not initiate execution independently.

o The execution of each function is assumed to follow
an independent and identically distributed (i.i.d.) pattern,
with a stable distribution over time and no correlation
between invocations under normal conditions.

e When a function is first deployed, it is presumed to
operate in a benign environment, so its initial data is
considered normal and attack-free.

These assumptions align with common serverless practices
[14], [15], [16], [17] and thus do not undermine the practicality
or feasibility of Clover. The first assumption allows us to
record performance metrics on a per-request basis; the second
crystallizes our understanding of the key differences between
FaaS and IaaS platforms; and the third allows metrics collected
shortly after deployment to serve as training input.

B. Design Choices

Our design choices are summarized in three aspects.

First, unlike traditional time-series approaches [45], [47],
Clover emphasizes that DoW detection is essentially a
distribution-outlier problem. This decision follows the
assumed i.i.d. execution pattern in FaaS platforms and there-
fore targets the serverless environment. Traditional detection
approaches focus on IaaS platforms, where an attack persis-
tently affects a tenant’s VMs [43]. These methods usually also
assume that once an attack starts, it does not stop voluntarily.
By contrast, Clover assumes that attackers may launch more
complex and random attacks (see Section VII).

Second, Clover employs workload verification to detect
DoW attacks against general functions. Rather than prob-
ing congestion on shared resources such as memory buses,
we model the workload produced by each request through
performance metrics and compare it with the corresponding
execution time to observe changes in their correlation. When a
DoW attack occurs, the function still performs the same task,
yet its execution time increases; the altered correlation thus
readily exposes the slowing-down phenomenon. By integrating
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multiple metrics, our method also avoids the accuracy loss that
arises from relying on a single indicator (Section VII).

Finally, we posit a learnable high-dimensional linear
relationship among performance metrics, workload, and exe-
cution time. This design choice is informed by the billing
model (Equation 1 in Section II-A) and by the nature of
the selected metrics, which record counts or durations of key
events (e.g., cache misses or lock duration). Let M denote
the number of metrics (eight in this study; see Table II).
Define x; = [x},x7,...,xM] € RM as the metrics that Clover
collects when function k processes request i, and let #; be the
corresponding execution time. Then, we have

M
tioc Y W{x]), where Wyx/) o x/ (3)
=1

Here, Wi(xij ) represents the contribution of metric xlj to the
workload of request i. Hence, DoW detection aims to decide
whether each function-specific correlation pattern conforms to
one or more normal distributions.

C. Single-Distribution Detection Model

We first present a basic detection model for functions
with simple logic, whose workloads typically follow a uni-
modal distribution [2], [60]. We describe this model explicitly
for two reasons. First, it is the minimal complete defini-
tion of our verifier, and it provides a clean baseline that
makes the extended design easier to follow. Second, it
is also practically useful on its own. Under most single-
distribution workloads, it remains stable and achieves higher
accuracy.

Within this basic model, DoW detection consists of two
phases: training and testing. During the training phase,
we employ the metrics collected in the initial interval fol-
lowing the deployment of each function, in line with the
third assumption in Section VI-A. The agent presented in
Section V gathers these metrics, which can be expressed
as:

X1 X%X%"'lew I
X2 x%x%--qclzw 1%

X= =1 . s T= . “)
X, x,llxﬁ---x,}y t,

Consistent with the above notation, x; € R¥ denotes the
metrics Clover collects when function k processes request i,
M is the number of metrics, and ¢; is the execution time. The
training set contains performance metrics from n requests.
In practice, n corresponds to the requests processed within
five minutes after deployment or to the first 1,000 requests.
Unlike prior work [42], [43], we do not apply moving averages
to the training data. Instead, we first compute the means
(y = [ul,--- 4] and ;) and the standard deviations
(ox = [0')1(,-~- ,O'XM] and o) of X and T, respectively, and
then perform z-score normalization, ie., x7/ = (x/ — ul)/o
and t' = (t — )/ 0. After this preprocessing, each per-request
performance-metric vector X’ and execution time ¢ follow a
standard Gaussian distribution (x’ ~ Ny (0,1), ¥ ~ N(0, 1)).
Next, we employ multivariate linear regression (MLR) to
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model the relationship among performance metrics, workload,
and execution time:

: )

M
i=po+ Zﬁjx,j, B= argrr}ginHZ,B— T
=1

Here, Z = [1,X’] € R*™*M+D g the design matrix obtained
by augmenting X’ with a leading column of ones; 8 =
[80,B1, .. ..Bu]" denotes the regression coefficients learned by
MLR; T’ € R" is the normalized execution-time vector; f
predicts the execution time of a single request. Let £ denote
the MLR prediction error (¢ = t — 7). Then, combining these
elements yields a multivariate Gaussian distribution, where Hy
and X, are the mean vector and covariance matrix:

y=1[0.x" L xM e e RY 2y ~ Ny (uy, By) - (6)

At the testing stage, we also apply z-score normalization to
the testing data with the statistics puy, o, 1, and o, obtained
during training. For each newly captured performance-metric
VECLOr Xiest = [Xipgr -+ » Xing] and execution time f.y, Clover
normalizes them as X’ = (Xl — 42)/0% and fly = (fiest —
)/ o Using the trained MLR in Equation 5, we compute the
prediction error &gy and form

1

oy ’ M+2
Yeest = [tlest’ Xests -+ R

)

We measure the deviation of ye from the training distri-
bution center via the Mahalanobis distance,

/M T
o> Xesp> Etest] €

D(¥iew- - B) = o/ Gies— 1) 5 Gty (®)

We avoid Euclidean or Manhattan distances because the
performance metrics, execution time, and MLR residual share
substantial correlations. For instance, LOAD L3 MISS often
co-varies with LLC _MISS. Distances that weight all dimen-
sions equally are thus prone to spurious sensitivity, whereas the
Mahalanobis distance explicitly accounts for these correlations
through the covariance matrix and yields a more reliable
anomaly score. Finally, with a predefined threshold 6, we
classify a request as normal when

D(ytest’ I'l)w Z}) < 0 (9)

D. Multiple-Distribution Detection Model

In Section VI-C, we assume that the workload pattern
of each function follows a unimodal normal distribution. In
practice, however, function workloads often exhibit mixture
behavior [54], [61], [62], [63]. Such multimodality can stem
from distinct execution phases (cold start, warm start, and
steady state), program-level behaviors (e.g., garbage collection
and stochastic effects), and system-level conditions (e.g., cache
hits and misses). Under this scenario, Clover-S faces an
inherent tradeoff. A strict global threshold raises false positives
for samples from other legitimate modes, whereas a relaxed
threshold suppresses alarms and increases false negatives (low
recall) when attacks occur within a non-dominant mode.
To tackle this challenge, we extend the original model and
propose an innovative multi-distribution detection model.

During training, the model also ingests the performance
metrics and execution time gathered by the agents, identical
in format to the single-distribution model. Next, we calculate
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Hy, Ox, s, and o, only to place every dimension on a com-
mon scale and alleviate unit-driven imbalance; these statistics
do not participate in workload distribution modeling. After
applying z-score normalization and MLR, we obtain x’, ¢, and
¢ as in Section VI-C. Then, we concatenate them to construct

r 21 /M

y=1[r,x" . . x T ¢ RM+2

, €] (10)
Let R denote the total number of workload patterns of a

function, i.e., the number of potential Gaussian components.

For each y € RM+2 we introduce a discrete latent variable:

R
Cefl,...R}, Pi(C=r)=nm, >0, Z;r,:l (11)
r=1
Conditioned on C = r, our multiple-distribution model
indicates that y follows a certain Gaussian distribution:
y|C=r ~ Ny (p,. Z)) (12)

Because each y should belong to exactly one of the R Gaus-
sian components, the model only needs to learn R together
with u, and X, to fully characterize the workload distribution.
Although R is unknown beforehand, it is fixed for any given
function. We therefore employ a Dirichlet-Process Gaussian
Mixture Model (DP-GMM) [64], which infers R, u,, and X,
automatically. This method avoids the repeated training and
argument selection required by conventional GMMs [61].

At the end of training, we further employ the minimum
covariance determinant (MCD) [65] to obtain robust estimates
of u, and X,. This step mitigates the influence of normal per-
formance fluctuations on the sample mean and covariance. The
resulting estimates are denoted by jf1, and £,. Consequently,
the final multi-distribution model is expressed as:

R
P =Y 1 Nirya(¥s 2, 2r) (13)

r=1

At the testing stage, we apply z-score normalization, MLR
prediction, and vector concatenation to obtain Yy € RM+2,
This pre-processing procedure is identical to that used in the
single-distribution model (Equation 7). Then, we traverse the
R Gaussian components obtained during training and compute
the robust Mahalanobis distance for each component:

A ~ a1 y
D £) = iow = )TE, Gow = 1) (14)

For the r-th Gaussian component, we define the DoW
threshold 6, as the largest Mahalanobis distance between any
training sample assigned to this component and its center:

6, = max D(yi,f,, )
i.Ci=r

5)

Let r* denote the Gaussian component closest to Y (i.e.,
r* = arg min,D(ytesl,ﬂ,,Z,)). Clover determines whether the

function is under a DoW attack as follows:
normal, D(Yiests ftye> £ ) < 6,1,

otherwise.

(16)

Yiest =
under attack,
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VII. EVALUATION

In this section, we comprehensively evaluate Clover’s per-
formance and address four key questions:

e Does agent-side metric collection in Clover impose only
negligible runtime overhead? (Section VII-B)

e Does Clover’s workload-verification model enable real-
time detection of DoW attacks? (Section VII-C)

e How do the parameters of the single- and multiple-
distribution workload-verification models affect the detec-
tion precision of DoW attacks? (Section VII-D)

e What end-to-end prediction accuracy does Clover’s detec-
tion model deliver? (Section VII-E)

A. Experiment Setup

Testbed. We perform our experiments on a two-node Kuber-
netes cluster (version 1.24.2) configured according to standard
practices [66]. Each node is an identical server equipped
with an Intel Xeon E5-2620 v3 CPU (2.40 GHz, 12 physical
cores) and 128 GB RAM. The underlying microarchitecture is
Haswell-EP/EN/EX, exposing eight programmable and three
fixed per-core PMU counters. All nodes run Ubuntu 20.04 with
Linux kernel 5.4.0-107-generic.

Evaluation indicators. To evaluate the detection perfor-
mance, we adopt recall, specificity, precision, and accuracy
as evaluation indicators in our experiments, where T denotes
True, F denotes False, N denotes Negative, and P denotes
Positive.

T TN
Recall = ———, Specificity = ——,
R Ve N A VNI =
- TP TP + TN
Precision=———=, Accuracy= .
TP + FP TP + FP + TN+FN
Baselines. We implement several baseline anomaly-

detection algorithms to evaluate the advantages of Clover.

e SDS/B. Proposed by Li et al. [42], SDS/B is a statistical
memory-DoS detector that estimates the normal oper-
ating range of a metric using sliding windows and an
exponentially weighted moving average (EWMA). When
the EWMA departs from this range for H. consecutive
updates, the algorithm triggers an alarm. We adopt the
parameters in the original paper: Tpcy = 0.01's, W = 200,
oW =50, @ =0.05, k = 1.125, and H, = 30.

o K-Means. K-Means is a representative distribution-based
method. It is adopted in prior SOTA systems such as
FineLame [67]. During training, we tune the cluster count
K by sweeping candidate values. We then set the detection
threshold to the maximum Euclidean distance from any
training sample to its nearest centroid.

e Random forest (RF). RF is a supervised classifier that
has been used in recent metrics-based anomaly detection
systems (e.g., MicroHECL [68]). It requires anomalous
data during training; accordingly, we generate pseudo-
anomalies by sampling each metric at y &+ 30

e ModernTCN. ModernTCN is a representative sequence-
based SOTA detector that uses a modernized TCN (i.e.,
pure temporal convolutions) to learn temporal patterns
[69]. We use the settings from the original paper.

o SensitiveHUE. SensitiveHUE is another SOTA sequence-
based detector. It adopts a transformer architecture to
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TABLE III
VICTIM FUNCTIONS (EXPOSED AS HTTP ENDPOINTS USING FLASK)

Function Description Libraries
Blur Image blurring (norm box filter) opencv-python
LR Regularized logistic regression numpy
PCA Principal component analysis scikit-learn

Bayes Gaussian Naive Bayes scikit-learn

WebApps Dynamic HTML generation jinja2

Thumb Image thumbnail generation Pillow

Data-Vis DNA sequence visualization backend squiggle

Inference Image recognition PyTorch

CfgCheck YAML parsing and validation PyYAML

TokenSign Token signing and verification cryptography

improve anomaly sensitivity via statistical feature removal
and heteroscedastic uncertainty estimation [70]. We use
the hyperparameter settings from the original paper.

e Clover. We denote the implementation based on the
single-distribution model as Clover-S, and that based on
the multiple-distribution model as Clover-M.

Function setup. As shown in Table III, we implement
victim functions using a diverse set of foundational libraries.
These libraries cover many of the most-downloaded PyPI
packages, and some are adapted from the SEBS serverless
benchmark suite [71]. We adjust each request to ensure its
execution time remains between lms and 1s. We conduct
internal DoW attacks by explicitly scheduling an attacker
function with the victim on the same physical node. We
deploy all functions as containers managed by Kubernetes,
and we constrain the attacker function to 1 vCPU and 2 GB
of memory. The attacker function is written in C. It allo-
cates a contiguous memory region and repeatedly executes
lock-prefixed atomic updates on cache-line-crossing addresses,
which triggers memory bus locking on x86 processors. We also
toggle the attack on and off by sending control requests to the
attacker function.

We implement the agent of Clover as a C++ extension to
the Python runtime and embed it in a Flask-based Knative
example [72]. However, time-series models such as SDS/B
require inputs collected at fixed intervals, which conflicts with
the per-request metrics recorded by Clover. To resolve the
mismatch, we interpolate the per-request metrics by timestamp
and resample them into a uniformly spaced time series. This
preprocessing does not affect detection results because SDS/B
uses a 2s sliding window with EWMA, while each function
completes in about 1s. Although the interpolated points rep-
resent estimates rather than exact values, the sliding window
and EWMA will smooth out any resulting errors.

Attack scenarios and workloads. We examine three DoW
attack scenarios. The first two replicate the settings in [42],
whereas the third introduces a more sophisticated attack con-
figuration tailored to serverless environments.

e Scenario 1. The victim function runs for 60min. It stays
benign for the first 30min, after which a DoW attack is
launched during the remaining 30min.

e Scenario 2. The victim function runs for 60min. DoW
attacks are launched in a round-robin fashion, with each
attack interval uniformly distributed over [10,50]s.
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Fig. 8. The monitoring overhead of Clover’s agent.

e Scenario 3. The victim function again runs for 60min.
DoW attacks may start at arbitrary moments and last for
arbitrary durations between consecutive requests.

We evaluate two types of workloads: single-distribution
workloads and multiple-distribution workloads. In the single-
distribution workload, we execute each function in isolation
and vary request parameters to maximize intra-function diver-
sity. Because each function is simple, its performance metrics
roughly follow a unimodal Gaussian distribution. In the
multiple-distribution workload, we merge all ten functions
into one large function and intentionally interleave requests
among them. Their execution times stay comparable, yet
their input patterns become highly heterogeneous. This design
yields a multi-modal workload that better approximates real-
world conditions [62], [63] and represents the core challenge
addressed in Section VI-D.

B. The Monitoring Overhead of Agent

As described in Section V-C, we implement the agent as a
user-level dynamically loaded library, which avoids additional
process switches during metric collection. To quantify this
benefit, we compare three designs: (i) Baseline, which does
not collect metrics; (ii) External Collector, which collects
metrics in a separate process; and (iii) Clover. We vary request
payloads to cover a wide execution-time range, from Ims
to 1s. For each payload a, we take the minimum latency
in Baseline (i.e., T, ) and normalize all results under a as
X' = (x-T¢,)/Tg,. . This removes absolute latency differences
and yields relative overhead across parameter settings. We
invoke each function 100 times under each setting.

Figure 8 quantifies the end-to-end overhead of our agent,
including metric collection, metric extraction, and auxiliary
operations in the monitoring pipeline. Across all inputs, Clover
increases latency by only 0.28-3.19% over the baseline, and
this bound still holds in the most challenging scenario, where
invocations are extremely short (around Ims). In contrast, the
external collector incurs about 10% overhead. These results
validate our claim that implementing the agent as an in-
process dynamic library keeps monitoring lightweight. We also
measure the cold-start overhead of the agent, which is about
23ms. Given that loading NumPy alone takes around 100ms
during a cold start, this additional delay is acceptable.

C. Model Execution Time

Next, we assess whether Clover can support real-time DoW
detection. We run each model on multiple victim functions
under a single-distribution workload across three attack scenar-
ios, and we report results over repeated trials for each setting.
In deployment, detection delay is the time from attack onset
to the first alarm, and it depends on data-collection granular-
ity, model accuracy, function execution duration, and model
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Fig. 10. The effect of threshold 6 on the Clover-S model.

execution time. To isolate model-side cost, this experiment
reports only the execution time of each model.

As shown in Figure 9, all models can detect DoW attacks
in real time. K-Means is the fastest, taking about 0.37us
across all settings, because it requires only a few simple
operations. RF and SDS/B run more slowly, at 2.42us and
0.6us, respectively. ModernTCN and SensitiveHUE are the
slowest, completing per-request detection in about 3.3us and
13.4us. Clover completes detection in about 0.84us.

D. Influences of the Factors

Next, we conduct a sensitivity analysis of key hyperpa-
rameters. For Clover-S, we evaluate four victim functions
while varying the detection threshold # and the continuous-
judgment threshold H.. For Clover-M, we run experi-
ments under the multiple-distribution workload and vary the
DP-GMM concentration parameter « and the outlier propor-
tion assumed by MCD F. Unless otherwise specified, all tests
in this experiment are conducted under attack scenario 3.

To study the effect of the detection threshold, we sweep 6
over a wide range and report the results in Figure 10. As 6
increases, specificity rises quickly and reaches 100%. Once
6 > 100, no normal samples are misclassified as attacks. This
gain comes at the expense of recall. Recall is highest at 6 =
10 and decreases monotonically as 6§ grows. Accuracy first
improves and then declines, peaking at 6 € [50, 100]. Precision
typically follows the same qualitative trend as specificity.

We then vary the DP-GMM concentration parameter «
and the outlier proportion F assumed by MCD under the
multi-distribution workload. Figure 12 shows that o has a
pronounced, non-monotonic effect. Very small « (0.01-0.05)
yields consistently lower accuracy (82.3%-87.9%, depending
on F). Moderate values (0.5-1.0) provide the best overall
performance, reaching 92.7% accuracy at @ = 1.0 and F = 0.1.
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SINGLE-DISTRIBUTION WORKLOADS - SCENARIO 2

05 WebApps Blur Inference PCA CfgCheck LR  Data-Vis Bayes TokenSign Thumb
[4
H =0 H =1 SDS/B 0.7527 0.4814 0.8291 0.5437 0.6409 0.5414 0.6589 0.5799 0.5412 0.5836
" SDS/B-0 0.7589 0.4814 0.8202 0.5343 0.6398 0.5373 0.6384 0.5840 0.5353 0.5881
Fig. 11. The effect of H, on the Clover-S Model. -~~~ "~ " "~ "~ T
K-Means  0.9282 0.8849 0.4882 0.9024 0.8260 0.8757 0.8740 0.9008 0.8199 0.6183
F=0.1 ==Pp==F=0.2 RF 0.9401 0.7846 0.8855 0.9007 0.8658 0.8684 0.8678 0.9007 0.8723 0.9064
0.95 F=03 ==de=F-04 |\  _ - T L T
. 09}
09} 9 ModernTCN o0.9207 0.8957 0.9331 0.8899 0.9177 0.8900 0.9219 0.8771 0.8433 0.9148
0.85 F 0.8 SN— | - T T T T T T T T T T T T T T T T
0.8 0.7} - SensitiveHUE o0.9217 0.8902 0.9272 0.8801 0.9186 0.8933 0.9240 0.8778 0.7746 0.9254
0.75 F 0.6 F Clover-S 0.9291 0.8585 0.9078 0.8589 0.9195 0.9638 0.8945 0.9175 0.8470 0.8494
0.010.020.05 0.1 05 1 5 10 50 0.010.020.05 0.1 0.5 1 5 10 50  — —
(a) Influences on accuracy. (b) Influences on precision. Clover-M  0.9200 0.9440 0.9648 0.9550 0.8919 0.9390 0.9218 0.9614 0.9219 0.9319
F=0.1 ==p==F=0.2 F=0.1 ==p==F=0.2
= 0.3 e F =g, F=0.3 o= F=0.4
A F=o3 ==F=04 095} TABLE VI
08} 09} SINGLE-DISTRIBUTION WORKLOADS - SCENARIO 3
0.6 0.85F
0.4 F s WebApps Blur Inference PCA CfgCheck LR  Data-Vis Bayes TokenSign Thumb
0.010.020.05 0.1 0.5 1 5 10 50 0.010.020.05 0.1 0.5 1 5 10 50
(c) Influences on recall. (d) Influences on specificity. SDS/B 0.9858 0.7583 0.9900 0.8459 0.8917 0.7042 0.9205 0.8959 0.7456 0.7319
SDS/B-0 0.9914 0.7575 0.9988 0.8487 0.8958 0.7051 0.9252 0.8987 0.7493 0.7349
Fig. 12. Hyperparameter effects on Clover-M. The x-axis represents . ~  ~— ~~—~ —~ "~~~ =~~~ "~~~ "~~~ —— == o
K-Means 0.9661 0.9284 0.3848 0.9570 0.9395 0.9023 0.9362 0.9637 0.7740 0.3959
TABLE IV RF 0.8175 0.8639 0.8192 0.8983 0.7042 0.8126 0.7310 0.9209 0.6268 0.5019
SINGLE-DISTRIBUTION WORKLOADS - SCENARIO 1 ModernTCN 0.9243 0.9175 0.9319 0.9330 0.9267 0.9125 0.9291 0.9253 0.8832 0.8176
SensitiveHUE 0.9331 0.9193 0.9202 0.9302 0.9257 0.9117 0.9326 0.9214 0.7695 0.9326
WebApps Blur Inference PCA (fgCheck LR Data-Vis Bayes TokenSignThumb
Clover-S  0.9241 0.8723 0.9078 0.9679 0.9155 0.9698 0.8861 0.9512 0.8303 0.7494
SDS/B 0.7860 0.5062 0.8285 0.5061 0.6531 0.5053 0.6589 0.5068 0.6012 0.5641
) Clover-M  0.9272 0.9434 0.9648 0.9047 0.9011 0.9463 0.9232 0.9729 0.9233 0.9319
SDS/B-0  0.7794 0.5020 0.8197 0.5019 0.6476 0.5011 0.6534 0.5027 0.5961 0.5593
K-Means  0.9598 0.8905 0.3848 0.8969 0.9297 0.8704 0.9245 0.8834 0.7752 0.4153
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, TABLE VII
| G |CUD| o [GRD)] 0cr) [GRA CEED |GRAR)) QU | G| D) MULTIPLE-DISTRIBUTION WORKLOADS - SCENARIO 3
ModernTCN 0.9283 0.8947 0.9303 0.8534 0.9211 0.8923 0.9199 0.8587 0.8377 0.8549
************************************* Modern  Sensitive
SDs/B SDS/B-0  K-M: RF I g ! -M
SensitiveHUE 0.9251 0.8921 0.9293 0.8688 0.9162 0.9023 0.9060 0.8881 0.8235 0.9097 / / eans TCN HUE Clovens) e
7777777777777777777777777777777777777 isi 0.458 0.4916 0. 0.9506  0.7018 0.6 0.6958 .86
Clover-S  0.9284 0.8624 0.9078 0.8566 0.9194 0.9624 0.8967 0.9146 0.8326 0.7623 legsion B D 3 & u 2 2 ——
7777777777777777777777777777777777777 Recall 0.501. 0.6, 0.618 0.780! 0.976 0.928 0.8570 0.8
Clover-M  0.9224 0.9457 0.9648 0.9552 0.8932 0.9354 0.9218 0.9587 0.9230 0.9276 i i | 1537 | 777 = 77797 | 797747 | 2 757 _ 7577 A - jgj A
Specificity ~ 0.3586 0.2895 0.8061 0.9561 0.8370 0.8417 0.8528 0.9452
In contrast, @ = 0.1 shows a clear degradation at larger F (e.g., Accuracy 04328 04691 07087 08651 08763 08662 08540  0.9267

recall drops to 40.8% at F = 0.3). Larger « (5.0-50.0) tends
to maintain very high recall (96.2%-98.0%), but precision and
specificity decrease, which slightly reduces accuracy. Overall,
F mainly shifts the operating point and interacts with .
Moderate values (F = 0.1-0.2) are the most stable, and we
use @ = 1.0 and F = 0.1 as the default hyperparameters.

E. End-to-End Results

In the final experiment, we evaluate all models across attack
scenarios, victim functions, and workloads. Under the single-
distribution workload, we consider three attack scenarios and
report accuracy. Under the multi-distribution workload, we
focus on attack scenario 3, which best captures key serverless
characteristics, and report precision, recall, specificity, and
accuracy. Tables IV-VII summarize the results.

Under the single-distribution workload, most detection mod-
els achieve high accuracy in scenario 1-2. In scenario 3,
fluctuations become more pronounced and may offset mod-
eling errors, which improves several models on certain
functions. K-Means, RF, and the sequence-based SOTA meth-
ods (SensitiveHUE and ModernTCN) are more sensitive to

the workload and scenario, whereas Clover-S remains stable
and achieves 83%-97% accuracy. Notably, the Thumb func-
tion exhibits multiple modes during its normal execution, so
Clover-S is less effective and achieves about 75% accuracy.

Under the multi-distribution workload, most methods
degrade because they fail to model heterogeneous benign
modes. Some become overly conservative and show high
specificity but low recall. Others sacrifice precision to improve
recall. SensitiveHUE and ModernTCN reach only 86.6% and
87.6% accuracy, respectively. This is partly due to their
sequence-based design. They implicitly assume anomalies
persist across multiple consecutive time steps and can be sep-
arated from short-lived fluctuations. Clover-S drops to 85.4%
because its single-distribution assumption breaks under multi-
modal workloads. In contrast, Clover-M maintains 92.7%
accuracy. This does not imply that Clover-M is always better,
since Clover-S can be more accurate when the workload is
unimodal, for example, for LR and PCA.

Finally, we conduct an ablation study of Clover-M under
scenario 3. We compare five variants: a simple linear
model (MLR), Clover-S, a GMM model scored by negative
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Fig. 13. Ablation study of the Clover-M model.

log-likelihood, MLR+GMM (which adds residuals to encode
the workload relationship), and the full Clover-M (which fur-
ther incorporates MCD denoising and Mahalanobis-distance
detection). As shown in Figure 13, the linear baseline is
overly conservative (precision 82.6%, specificity 97.7%) and
misses most attacks (recall 28.0%, accuracy 78.0%). Clover-S
increases recall to 85.7% while achieving high precision and
specificity. Modeling heterogeneous benign behaviors further
raises the precision of our model to 86.3% with specificity
around 95%. As a result, the Clover-M model provides the
best balance and reaches 92.7% accuracy.

VIII. DISCUSSION AND LIMITATIONS

Function placement and co-location detection. To enable
the co-location of malicious and victim functions, attackers can
initiate hundreds or thousands of malicious functions simulta-
neously, with the goal of co-residing with the victim function.
Such methods are widely utilized in placement vulnerability
research [31], [73], [74], [75]. Moreover, the short-lived nature
of serverless functions increases the likelihood of co-location.
In this paper, we implement a co-location detection method
similar to that proposed by Anil Yelam et al. [31], which
utilizes the memory bus as a covert channel to transmit infor-
mation. Note that co-location detection and function placement
are outside the scope of this paper, and the strategies used can
be replaced with alternative methods.

Practicality and feasibility of internal DoW attacks.
Internal DoW attacks are practical and feasible for the
following four reasons: First, because of the ongoing
launch of new functions and the immediate termination of
non-co-located functions, the attack’s financial cost to the
attacker is negligible. Traditional defenses, such as random
placement of functions, do not effectively counter this attack.
Second, memory bus locking requires no additional privileges,
and hardware-level contention cannot be monitored or con-
trolled by current OS tools, like cgroups. Third, attackers
do not need timing information, and the attack can begin
immediately after co-location placement. Finally, attackers can
take advantage of the free plans offered by most platforms.
A few accounts are enough to deplete the victim’s available
credit, pushing them into debt.

DoW Mitigation. With the increasing focus on the server-
less billing model, services such as billing alerts and resource
restrictions are now available on most serverless platforms
[76]. However, these services are ineffective against mitigating
DoW attacks. First, when an account accumulates a large
number of charges in a short time due to a DoW attack, the
platform will freeze the account or notify the victim. This turns
the DoW attack into a common DoS attack, causing temporary
unavailability of the service before the user can react. Second,
even with billing alerts, customers may still be overcharged
for a brief period because of improper configuration [4].
Third, if the attacker adopts a more strategic approach, the
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attack will proceed gradually. Unlike traditional DoS attacks,
a DoW attack does not require total service denial. Instead,
the user’s bill will slowly rise, while the quality of service
will decline gradually. Therefore, to mitigate DoW attacks,
it is recommended to use Clover for real-time detection and
promptly disable suspicious functions [43].

Potential limitations. Clover has several potential limita-
tions. First, as an additional dynamically loaded library, Clover
increases function cold-start latency, although this overhead is
substantially smaller than that introduced by commonly used
libraries such as NumPy. Second, we use a ring buffer to cache
metrics. This design effectively bounds the memory footprint,
but our current prototype does not include an automatic metric
retrieval mechanism. As a result, under very high request rates,
newly collected metrics may overwrite older buffer entries if
they are not retrieved in time. Third, Clover assumes that the
platform will integrate our APIs into the provided runtime
or a similar wrapper. However, in rare deployment scenarios,
tenants may provide fully custom images that bypass these
managed layers. In such instances, the platform may not be
able to invoke our APIs transparently. It should be noted that
this limitation signifies a general boundary of application-
layer observability mechanisms [77], [78] rather than being
a constraint specific to Clover.

Extensions beyond the conference version. This
manuscript substantially extends our conference version [79]
with new designs and an expanded evaluation. First, we present
a more rigorous billing-cost formulation that clarifies the pay-
as-you-go model and pinpoints which components of the
billing pipeline are stressed by DoW attacks. Second, we
identify a new practical challenge, namely detecting DoW
attacks under heterogeneous, multi-modal workloads. Third,
we generalize workload verification from a single-distribution
assumption to a multi-distribution detection model by incor-
porating mixture modeling and robust covariance estimation.
Fourth, we substantially expand the evaluation with additional
baselines, a broader set of functions, more tests, and richer
metrics.

Metric selection. We do not implement per-function metric
selection for four reasons. First, the cost is impractical. It
would require many additional invocations because the PMU
event space is large (roughly 200 candidates), while only a
small number of hardware counters (typically fewer than 10)
can be enabled at once. Second, profiling is challenging to
make reliable. During these extra invocations, it is difficult
for the platform to construct comprehensive and representative
profiling workloads for each function, which can undermine
metric selection. Third, modern platforms maintain a large and
continuously evolving function catalog. In this setting, per-
function profiling would introduce high operational expense
and engineering complexity. Finally, the marginal benefit
is limited. Our chosen metric set already captures both
DoW-relevant signatures and general workload behavior and
achieves strong end-to-end detection accuracy, so per-function
customization is unlikely to justify the added complexity.

IX. RELATED WORK
Covert channels and memory DoS attacks. Covert chan-
nels have long been an important topic in the security
community [32], [33], [34], [35], [36], [37]. These channels
exploit shared resources in multi-tenant platforms that cannot
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be fully isolated through hardware virtualization. Information
is subtly transmitted between tenants through performance
degradation. Memory DoS attacks exacerbate this congestion.
Zhang et al. [43] performed memory DoS attacks on VMs
and used the two-sample Kolmogorov-Smirnov test [80] for
detection. Li et al. [42] proposed three memory DoS detection
methods with higher specificity, shorter detection delays, and
negligible performance overhead. Compared to prior research,
our work focuses on DoW attacks in serverless computing,
which are more destructive and present greater detection
challenges.

Denial-of-Wallet attacks and recent studies. FineLame
[67] was the first to show that a carefully crafted mali-
cious payload can exhaust a victim’s computational resources.
Following this, Kelly et al. [25] and Marin et al. [26] intro-
duced the notion of Denial-of-Wallet attacks. Recent studies
have proposed several traffic-based external DoW detection
techniques. For example, DoWNet [81] proposed aggregating
function invocation counts per hour into a grayscale image to
identify DoW attacks. Ben-Shimol et al. [82] established an
ontology and knowledge graph based on logs and proposed
a three-layer security solution for DoW attacks. FODWNN-
DoWAD [83] introduced a neural network-based method
for external DoW detection, including a feature selection
algorithm, a DoW attack detection algorithm, and a hyper-
parameter tuning method. With the exception of FineLame
[67], however, these works focused on external DoW attacks.
In contrast, Clover targets internal DoW attacks that inflate
per-request function execution through resource contention.

Comparison with related work. Internal DoW attacks
manifest as anomalous patterns in multivariate performance
traces. Depending on how anomalies are modeled, exist-
ing detection approaches mainly fall into two classes:
sequence-based and distribution-based methods. Sequence-
based methods model metrics as multivariate time series.
They detect anomalies by learning normal temporal dynam-
ics. Recent work uses expressive models such as modern
TCNs [69] and transformer-based detectors [70]. Their main
limitation is an implicit continuity assumption that abnormal
states must persist long enough to be separable from short-
lived fluctuations. This assumption mismatches internal DoW,
where attacks may occur intermittently between consecutive
requests. Distribution-based methods treat each invocation as
an independent sample. For example, FineLame [67] clusters
per-request resource profiles to identify outliers. However,
these methods largely rely on absolute metric magnitudes. This
makes it difficult to distinguish contention-induced slowdowns
from benign workload variation. Clover distinguishes itself by
proposing workload verification. It learns the metric—duration
relationship and flags internal DoW attacks when execu-
tion time becomes inconsistent with the inferred workload
correlation.

X. ETHICAL CONSIDERATIONS

With the exception of Section III, all of our attack exper-
iments are conducted on local servers. For the DoW attacks
in Section III, we have obtained permission from the relevant
cloud providers to carry out the tests. Under their guidance,
we performed the attacks during off-peak hours. The victim
and attacker accounts are separate, both of which we control.
To minimize the duration of the experiment and reduce the
potential for external impact, we select the simplest Hello-
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the same technique, our experiment has a smaller impact. We
deployed fewer functions than [31] and designed our code to
limit each memory bus lockdown to a few seconds.

We reported our findings to the relevant cloud providers
(i.e., Amazon, Google, Microsoft, and Alibaba) through
their respective security disclosure portals. Some providers
acknowledged this issue as a security vulnerability and con-
sidered our disclosure informative. However, all providers
concluded that there is no effective fix at present and decided
not to track this bug in a short time.

XI. CONCLUSION

In this paper, we conduct a thorough analysis of the
Denial-of-Wallet attack, a variant of the Denial-of-Service
attack specifically targeting serverless platforms. We execute
a real-world DoW attack on commercial serverless platforms,
and our results demonstrate that such an attack leads to a
37-fold increase in payment costs for the victim’s functions.
We develop Clover as a practical system designed for detect-
ing real-world DoW attacks on serverless platforms. Clover
utilizes a fast and efficient agent to gather performance metrics
and execution durations of serverless functions. Furthermore,
it introduces two accurate DoW detection models based on
the concept of workload verification. Our evaluation shows
that the data collection overhead of Clover is under 3.2%,
while its DoW detection accuracy reaches 92.7%, even under
the most challenging scenarios. We believe our findings can
inspire further research on economic security risks in cloud
computing. In future work, we plan to extend Clover to detect
a wider range of performance-degrading attacks in serverless
environments.
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