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ABSTRACT

Attacks against data centers are becoming more common as a result
of the fast expansion of applications. In order to keep pace with the
growing amount of data centers connected to their networks, inter-
net service providers must offer comprehensive security services.
However, existing network intrusion detection systems (NIDS) are
either ineffective or inefficient for the high-speed encrypted net-
work traffic. In this paper, we design and implement Mazu, an inline
network intrusion detection system with programmable switches
specifically developed to protect data centers connecting to the
internet service provider. Mazu proposes a dual-plane feature ex-
traction model to extract extensive traffic features at near line-speed.
Mazu also proposes a lightweight one-class classification model
that trains the best parameters exclusively on benign traffic to iden-
tify the malicious traffic. In addition, Mazu introduces an online
update mechanism aimed at dynamically adjusting the detection
model in response to environmental changes. Mazu has been in
production for two years, during which time it has identified over
10 critical attack events and protect more than 10 million servers
for two ISPs. Our production and testbed evaluations demonstrate
that Mazu can detect malicious traffic entering the data center sites
with approximately 90% accuracy within minutes.
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1 INTRODUCTION

With the rapid development of big data, artificial intelligence [6],
especially language models [5, 7, 11], the demand for data centers
has increased significantly [9, 10]. In this trend, the economic losses
caused by data center attacks [2-4, 8] are also steadily rising.

The network intrusion detection system (NIDS) is an essential
device for monitoring network traffic, detecting anomalous activ-
ities, and reporting alerts upon their identification. The current
NIDS frameworks can be categorized into out-of-band and inline
based on their deployment strategies. Although most of them have
already shown high performance in malicious traffic detection, they
are still inadequate in providing high-speed encrypted traffic.

To address these challenges, we present Mazu, an inline NIDS
specifically designed to safeguard data center security at ISPs, lever-
aging the capabilities of programmable switches. Mazu achieves
both efficient and robust malicious traffic detection with the follow-
ing designs:

Dual-plane feature extraction model. We propose a new dual-
plane detection model: basic operations (e.g., packet counting, lookups)
are offloaded to programmable data plane engines for high perfor-
mance, while complex computations (e.g., division, exponential
operations) are delegated to CPU engines to fully utilize their gen-
eral computing capabilities.

Lightweight one-class classification model. Mazu advocates to
perform anomaly detection in a lightweight manner. The extraction
of valuable information concealed within encrypted traffic in a
resource-constrained environment is challenging. Therefore, we
propose a 2D Discrete Fourier Transform (2DDFT) to transform
the traffic representation to model the spatiotemporal relationship
within and between the feature sequences.

An online update mechanism. Mazu employs an online update
mechanism for parameter update. When a high false alarm rate is
detected, Mazu enters the update phase, during which the detection
model is refined using samples provided by the data center users
based on the current parameters. Our results demonstrate that Mazu
is capable of adjusting the parameters to environment changes.
Contributions. Mazu has been in production for two years, han-
dling thousands of TB traffic daily. Over the past two years, it has
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Figure 1: Mazu framework overview.

identified over 10 critical attack events and protect more than 10
million servers for the two ISPs.

2 MAZU DESIGN

This part presents the design and implementation of Mazu, an inline
intrusion detection system that is designed with programmable
switches to provide precise and effective malicious traffic detection
service for data center sites on the ISP side.

The architecture in Figure 1 depicts the structure of Mazu, demon-
strating its capability to identify and analyze harmful network ac-
tivity from the ISP to the data centers. In general, Mazu consists
of two high-level components: Agent and Server. The FTP com-
ponent extracts flow statistics features (e.g., average flow length)
and packet sequence features (e.g., packet size sequence) at the
data plane. The FVG component forms the feature vector at the
control plane. The Classifier component runs the malicious traffic
detection algorithm. The Mazu server works at the ISP network
operator center (NOC) and it is responsible for configuring and
updating the model. Mazu involves the operational phase and the
update phase.

Operational phase: Since the system developers are hard to attain
the production labeled attack events, therefore, Mazu offline trains
the one-class malicious traffic detection model just by the benign
traffic patterns (®@). Then Mazu server configures the agent (®). By
generating flow vectors through an adjustable detection window
€ (e.g., two to three minutes), the FVG component can effectively
balance detection latency with cost efficiency (®). Upon identifying
malicious behavior, the classifier promptly reports alarms to the
data center operators (®). In turn, the data center operators are
accountable for reporting any false alarms or missed attack events
that have been verified by data center users back to the classifier
(®).

Update phase: In practice, the fundamental characteristics of the
network, such as bandwidth, packet interval, and connection dura-
tion, can exhibit significant variability. This variability may cause
the training environment to diverge from the conditions observed
in the real deployment environment. When the false positive rate
of traffic analysis exceeds a pre-defined threshold after deployment,
it indicates that the current parameters are no longer adequately
aligned with the network conditions, prompting the system to enter
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Figure 3: Precision comparison across data centers.

the update phase. During this phase, the classifier component of
Mazu agent reports the extracted flow features and the correspond-
ing detection results to Mazu server (®). The ISP network operation
center (NOC) operators may participate in verifying the feedback
on the updated samples. The Mazu server then utilizes the provided
traffic samples to execute a model update algorithm designed to
adapt to these environmental changes. The updated parameters
are subsequently configured to the corresponding agents. Once
the observed false positive rate falls below the threshold, Mazu
transitions back to the operational phase (®@).

3 MAZU IN PRODUCTION

We begin our evaluation of Mazu by first performing experiments
on a real production ISP network. We selected 10 data centers to
perform the evaluations. As shown in Figure 2, each site connects to
the core routers through two access routers. The capacity between
each access router and the core router link is 100 Gbps. Each data
center operates over 20,000 applications across 100,000 servers.
Setup. We have implemented Mazu agent on the Tofino switch [1]
with 3.2 Tbps bandwidth. To conduct testing without affecting the
business, we configured the traffic mirrored to Mazu. As shown in
Figure 2, all the traffic from the Internet to the data center will be
mirrored to Mazu agent. Mazu server is deployed at the ISP network
operator center. The experiment lasted 6 months. In comparison,
we also deployed a commercial out-of-band rule based NIDS! to an-
alyze the traffic. The product manual indicates that the commercial
NIDS is implemented utilizing 20 general-purpose servers profi-
cient in rapidly sampling and detecting malicious traffic according
to pre-established rules.

Ground truth. Upon detecting malicious behaviors, the systems
will notify the data center operators. The data center operators will
verify the accuracy of the detection results with the data center
users. Furthermore, data center users also reported their attack
incidents to the data center operators to inform them of undetected
events.

Results. Figure 3 demonstrates that the overall precision accuracy
of Mazu is over 90% over the 10 data centers. Mazu has stable
performance, and it is up to 30% better than the commercial NIDS.

'We do not disclose its specific name due to the commercial privacy.



The performance of Mazu is superior to commercial NIDS due to its
ability to manage all traffic and adapt to changes in the environment,
whereas the commercial NIDS are limited to managing partial traffic
with strict rules.
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