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Abstract

The Resource Public Key Infrastructure (RPKI) plays a crucial role
in securing BGP against prefix hijacking by enabling Route Origin
Validation (ROV). However, the limited adoption of ROV in the
real world undermines the effectiveness of RPKI. Hence, measuring
ROV deployment in practice is essential for assessing the impact
of RPKI. Existing measurement efforts either suffer from limited
coverage and accuracy due to reliance on control-plane data, or
require controlled IP prefixes or large-scale deployment of vantage
points. Furthermore, most studies focused on IPv4, leaving ROV
status in IPv6 largely underexplored.

To bridge this gap, we propose ERIS, the first measurement
framework to evaluate ROV in IPv6 by leveraging ICMPv6 rate
limiting side channels. ERIS does not require controlled prefixes
or distributed vantage points, enabling scalable and accurate ROV
measurements from a single vantage point.
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1 Introduction
The Resource Public Key Infrastructure (RPKI) is the most widely

deployed security mechanism for mitigating BGP prefix hijacks.
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It operates as a hierarchical and distributed system of Route Ori-
gin Authorizations (ROAs), which specify the ASes authorized to
originate particular prefixes. By enforcing Route Origin Valida-
tion (ROV) on border routers, ASes can filter out invalid route
announcements and thus prevent prefix hijacking. However, the
limited adoption of ROV in practice undermines RPKI protection.
Many ASes, discouraged by operational costs and insufficient incen-
tives, choose not to implement ROV, leaving significant portions
of the Internet exposed to threats. Therefore, measuring ROV is
critical for evaluating the security impact of RPKI.

Prior efforts to measure ROV typically adopted control-plane or
data-plane approaches, or both. Control-plane methods [3, 4, 6, 11]
pinpoint ASes that announce or forward RPKI-invalid routes by an-
alyzing routing information, but often struggle with low accuracy
and incomplete coverage due to limited visibility from public BGP
collectors into routing decisions [6, 11]. Data-plane approaches
[1, 2, 5-7] generally rely on controlled IP prefixes or large-scale
deployment of vantage points to launch scalable and elaborate
measurements. Nonetheless, such methods demand significant re-
sources and operational overhead. In response, [8] proposed a mea-
surement framework that leverages IP-ID side channel to assess
ROV status without requiring prefix ownership or recruiting van-
tage points. However, this technique cannot be extended to IPv6.
Besides, existing studies mainly focused on measuring ROV en-
forcement in IPv4, leaving IPv6 largely underexplored.

To extend the strengths of [8] to ROV measurement in IPv6, we
present ERIS, a pioneering framework that evaluates ROV status
in IPv6 by exploiting ICMPv6 rate limiting side channels. Through
carefully crafted probing techniques and inference strategies, ERIS
enables extensive ROV measurements in IPv6 from a single vantage
point without the need for controlled prefixes or distributed probe
infrastructure. Our approach significantly lowers the barrier to
large-scale measurements, offers a practical and resource-efficient
alternative to existing techniques, and provides critical insights
into the security landscape of the next-generation Internet.

2 Reachability Inference via ICMPv6 Rate
Limiting Side Channels

ROV status and network reachability. As demonstrated in [1, 7],

a straightforward approach to measuring the ROV status of an AS

is to test whether remote hosts within the target AS can reach an
RPKI-invalid prefix. Building upon this idea, [8] leveraged IP-ID
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side channel to eliminate the need for vantage points, though their
method is limited to IPv4. To extend ROV side-channel measure-
ment to IPv6, we develop a reachability inference technique that
exploits ICMPv6 rate limiting side channels.

Prior work. [10] was the first to introduce the use of ICMPv6
rate limiting side channels for measuring network reachability.
However, this method faces two critical limitations. First, it relies on
accurate estimation of round-trip time (RTT) between two remote
hosts, which is difficult to obtain at a feasible cost and undermines
the robustness of the reachability conclusions. Second, it uses a
fixed number of probe packets for all routers, without accounting
for variations in their rate limiting parameters and implementations.
For most routers, this results in excessive probing that depletes their
token buckets unnecessarily. The prolonged refill time that follows
delays subsequent measurements, thereby reducing the efficiency
of repeated probing for individual routers.

Our approach. To overcome these limitations, we propose two
major improvements. We first eliminate the need for RTT estima-
tion by extending the timing for detecting the router’s rate-limiting
state. By continuously sending probe packets and carefully con-
trolling the rate of reflected responses, we are able to maintain the
rate-limited state if the target router is reachable, thereby enabling
robust and RT T-insensitive detection. In addition, we implement
a lightweight yet effective calibration that dynamically determines
the minimum probe rate required to trigger ICMPv6 rate limiting for
each individual router. By adapting the probe rate to each router’s
specific rate limiting threshold, this approach reduces token bucket
refill delays and substantially improves both measurement effi-
ciency and scalability. The improved reachability measurement
operates as follows:

(1) Setup. Given two remote routers A and B, along with an
unassigned address T within the subnet routed by B, our objective
is to infer whether A can reach B without requiring control over
either device.

(2) Rate calibration. To ensure robust and accurate detection, we
first employ an adaptive calibration mechanism to determine the
minimum probe rate necessary to trigger ICMPv6 rate limiting at
router B. This calibration begins with a slow start phase, where
the probe rate is doubled in each step. Starting from a low initial
rate, we send probe packets (e.g., ICMPv6 Echo Requests) to T,
eliciting ICMPv6 Destination Unreachable messages from B. We
then monitor the number of responses received: if the number
of responses matches the number of probes sent, we infer that
rate limiting has not yet been triggered; otherwise, if the response
count falls below the number of sent probes, we conclude that
the rate-limiting threshold has been exceeded. Subsequently, we
perform a binary search between the last non-limiting rate and the
first limiting rate to pinpoint the minimum probe rate that reliably
triggers rate limiting. This adaptive procedure tailors the probe rate
to each router’s specific threshold and reduces the impact of token
bucket refill delays.

(3) Reachability inference. Once the minimum rate-limiting thresh-
old of B is established, we proceed with the reachability measure-
ment. We send ICMPv6 Echo Requests to A at the calibrated rate,
with a spoofed source address T. This prompts A to send ICMPv6
Echo Replies back to T at the same rate. If A can reach the pre-
fix routed by B, these replies will be transmitted to B, and B will
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generate ICMPv6 Destination Unreachable messages. By tuning
the probe rate to trigger rate limiting, we can maintain B in a rate-
limited state over an extended period. This prolonged timing allows
for accurate observation of rate-limiting behavior and significantly
improves the robustness of the detection. Finally, we send a small
number of normal ICMPv6 Echo Requests to T. By comparing the
expected and observed number of error messages received, we can
reliably determine whether B is rate-limited, thereby inferring the
reachability from A to B.

Practical considerations. While our approach enables robust
and scalable reachability inference via ICMPv6 rate limiting, its
applicability is subject to several conditions:

(1) Source address spoofing. The measurement host must support
IPv6 source address spoofing, which may be blocked by
source address validation (SAV). In practice, many vantage
points without strict SAV enforcement remain usable.
Sufficient reflected response rate. Router A must respond to
spoofed probes at a sufficiently high rate to trigger rate
limiting at B. To satisfy this, we only select routers with
loose rate limiting for measurement.

Global rate limiting. We assume that router B enforces global
ICMPv6 rate limiting across all incoming traffic. To ensure
this, we conduct a supplemental test to filter out routers that
apply per-source rate limiting.

ICMPv6 filtering. Intermediate networks or end routers may
apply ICMPv6 filtering and thus drop reflected ICMPv6 mes-
sages from A, which may hinder the observation of rate-
limiting behavior. To mitigate this issue, we can use alter-
native reflection-based protocols such as TCP packets or
UDP-based DNS queries. For example, spoofed DNS requests
sent to a DNS resolver A’ can induce it to send responses to
B, which can similarly trigger rate limiting and thus serve
the same purpose as ICMPv6 in our measurement.

3 ROV Measurement with ERIS

In this section, we present how ERIS infers ROV status by leverag-
ing ICMPv6 rate limiting side channels described in Section 2. As
shown in Figure 1, ERIS first identifies IPv6 addresses within glob-
ally routed prefixes and RPKI-invalid prefixes. This yields two sets
of responsive addresses: those located within ASes (referred to as
probes), and those located within RPKI-invalid prefixes (referred to
as targets). ERIS then performs reachability measurements for each
pair of probes and targets. Finally, it aggregates the measurement
results at the AS-prefix level to assess the ROV status.
Discovery of probes and targets. We use the RouteViews [9]
dataset to extract global IPv6 prefixes, and validate the latest BGP
updates to select the prefixes exclusively covered by RPKI-invalid
announcements, ensuring that packets sent to these prefixes can
only be routed to an illegitimate AS [8]. We then apply the strategy
described in [10] to obtain active router addresses as probes and
targets from the corresponding prefixes. For each prefix, we iterate
over its /64 sub-prefixes and randomize lower bits to construct
a probe address. Due to the sparsity of the IPv6 address space,
sending an echo request to such an address typically elicits an
ICMPv6 Destination Unreachable message from a periphery router,
which reveals the router address and an unreachable IPv6 address
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Figure 1: The framework of ERIS.

within its subnet. To ensure availability, we further select probes
that can promptly respond to frequent requests and targets with
global rate limiting.

Reachability measurement. We filter out ASes that do not
have sufficient number of identified probes to improve the confi-
dence of subsequent measurements. For each remaining AS, we
measure the reachability from each of its probes to each target as
described in Section 2. To mitigate transient network jitter, we
conduct multiple rounds of measurement and draw reachability
conclusions only if consistent results are observed.

Result aggregation. We aggregate the results at AS-prefix level
to infer ROV status. Inspired by [8], we define a filter ratio to evalu-
ate the extent of RPKI-based protection. Specifically, the filter ratio
represents the proportion of RPKI-invalid prefixes that are unreach-
able from all probes within a given AS. A higher ratio indicates
better protection, as more invalid prefixes are filtered—either due
to the AS’s own ROV deployment or collateral benefit derived from
its upstream providers.

4 Preliminary Results

We implemented a prototype framework (about 4.5K lines of code)
and conducted a preliminary experiment that covers 5,440 ASes.
Based on a simple assumption that ASes with a filter ratio below
50% have not deployed ROV, we found that 43.66% of them have not
implemented ROV. For example, we observed that a Tier-1 provider
AS6762 has not deployed ROV, which aligns with its behavior in
IPv4, as reported by [8]. Compared to APNIC [7], ERIS achieves
over 89% recall within the top 10, top 100, and top 1,000 AS rank-
ings. However, a minor yet non-negligible portion of our results
shows inconsistencies with APNIC, primarily because we use a
fixed threshold for classification while the filter ratios measured
by both methods are inherently sensitive to variations in vantage
point sampling, which can lead to discrepancies in classification
outcomes. In future work, we plan to enhance the measurement
framework to improve its accuracy and robustness, and to perform
a more comprehensive analysis of the measurement results. We
also intend to regularly release updated datasets to support ongoing
research in the community.

5 Ethics

We have made extensive efforts to minimize the impact on network
devices. We limit the total scanning bandwidth to 100 Mbps and
the maximum bandwidth per prefix to 1 Kbps during the discovery
phase. In reachability measurements, we use the minimum rates
to conserve bandwidth on both probes and targets. With a probing
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rate of 100 pps and a packet size of 70 bytes, we ensure that the
peak bandwidth usage is limited to approximately 14 KB/s, and the
process completes within 5 seconds.
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