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ABSTRACT

Serverless computing, or Function-as-a-Service, is gaining continu-
ous popularity due to its pay-as-you-go billing model, flexibility,
and low costs. These characteristics, however, bring additional secu-
rity risks, such as the Denial-of-Wallet (DoW) attack, to serverless
tenants. In this paper, we perform a real-world DoW attack on com-
modity serverless platforms to evaluate its severity. To identify such
attacks, we design, implement, and evaluate Gringotts, an accurate,
easy-to-use DoW detection system with a negligible performance
overhead. Gringotts addresses the information ambiguity inherent
in serverless functions by introducing a well-designed performance
metrics collection agent. Then, Gringotts uses the Mahalanobis
distance to discover anomalies in the distribution of the metrics.
We implement Gringotts as a real system and conduct extensive ex-
periments using a testbed to evaluate the performance of Gringotts.
Our results indicate that Gringotts has a performance overhead of
less than 1.1%, with an average detection delay of 1.86 seconds and
an average accuracy of over 95.75%.
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Short-lived

Pay-as-you-go

Auto-scaling

Figure 1: Typical serverless platform architecture. Functions

2, 4, and 5 are functions that are scheduled to execute after

functions 1 and 3 yield their allocated CPUs.

1 INTRODUCTION

Serverless computing, or Function-as-a-Service (FaaS), has contin-
ued to evolve at a tremendous speed since its inception [9]. With
the serverless computing paradigm, tenants entrust the platforms
with additional responsibilities such as task deployment, environ-
ment configuration, and auto-scaling. More companies, especially
startups, are considering moving their businesses to serverless plat-
forms since they offer appealing advantages, e.g., flexibility, low
cost, and the pay-as-you-go billing model.

Figure 1 shows a typical serverless platform architecture. Users
usually upload their code to the serverless platform, and the plat-
form will generate an execution instance based on the code, where
the instance may be a virtual machine (VM), container, or process,
depending on the implementation of the platform. When a new
request is dispatched to an instance via the load balance, the acti-
vator determines whether to cold start, scale, or route the request
directly to the associated execution instance. Throughout the pro-
cedure, serverless embodies three key features: (i) pay-as-you-go,
i.e., users only pay for the consumed resources; (ii) auto-scaling,
i.e., the platform automatically scales in and out in response to the
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Commercial Platforms Duration Costs Requests Costs (/1M requests) Other Costs

AWS Lambda[50] $1.667 ∗ 10−5/GB-s $0.20 Networking + Resource reserved
GCF[51] $2.5 ∗ 10−6/GB-s + $1.0 ∗ 10−5/GHz-s $0.40 Networking + Deployment costs

Azure Functions[52] $1.6 ∗ 10−5/GB-s $0.20 Networking + Storage costs
Alibaba Cloud FC[49] $1.6384 ∗ 10−5/GB-s $0.20 Networking

Table 1: Current billing models of major commercial serverless platforms.

traffic; and (iii) short-lived, i.e., several functions are multiplexed
on the same CPU core and recycled when they are idle.

These features distinguish FaaS from Infrastructure-as-a-Service
(IaaS), but they also expose serverless tenants to traditional attacks
as well as additional security threats. One of these security threats
is the Denial-of-Wallet (DoW) attack, which can be seen as a vari-
ant of the Denial-of-Service (DoS) attack specifically conducted on
serverless platforms. There are two primary DoW attack types, i.e.,
external DoW attacks and internal DoW attacks. The external DoW
attackers will drain money from the victims by repeatedly invok-

ing the APIs that the victims unwittingly expose, and the internal
DoW attackers will try to cause resource contention on the function
instances (e.g., containers or VMs) of the victims, slowing down
their programs. In this paper, we focus on internal DoW attack
detection since external DoW attacks can be detected by existing
technologies, e.g., ingress filtering [13, 74], traceback [63, 78], and
source validation [33, 69].

Similar to a DoS attacker, an internal DoW attacker conducts
such attacks to acquire advantages in malicious industry competi-

tion, extortion, or hacktivism. By delaying the execution of a victim’s
function, an internal DoW attack can have two direct effects on
the victim. First, the internal DoW attack can cause victims to
go bankrupt due to platform expenses resulting from extended
execution duration and the "pay-as-you-go" billing model. For ex-
ample, a startup has reported spending $72,000 and nearly declaring
bankruptcy due to improperly configured serverless functions [66].
Second, the critical services of the victim will be severely disrupted
due to the increase in function duration. Amazon has claimed a 1%
loss in sales for every 100𝑚𝑠 increase in page load time [26].

For internal DoW attack detection, the platforms must monitor
and analyze the low-level resource usage of specific bare-metal ma-
chines. Fast and precise internal DoW attack detection is a big chal-
lenge, as it must satisfy two objectives. First, improper sampling of
performance data can induce inaccuracies in the detection. Second,
serverless functions are transient and highly dynamic, contributing
to a noisy environment. There are two kinds of performance anal-
ysis methods. The first is based on application-level approaches:
metrics tools (e.g., Prometheus [53]), tracing tools (e.g., Jaeger [22]),
and logging tools (e.g., Fluentd [14]). These tools collect metrics at
or above the operating system level, such as CPU utilization and
application logs. They do not, however, collect low-level informa-
tion such as bus locking and cache misses. The second is based
on collecting hardware metrics, such as opcm [46], perf [18], and
likwid [31]. These tools determine the physical machine’s status
based on the number of operations performed by the hardware.
But they collect metrics using timers, which leads to data ambi-
guity. Additionally, because these solutions lack knowledge about
application behavior, they are unable to determine if changes in the
underlying metrics are the result of load fluctuation or an attack.

Facing these challenges, we make the following contributions:

Firstly, we perform a comprehensive analysis of the DoW attack,
including its types, root causes, etc. (see § 2). Then we conduct a
real-world internal DoW attack on commodity serverless platforms
to show DoW jeopardization and understand its root cause. We
also generalize the challenges of internal DoW attack detection on
serverless platforms (see § 3).

Secondly, we develop a generic system, named Gringotts, for the
accurate and timely detection of internal DoW attacks on serverless
platforms (see § 4). Gringotts has an easy-to-use and fast request-
oriented sampling tool that is aware of the function behavior
(see § 5). On the one hand, the implementation of Gringotts is
loosely coupled with the function and is independent of the metrics
selected. On the other hand, its execution is tightly coupled with
the function, guaranteeing that metrics collection is unaffected by
multiplexing, runtime destruction, or changes in the function’s be-
havior. Additionally, Gringotts discovers the linear relationship
between execution time and the HPCs. It incorporates a fast and
efficient internal DoW detection algorithm based on HPC-based

workload verification and utilizes the novel concept that the
genuine workload remains constant with or without an internal
DoW attack. It determines if an internal DoW attack happened
based on changes in the workload distribution. We assume that the
performance metrics follow a learnable overall trend under nor-
mal conditions and represent this distribution using a hyperplane.
Then Gringotts describes the noise in the metric collection using a
multivariate Gaussian distribution. Finally, by calculating the Maha-
lanobis distance between the sample and the center of the Gaussian
distribution, we are able to accurately assess the occurrence of the
internal DoW attack (see § 6).

Thirdly, we implement Gringotts as a real system and conduct
extensive experiments using a testbed (see § 7). Our experiments
demonstrate that Gringotts can: (1) impose a negligible overhead
of less than 1.1%; (2) detect the onset of a DoW attack in as little as
1.86 seconds; and (3) achieve an average accuracy of over 95.75%.

The remainder of this paper is organized as follows: In Sec-
tion 2, we introduce the background. In Section 3, we define the
Denial-of-Wallet attack (Sec 3.1), conduct a real-world DoW attack
(Sec 3.2), and discuss the detection challenges (Sec 3.3). We pro-
vide an overview of Gringotts’ architecture in Section 4, discuss its
sampling method in Section 5, and introduce the detection model
in Section 6. We conduct thorough experiments on Gringotts in
Section 7. Sections 8, 9, and 10 are the discussion, related work, and
ethical concerns. Finally, we conclude the paper in Section 11.

2 BACKGROUND

In this section, we first briefly introduce the serverless concept
and its billing model (Sec 2.1). Then we discuss the memory bus
locking technique (Sec 2.2) and the performance background noise
of serverless platforms (Sec 2.3).
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2.1 Serverless Computing and Billing Models

As an emerging cloud programming paradigm, serverless comput-
ing derives its attractiveness from the pay-as-you-go billing model,
the facilitation of deployment, the seemingly infinite scalability,
and competitive performance.

The billing model for serverless computing is based on the idea
of "pay-as-you-go" and is widely adopted by cloud providers like
AWS [28], Google [16], Microsoft [17], and Alibaba [7], as shown
in Table 1. The most important component of the billing model is
the duration costs, which start when a new request is received
and end when a response is returned. For instance, a function on
AWS Lambda that processes a request in 1 second and has 1024 MB
of memory will be charged $1.667 ∗ 10−5 for duration costs.

This duration-based billing model gives FaaS a price advantage
over IaaS. However, clients may be overcharged if their functions
slow down or for time when they do not run at all. Functions can
either actively (e.g., sleep) or passively (e.g., wait for I/O opera-
tions) yield their allocated CPUs during the execution. Experiments
show that the CPUs can execute other tasks after being yielded, but
the victims will still be charged until their functions return the

response on commodity platforms. Attackers can cause resource
contention and, by leveraging this flaw, convert the victim’s pro-
longed execution time into financial exhaustion. We refer to this
attack as a "Denial-of-Wallet attack" (Sec 3.1).

2.2 Memory Bus Locking

Modern processors employ a special technique to preserve the
atomicity of certain instructions. When an atomic memory oper-
ation (e.g., ATOMIC_FETCH_ADD) crosses the cache line boundary,
the hardware will briefly halt other memory operations in order
to comply with the cache coherence protocols [2]. This process,
represented in Figure 2, is known as memory bus locking and can
be leveraged by attackers to discover function co-location or slow
down the execution of the victim.

Memory bus locking is permitted on the majority of the cloud
platforms, and it is simple to implement without any additional
privileges. Atomic memory operations such as ATOMIC_FETCH_ADD
are commonly used in multithreaded applications for communica-
tion over shared resources, and even the language runtimes (e.g.,
Python) contain these instructions. Normal users can execute such
instructions either by directly coding them in their functions, as in
Listing 2, or by implicitly invoking them through implementations
of the language runtime. Given the prevalence of these operations,
cloud providers cannot defend themselves with simple patches,
such as banning all types of atomic operations. Moreover, it is a
hardware vulnerability that affects all x86 hardware (Intel [2] and
AMD [36]) and themajority of cloud apps (e.g., machine learning ap-
plications, HTTP servers, key-value stores, etc.). These instructions
cause hardware-level congestion that OS-level tools (e.g., cgroups)
are unable to detect or control.

To demonstrate that existing cloud platforms still support the
above-mentioned atomicmemory operation, we validatedAWS [28],
Google Cloud Function [16], Microsoft Azure Function [17], and
Alibaba Function Compute [7]. We allocate a contiguous mem-
ory region and then perform an eight-byte atomic operation with
an increasing offset on this region. The results of the experiment

L1 Cache (I/D)

L2 Cache

…

Attacker 
Function

Cache Line 1
Cache Line 2

Loop: ATOMIC_FETCH_ADD(ptr)

LLC Cache  
Slice

Victim 
Function

CPU jCPU i

Logical LLC

Slow down Memoryy Bus

L1 Cache (I/D)

L2 Cache

ptr = malloc(cache_line)
ptr = ptr + 2

Attack procedure

Loop

Figure 2: Overview of memory bus locking.

Figure 3: Latency spikes caused by atomic operations.

are shown in Figure 3. When an 8-byte atomic memory operation
crosses the cache line boundary (Offset 1-7), the instruction’s ex-
ecution time increases from tens of milliseconds to thousands of
milliseconds. This provides convincing evidence that cloud service
providers enable memory bus locking.

2.3 Performance Background Noise

Despite the strong isolation provided by VMs and the resource con-
sumption restrictions enforced by Linux cgroups interfaces [34],
commodity FaaS platforms display pervasive performance back-

ground noise, which has a significant impact on the precision of
the performance monitoring model. Numerous factors contribute
to this noise, including the short-lived nature of the function, the
scheduling of the platform, etc.

1 def lambda_handler(event , context):
2 return {'statusCode ': 200, 'body': b'Hello -World!'}
3
4 server(lambda_handler).run()

Listing 1: An example of Python Hello-World function.

We measure the execution time of a simple Python Hello-World
function similar to Listing 1. Other impacts, such as gateway conges-
tion, are excluded since they are not counted in the execution time
[49–52]. Figure 4 shows a periodic "traffic tide" on AWS Lambda
and Alibaba Cloud FC over a four-day period. On the same day,
gaps between the maximum and minimum execution duration of
the same function were exceeded sixfold on AWS Lambda and 17

times on Alibaba Cloud FC.

3 DENIAL-OF-WALLET ATTACK

In the following section, we first introduce the Denial-of-Wallet
attack (Sec 3.1). Then, we present a thorough and comprehensive
description of the internal DoW attack by providing a real-world
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Idle Time Busy Time

Figure 4: Ubiquitous background noise in AWS Lambda[28] and Alibaba Function Compute[7].

example (Sec 3.2) and discussing the challenges of internal DoW
attack detection (Sec 3.3).

3.1 What Is Denial-of-Wallet Attack

We define the Denial-of-Wallet (DoW) attack as a variant of the

Denial-of-Service (DoS) attack specifically conducted on serverless

platforms. Generally, DoW attackers leverage DoS techniques such
as generating request flooding or imposing resource contention to
stress the target tenant. However, there are three key differences
between DoW and classic DoS attacks.

First, although both DoS and DoW attacks try to drain the re-
sources of the victim, DoS attackers try to exceed resource limita-
tions, whereas DoW attackers focus on the pay-as-you-go billing
model. Second, DoS attacks often result in the complete unavail-
ability of services, while DoW attacks leave services accessible for
normal users. Finally, DoS and DoW attacks have distinct financial
consequences. DoS attacks will result in business interruption, rep-
utation damage, and customer loss. DoW attacks, on the other hand,
turn the stress on the target tenants into direct charges from ISPs
because the victims have to pay for the used resources or instances.

DoW attacks can be classified into two types depending onwhere
the malicious resource consumption is launched: external DoW at-

tacks and internal DoW attacks. External DoW attacks take advan-
tage of the victims’ service or resource APIs [24, 38] and generate
massive invocations of these APIs. External DoW attacks can be
defended by existing DoS detection mechanisms such as ingress
filtering [13, 74], traceback [63, 78], and source validation [33, 69].
External DoW attacks are not the focus of this paper.

3.2 How to Launch an Internal DoW Attack

Internal DoW attacks are carried out by triggering resource con-
tentions on shared hardware. Attackers deploy malicious functions
utilizing co-location detection techniques and invoke them to ex-
cessively utilize unmonitored yet vital shared resources. The victim
will obtain the correct function execution result, but due to the
serverless billing model (Sec 2.1) and the longer execution time, the
victim will be charged multiple times. In an internal DoW attack,
the target victim’s functions are a set of functions belonging to
a specific user. After choosing the function of the intended victim,
an attacker can execute a standard internal DoW attack with the
following three steps:

Step 1: Malicious function placement. The attacker deploys
hundreds of functions as normal users and expects them to reside
on the same physical machine as the victim. Using co-location

verification methods, the attacker then terminates functions that
are not co-located. In this paper, we employ a covert channel similar
to [76] for co-location verification; its pseudo-code is included in
Section 8.

1 #define LEN 8192
2
3 void memory_bus_locking () {
4 atomic_llong* ptr=( atomic_llong *) malloc ((LEN +1) *8);
5 atomic_llong* unalign_ptr=ptr+2;
6
7 // start locking loops
8 for (int i=0; i<DEFINED_LOOP_TIMES; i++) {
9 for (int j=0; j<LEN; j++) {
10 atomic_fetch_add(unalign_ptr+j, 1);
11 }
12 }
13 }

Listing 2: An example of memory bus locking.

Step 2: Create resource contentions. The attacker then exe-
cutes the co-located malicious functions deployed in Step 1 to slow
down the execution of the target functions. Memory bus locking
(Sec 2.2) will be executed by these functions when invoked.

To performmemory bus locking, an attacker can program atomic

memory instructions that cross cache line boundaries into their func-
tions. For the Intel x86 architecture [2], these operations are lan-
guage instructions (e.g., Interlocked.Increment in C#, atomic
.AddUintptr in Golang, ATOMIC_FETCH_ADD in C++, etc.) that will
be translated into machine code that will trigger the automatic
locking protocol (e.g., XCHG) or have the LOCK# prefix (e.g., XADD).

We use memory bus locking (shown in Listing 2) to create shared
resource contentions, but this is not fundamental. Contentions
on numerous shared resources, such as PCIe I/O switches [65],
caches [23, 32, 81], and even power management [6, 20], have been
reported to degrade the performance of the entire physical machine.
These contentions on shared hardware resources are also easy to
conduct and difficult to defend.

Step 3: Direct financial exhaustion. Finally, the pay-as-you-
go billing model will turn the performance loss into the victim’s
financial exhaustion. Given that resource allocation remains as
configured and execution time is multiplied, the amount of money
spent by the user will increase as a consequence of the attack.

To show the practicality and feasibility of the internal DoW
attack, we executed a real-world internal DoW attack against AWS
Lambda [28], Microsoft Azure Function [17], and Alibaba Function
Compute [7] following the three steps outlined above.
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(a) Influence of the DoW attack on function execution time.

(b) Influence of the DoW attack on per-request cost.

Figure 5: An example of real-world Denial-of-Wallet attack.

3.2.1 Attack Settings. For simplicity and generality, we implement
a Hello-World function similar to Listing 1 as the victim function.
To detect co-residency, we implement a covert channel similar to
[76]. The functions of the victim and the attacker are deployed from
two different accounts, both controlled by us. We use code similar
to Listing 2 to implement memory bus locking in the malicious
functions. To ensure that the results of the victim function are not
affected by background noise, we alternate several times between
normal execution and attack procedure. Figure 4 depicts hourly fluc-
tuations in performance, whereas our experiment is conducted on a
minute scale. Before and after the attack, we observed a significant
and stable shift in the duration of the victim function. We retrieve
the experiment results (resource usage or per-request billing infor-
mation) using APIs offered by cloud platforms. For platforms that
do not give direct pricing information, we manually calculate the
amount using the corresponding billing model [49, 50, 52].

3.2.2 Attack Results. Figure 5a depicts the execution time of the
victim function before and after the attack. The attack drastically
reduces the victim’s performance and raises the charge. On AWS
Lambda, the victim’s original average function execution time was
0.93𝑚𝑠 , whereas this number increased to 34.44𝑚𝑠 after being at-
tacked, increasing by 37.03 times. On Alibaba FC, the victim’s aver-
age duration has increased by 78.88 times, from 1.45𝑚𝑠 to 114.37𝑚𝑠 .

The average duration increase of Azure (from 13.71𝑚𝑠 to 35𝑚𝑠)
was not as great as that of AWS Lambda and Alibaba FC. This
is likely due to the fact that the Azure platform does not permit
users to adjust the number of CPUs utilized by a function [17]. It is
essential to mention that all platforms execute the identical func-
tions. The average execution time of Azure functions during normal
execution (13.71𝑚𝑠) is much longer than that of AWS (0.9𝑚𝑠), indi-
cating that Azure scheduled the victim functions. During an attack,
Azure and AWS both had to allocate an entire CPU to the victim
function, so their performance became nearly identical (∼ 35𝑚𝑠).

Figure 5b shows the rise in the per-request cost. Since the mem-
ory usage of the victim function does not change before and after
the attack, the increased cost of the function is proportional to
its execution duration. Notably, in Alibaba FC, the execution time
and resource consumption do not rise by the same factor. This, we
believe, is because the platform rounds up execution time in request
units when invoicing for resources.

Figure 6: Sample validation rate on Azure traces [80].

Retrieved Data

? ? ?

Actual Data

Figure 7: Sampling with a fixed-length window.

A hypothetical victim scenario. Consider the following scenario
described in the AWS Lambda pricing example [50]: A victim de-
ploys a mobile backend application. The program is configured with
1536 MB of memory and handles three million requests per month
with a 120𝑚𝑠 response time for each request. The application is
expected to use 5.4 ∗ 105𝐺𝐵 ∗ 𝑠 of resources, for which the victim
should be charged $2.73 after subtracting the 4 ∗ 105𝐺𝐵 ∗ 𝑠 free tier
amount. However, if a malicious tenant conducts an internal DoW
attack, the victim may consume 1.998 ∗ 107𝐺𝐵 ∗ 𝑠 of resources and
will be charged $326.33 for the single application.

3.3 Accurate Detection Is Challenging

DoW attacks are carried out by maliciously utilizing shared hard-
ware resources amongst tenants on the same bare-metal machine.
To detect such misbehavior, platforms must monitor and analyze
the resource usage characteristics of specific bare-metal machines.
However, because serverless workloads are transient and extremely
dynamic, accurately detecting DoW attacks presents two significant
challenges.

Errors introduced by improper sampling. Previous studies
such as memory DoS detections [30, 79], performance and resource
interference predictions [4, 15, 29, 35, 41, 54, 62, 70, 75] have all
used a fixed-length window sampling approach to record perfor-
mance metrics and resource consumption attributes. Every few
milliseconds, the sample agent obtains resource-related statistics
via hardware Processor Counter Monitor (PCM) tools. This method
of sampling with a fixed-length window overlooks the regularly
changing function contexts in serverless systems, resulting in data
invalidation and corruption.

Data invalidation is caused by the well-known short-lived nature
of serverless functions, as functions may not be executed when
sampled. To demonstrate, we conduct a simulation using the traces
in [80], as shown in Figure 6. We calculate the cumulative fraction
of invalid data collected for each function using a fixed sampling
window size of 10𝑚𝑠 to 10𝑠 . More than 80% of the functions have a
valid rate of less than 20%.

Data corruption is caused by the differences in performance met-
rics between functions and between requests for the same function,
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Shared Resources
Serverless
Platform

Figure 8: The architecture of Gringotts. Users and operators receive attack alarms and take additional actions.

as shown in Figure 7. On the one hand, serverless solutions enable
high resource utilization by multiplexing different functions on the
same CPU core. Due to the fact that different apps present signifi-
cantly different metrics, this multiplexing will combine them. On
the other hand, performance metrics may vary significantly depend-
ing on the nature of the request. [40] demonstrates how an image
blurring function’s memory consumption changes significantly
depending on the size of the input image. Additionally, metrics
widely used in [30], such as Last Level Cache (LLC) hits/misses,
also change significantly when various requests are processed.

Errors introduced by the noisy environment. Serverless sys-
tems are more congested than IaaS, which co-locates VMs less or
equal to the core numbers. The number of serverless instances on
a bare-metal machine might easily exceed 100 [64], posing a bigger
denoising challenge. Furthermore, bursty workloads of serverless
functions [61] complicate the detection model. Platforms must de-
termine whether the changes in performance metrics are caused
by traffic surges or a DoW attack.

4 SYSTEM OVERVIEW

Architecture. Gringotts consists of two high-level components: (i)
an Agent and (ii) a Diagnostic Program.

Figure 8 shows a simplified system architecture of Gringotts.
To utilize the serverless service provided by the platform, users
must integrate their code into the runtime template provided by the
cloud providers [25, 44, 45, 57–59]. Upon receiving requests from
tenants, the cloud provider will select a server from the cluster
and deploy the uploaded function on that physical machine. The
platform will allocate a specified amount of resources based on the
subscription of the user, and the function runtime will maintain a
processing loop to handle received requests.

The Agent of Gringotts is responsible for monitoring the re-
source utilization of the target functions. It is incorporated by the
platform into the runtime of everymonitored function and deployed
along with the instance just like any other runtime component (e.g.,
HTTP request handling, function logging). The Agent will be auto-
matically executed to gather hardware performance metrics each
time the users invoke the functions. Function metrics are collected,
aggregated into a request-based unit, and then transmitted to the
Diagnostic Program. The Agent accepts coordination from the plat-
form and maintains the same lifecycle as the user function.

The Diagnostic Program of Gringotts performs the actual de-
tection of the internal DoW attacks atop physical machines. The
aggregated performance metrics received from the Agent can be
transmitted through protocols such as HTTP, gRPC [19], or even

piggybacking. It does per-request detection in real-time for target
functions without requiring local execution on the same machine,
and cloud providers might deploy a Diagnostic Program for every
few machines based on the workload. Attack alarms are provided to
both users and platform operators when a DoW attack is suspected.
They may also take additional actions, such as verifying the DoW
attack and halting losses.

Metric Name Metric Descriptions
LOAD_L3_MISS Retired load uops missed L3.

LOAD_L3_HIT
Retired load uops with L3 cache

hits as data sources.

SPLIT_LOADS
Retired load uops that split across

a cache line boundary.

SPLIT_STORES
Retired store uops that split across

a cache line boundary.

LOCK_DUR
Cycles in which the L1D and L2 are
locked, due to a UC lock or split lock.

LLC_MISS
Each cache miss condition
for references to the LLC.

LLC_REF
Requests originating from the core that

reference a cache line in the LLC.
ICACHE_MISS Instruction Cache (ICACHE) misses.

Table 2: Selected PCMevents and correlated descriptions [47].

Request-oriented sampling. As shown in Figure 7, the traditional
method of sampling with a fixed-length window will result in in-
formation ambiguity in serverless computing. Gringotts adopts a
request-oriented sampling method to overcome these drawbacks
for the following three reasons: First, by monitoring the workload
in a per-request context, metrics are automatically gathered and
aggregated in a lightweight manner. The fluctuation of metrics
brought on by function multiplexing is prevented. Second, by keep-
ing track of the request context,Gringotts is aware of the lifecycle of
the application logic. This understanding of application logic elimi-
nates a substantial amount of invalid and redundant data, which
is difficult to accomplish on IaaS or with fixed-length sampling.
Third, requested-oriented sampling can capture the execution pat-
tern of functions, using the request as the pattern. Doing so is
highly intuitive, as similar inputs are likely to result in comparable
execution.
Metric selection. Table 2 shows the exact metrics chosen from
Intel’s PCM vector [47] to characterize the resource utilization.
Gringotts selects performance metrics according to two primary
criteria. First, they are relevant to DoW attacks, as internal DoW
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attacks utilize memory bus locking to create resource contentions.
Second, they reflect the workloads of applications. These metrics
capture the time-consuming instructions of the monitored func-
tions, including cache misses and memory accesses. When memory
regions across cache line boundaries are accessed, metrics such as
SPLIT_LOADS and SPLIT_STORESwill collect information about un-
derlying memory bus locks. Other metrics, such as LOAD_L3_MISS
or LOAD_L3_HIT, are related to retired cache or memory operations.

5 PERFORMANCE METRICS COLLECTION

In this section, we first briefly introduce the Agent (Sec 5.1). Then
we discuss how Gringotts solves the data ambiguity challenge (Sec
5.2) and achieves low overhead (Sec 5.3). Finally, we highlight some
additional advantages in the design of the Agent (Sec 5.4).

5.1 Workflow

The key element of Gringotts’ design is request-oriented sam-

pling. Traditional monitoring systems often adopt the fixed-length
sampling method and are consequently incapable of resolving the
issue of information ambiguity. In contrast, request-oriented sam-
pling accurately captures the runtime characteristics by integrat-
ing the application-level features of request processing with the
hardware-level metrics of performance counters.

Figure 9 shows a simplified workflow of Gringotts, annotated
with � - �. When a function is deployed as a result of runtime
cold-starts, the Agent instantly launches an initialization to con-
struct the associated data structures (Step �). After that, the Agent
performs PCM event registrations (Step �). A fresh round of met-
ric gathering is triggered by the arrival of a request (Step �). The
Metric Collector utilizes low-level interfaces to gather performance
measurements from the hardware performance counters (HPC)
(Step �). Step � enqueues the sampled data into a ring buffer. All
of the buffered data will be delivered to the diagnostic program in a
single, straightforward manner once the request has completed pro-
cessing (Step �). The aggregated performance metrics are stored
in a JSON-style string. For instance, the performance metrics for
𝑅𝑒𝑞𝑢𝑒𝑠𝑡𝑖 of 𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑗 might be formatted as:

{𝑅𝑒𝑞_𝑖𝑑 : 𝑟𝑖 , 𝐹𝑢𝑛𝑐_𝑖𝑑 : 𝑓𝑗 , 𝑃𝑟𝑜𝑐𝑒𝑠𝑠_𝑡 : 𝑇 ′ −𝑇,

𝑀𝑒𝑡𝑟𝑖𝑐1 : 𝑣
′
1 − 𝑣1; 𝑀𝑒𝑡𝑟𝑖𝑐2 : 𝑣

′
2 − 𝑣2; ... }

5.2 Function-Metric Coordination

Information ambiguity is produced as a result of multiplexing, run-
time destruction, and changes in the behavior of functions in which
one kind of metric is mixed with invalid samples or other kinds of
metrics. The key idea for Gringotts to effectively address the issue
of information ambiguity is to coordinate the high-level function

behaviors while gathering low-level performance metrics.
To address the multiplexing-related issue, we recommend that

metric collection behaviors be bound to the runtime. More pre-
cisely, when the context changes, we save or restore the metrics.
We enable this by leveraging the perf_event_open() syscall of
Linux [37], and it is chosen since this implementation provides the
best performance. It should be noted, however, that our solution
is only interface-compatible with the perf_events tool [18]. The
three profiling modes of perf_events are period/frequency-based

Figure 9: Gringotts’ performance metrics collection.

counting, profiling, and tracing. Its target and sampling method are
significantly different from those of Gringotts.

To address the issue of runtime destruction, we include an Agent
in each runtime. Specifically, we implement this using dynamic li-
brary loading, which minimizes the need for programmodifications.
This ensures that metrics are only collected during the execution
of the serverless functions.

To enable proper detection of changes in function behaviors,
we creatively leverage the request-oriented nature of serverless
architecture. Whenever the runtime receives or sends a request,
the Metric Collector module is invoked proactively rather than
reactively. In contrast to VMs, which have confusing mapping rules
between input, output, and function behaviors, serverless functions
receive and send requests in a manner that precisely represents the
bounds of function activities. While different requests might cause
the function to behave differently, the processing logic is basically
comparable when the same request is handled.

5.3 Negligible Performance Overhead

It is not straightforward to perform low-overhead, fine-grained
measurements. To accomplish this, we must minimize any unnec-
essary performance overhead, which influences how the Agent is
positioned by Gringotts.

We cannot run the Agent in a process separate from the func-
tion being measured, as this would subject the sampling process to
the scheduling of the operating system, cross-core HPC accesses,
context switching overhead, etc. As a result, Gringotts implements
the Agent as a user-level dynamic library that is actively invoked
by the function in order to minimize the sampling process’s per-
formance overhead. To further optimize sampling efficiency, we
read and write performance monitoring counters using user-mode
instructions such as rdpmc, avoiding system calls that may cause
performance issues. Apart from the overhead associated with in-
voking dynamic libraries within the language (e.g., Python adds an
extra 24𝑢𝑠 of overhead), the sampling itself can be performed in
less than 1𝑢𝑠 .

We constructGringotts for collecting fine-grainedmetrics similar
to SHIM[75] and [37], as shown in Algorithm 1. At the start of each
sampling cycle, Gringotts uses the RDTSCP instruction to obtain the
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Algorithm 1 Fine-grained metrics collection algorithm

Input: 𝑇 - Trigger event,𝑀 - Metadata, 𝑅 - Predefined registers
Output: 𝑋 - Sampled performance metrics
1: if 𝑇 then

2: 𝑐𝑦𝑐 ← 𝑅𝐷𝑇𝑆𝐶𝑃 () // Record the timestamp
3: (𝑀𝑒𝑚𝑜𝑟𝑦 𝐵𝑎𝑟𝑟𝑖𝑒𝑟 ) // Ordering constraint before reading
4: for 𝑟 ← 𝑅 do

5: Assert not𝑀 [𝑟 ] .𝑚𝑢𝑙𝑡𝑖𝑝𝑙𝑒𝑥𝑒𝑑
6: 𝑥 ← 𝑟𝑑𝑝𝑚𝑐 (𝑟 ) // Read the register in user mode
7: 𝑋 .𝑝𝑢𝑠ℎ_𝑏𝑎𝑐𝑘 (𝑥) // Store in buffer
8: end for

9: (𝑀𝑒𝑚𝑜𝑟𝑦 𝐵𝑎𝑟𝑟𝑖𝑒𝑟 ) // Ordering constraint after reading
10: end if

11: Return 𝑋

current timestamp (Line 2). Then, memory barriers [37] are used by
Gringotts to impose an ordering constraint on memory operations
(Line 3). By reading the metadata, the algorithm guarantees that
performancemonitoring counters are notmultiplexed (Line 5). Next,
it accesses the registers predefined by perf_event_open() in user
mode (Line 6). Finally, the sampled results are instantly stored in a
buffer (Line 7), followed by another memory barrier (Line 9).

5.4 Additional Advantages

5.4.1 Event-skid. The difference between the time when the sam-
pling command is issued and the actual sampling action is referred
to as the event-skid. It can be caused by the scheduling of the op-
erating system, execution delays, or out-of-order execution. Event
skid is a typical performance analysis problem, and we demonstrate
that it has no effect on Gringotts. To begin with, the collection of
metrics occurs in the same user-mode environment as the runtime.
Even if the OS schedules a function while it is executing, its metrics
are retained without modification during process switching. Sec-
ond, we utilize memory barriers to inhibit out-of-order execution
before and after sampling. Finally, the event skid caused by the
execution delay is confined to approximately 10 instructions and
has no impact on the results of serverless requests.

5.4.2 Easy-to-use. Gringotts exposes four APIs that allow devel-
opers to customize the sampling behavior of the Agent: init(),
add(), sample(), and extract(). When a process or thread starts,
it automatically invokes init() to construct the data structure.
Then it registers PMC events using the add() command. sample()
is used to perform proactive sampling, while extract() is used
to extract metrics. This is transparent to the tenants because it
is incorporated into the function runtime. Additionally, platform
developers can easily override these APIs for certain circumstances.

6 DOW DETECTION MODEL

In this section, we present our major insights of the Diagnostic
Program (Sec 6.1). Then we demonstrate the detection model of
Gringotts (Sec 6.2).

6.1 HPC-based Workload Verification

Instead of directly detecting whether congestion is occurring on
shared resources such as memory buses, the Diagnostic Program

of Gringotts is designed to use HPCs to verify the workload of
the victim functions. Workload verification tackles the problem
of attribution difficulty indicated in [35] by adopting the linear
relationship between execution time and HPCs. The "slowing
down" phenomenon caused by DoW can be easily identified if the
correlation between execution time and workload has changed.

Gringotts collects the required data from the Agent. It then calcu-
lates the incremental data for the metrics between request receiving
and response sending. Specifically, [𝑚1

𝑖 ,𝑚
2
𝑖 , · · · ,𝑚

𝑐
𝑖 ] represents the

changes in the metrics of the function when processing request 𝑖 ,
and 𝑡𝑖 represents the execution time. We define matrix 𝑀 as the
aggregated metric input, matrix𝑇 as the time input, 𝑐 as the number
of selected PCM events, and 𝛼 as the number of requests.

𝑀 =

⎡⎢⎢⎢⎢⎢⎢⎢⎣

𝑚1
1 𝑚2

1 · · · 𝑚𝑐
1

𝑚1
2 𝑚2

2 · · · 𝑚𝑐
2

...
. . .

...
𝑚1
𝛼 𝑚2

𝛼 · · · 𝑚𝑐
𝛼

⎤⎥⎥⎥⎥⎥⎥⎥⎦
, 𝑇 =

⎡⎢⎢⎢⎢⎢⎢⎢⎣

𝑡1
𝑡2
...
𝑡𝛼

⎤⎥⎥⎥⎥⎥⎥⎥⎦
We do not detect outliers. In the training stage, we presume that

all the data is normal. While in the testing stage, outlier data may
be the result of an attack. We also do not apply sliding averages
to the data. Each piece of data shows the workload associated
with processing a request. Sliding averages are in violation of our
observation when the inputs are different.

6.2 Detection Model

6.2.1 Assumptions on Application and User Behaviors. For server-
less functions and users, we assume the following behaviors:

• The function is activated by user-defined external input,
which is consistent with the serverless concept. Even though
a function has several triggers, it is not self-executing.

• User inputs to each function conform to the independent
identical distribution (i.i.d.). That is, the distribution of inputs
remains constant throughout time and is unrelated to one
another between invocations.

• When the function is newly deployed, the attack cannot
occur instantly. This means that the first 𝛼 data in each
function is normal data that is not under attack.

6.2.2 Detection Model. We highlight DoW detection as a problem
that time series exception detection cannot resolve. The underly-
ing rationale is that workloads necessary to finish a request are
essentially independent of the prior requests completed. Due to
this distinguishing feature of FaaS over IaaS, we are unable to use
the previous detection approach [30, 79].

We describe the DoW detection problem as a multivariate distri-

bution outlier detection of a function’s workload. The workload of
a function can be expressed in two ways: its processing time and
its content (e.g., the number of instructions completed, the number
of LLC misses, etc.). The former can be directly represented by the
execution time of the current request, whereas the latter indicates
the tasks performed by the function to process the request. Their
correspondences are different when the function is in a different
state (normal or being attacked). This is intuitive, as when under
attack, the function will continue to perform the same task, but
its execution time will increase. Thus, the core concept of DoW
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detection is to determine if the present workload conforms to the
normal distribution at a per-request level.

The overall distribution of the function’s workload is learnable,
but it cannot be simply expressed as a linear function of LLC misses
or references. Rather than that,Gringotts decomposes the workload
into a linear combination of the performance metrics that have been

chosen.We use𝑊𝑖 (𝑚
𝑗
𝑖 ) for the denotation of a performancemetric’s

contribution to the function’s workload while processing request 𝑖 .

𝑡𝑖 ∝
𝑐∑
𝑗=1

𝑊𝑖 (𝑚
𝑗
𝑖 ), 𝑊𝑖 (𝑚

𝑗
𝑖 ) ∝𝑚

𝑗
𝑖

At the training stage, the training set is processed with z-score
normalization, that is,𝑚′ = (𝑚 − 𝜇𝑚)/𝜎𝑚, 𝑡 ′ = (𝑡 − 𝜇𝑡 )/𝜎𝑡 . The
transformed data conforms to the Gaussian distribution (𝑚′ ∼

N (0, 1), 𝑡 ′ ∼ N (0, 1)). Then, we use multivariate linear regression
(MLR) to establish the correlation between workloads. Therefore,

𝑇 (𝛽,𝑚′) = 𝛽0 + 𝛽1 ∗𝑚
′1 + · · · + 𝛽𝑐 ∗𝑚

′𝑐 , min
𝛽

		𝑀 ′𝛽 −𝑇 ′
		2
2 (1)

We use 𝜖 to denote the MLR prediction error (E =
{
𝜖 |𝜖 = 𝑡 − 𝑡

}
).

Then, putting it all together, we obtain a new multivariate Gaussian
distribution:

𝑥 = (𝑡 ′,𝑚′1, · · · ,𝑚′𝑐 , 𝜖)𝑇 ∼ N(𝜇𝑥 ,
∑

) (2)

𝜇𝑥 is the N-dimensional mean vector of 𝑥 and
∑

is the 𝑁 × 𝑁
covariance matrix, where 𝑁 equals (𝑐 + 2).

At the testing stage, the testing set is also processed with z-
score normalization, using 𝜇𝑚 , 𝜎𝑚 , 𝜇𝑡 and 𝜎𝑡 derived at the training
stage. Each line in the testing data set corresponds to a point in
the high-dimensional space. For each test sample [𝑚̄, 𝑡], we use
the same procedure to construct 𝑚′′ = (𝑚̄ − 𝜇𝑚)/𝜎𝑚 and 𝑡 ′′ =
(𝑡 − 𝜇𝑡 )/𝜎𝑡 . Then we calculate the prediction error 𝜖 using the well-
trained MLR in (1). Once again, we construct the prediction vector
𝑥 as:

𝑥 = (𝑡 ′′,𝑚′′1, · · · ,𝑚′′𝑐 , 𝜖)𝑇 (3)

We use the derived 𝑋 to get the distance 𝐷 between the error

prediction vector of the testing set samples and the error prediction

center of the training set samples. We fit the error with a multivariate
Gaussian distribution and compute the Mahalanobis distance:

𝐷 (𝑋, 𝜇𝑥 ) =
√
(𝑋 − 𝜇𝑥 )𝑇

∑−1 (𝑋 − 𝜇𝑥 ) (4)

The Mahalanobis distance was chosen over the Euclidean dis-
tance since the latter does not account for the connection between
strongly correlated variables. In performance measurements, these
variables are fairly prevalent. For example, there might be an im-
plicit relationship between LOAD_L3_MISS and LLC_MISS. Because
these variables measure roughly the same feature, the Euclidean
distance allocates equal weight to them. In effect, the Euclidean
distance gives correlated variables improper weight.

Finally, for a pre-defined threshold 𝑇ℎ𝑟𝑒𝑠 , a sample of a request
is considered normal if and only if its 𝑥 satisfies 𝐷 (𝑥, 𝜇𝑥 ) ≤ 𝑇ℎ𝑟𝑒𝑠 .

7 EVALUATION

In this section, we thoroughly evaluate the performance of Gringotts.
We address the following questions through the experiments.

• Is the overhead of Gringotts negligible? (Sec 7.2)

• What advantage does Gringotts have in terms of detection
delay over time-series anomaly detection methods? (Sec 7.3)

• How do the parameters of the diagnostic program affect the
precision of Gringotts? (Sec 7.4)

• What is the overall prediction accuracy of Gringotts’ detec-
tion model? (Sec 7.5)

7.1 Experiment Setup

Testbed. We conduct the experiments using a two-node Kuber-
netes [27] cluster-based testbed (version 1.24.2) with typical con-
figurations [48]. The Kubernetes cluster consists of two identical
servers with Intel Xeon E5-2620 v3 CPUs (2.40GHz, 12 physical
cores) and 128GB total RAM. The CPU architecture is Haswell-
EP/EN/EX, with 8 core PMU generic (programmable) counters and
3 core PMU fixed counters. Ubuntu 20.0.4 is installed on the server,
along with kernel version 5.4.0-107-generic.
Baselines. We construct three baselines in order to evaluate the
improvements of Gringotts:

• SDS/B. SDS/B is a statistical memory DoS detection approach
proposed by [30]. It calculates the normal range of the mon-
itored applications based on sliding windows and an expo-
nential weighted moving average (EWMA). If the EWMA
values deviate from the typical range for𝐻𝑐 times, SDS/Bwill
trigger an attack alarm. We followed the same parameters
as in [30] (i.e., 𝑇𝑃𝐶𝑀 = 0.01𝑠 ,𝑊 = 200, 𝛿𝑊 = 50, 𝛼 = 0.05,
𝑘 = 1.125, 𝐻𝑐 = 30).

• SDS/B-0. To eliminate the influence of 𝐻𝑐 on the final results,
we set 𝐻𝑐 = 0 to measure the detection accuracy of SDS/B
itself. Other parameters remain unchanged.

• Gringotts. We implement Gringotts using Python (version
3.8.10). The Agent is a Python extension written in C++ and
incorporated into a Flask-based example from Knative [25].
The Diagnostic Program is written in Python and utilizes the
scikit-learn package [60] (version 0.23.2). Compared with
Gringotts, Gringotts-3 will not activate the attack alarm un-
less it detects three consecutive anomalous values.

Metrics. For detection accuracy, we use recall, specificity, and
accuracy as the indicators of our experiments, where 𝑇 stands for
𝑇𝑟𝑢𝑒 , 𝐹 for 𝐹𝑎𝑙𝑠𝑒 , 𝑁 for 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒 , and 𝑃 for 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 .

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
, 𝑆𝑝𝑒𝑐𝑖 𝑓 𝑖𝑐𝑖𝑡𝑦 =

𝑇𝑁

𝐹𝑃 +𝑇𝑁

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 +𝑇𝑁

𝑇𝑃 + 𝐹𝑃 +𝑇𝑁 + 𝐹𝑁

Function Description
Blurr Image blurring function with normalized box filter
LR The regularized logistic regression function
PCA The Principal component analysis function
Bayes The Gaussian Naive Bayes (GNB) function

Table 3: Workloads chosen for serverless functions.

Workload. As listed in Table 3, we develop the victim functions
included in our experiments using NumPy [42] (version 1.22.3),
scikit-learn [60] (version 0.23.2) and opencv-python [43] (version
4.5.5). We adjust the input parameters in requests uniformly so that
the function’s execution duration is roughly between 1𝑚𝑠 and 1𝑠 .
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Figure 10: Gringotts’ sampling overhead.

The collection of metrics in [30] is accomplished via opcm [46],
which is in direct conflict with our sampling approach. Sowe carried
out the experiments using the following method: We compose the
sampling results by randomly selecting real-world attacked and
unattacked function data and averaging the sampling results. This
has no effect on the final results because, in [30], a sliding window
of 2𝑠 and EWMA are used, while the maximum time of function
execution is set at around 1𝑠 .

We consider three attack scenarios. The first two attack scenarios
are similar to [30]. In the third attack scenario, we foresee a more
sophisticated attack setting under the serverless situation.

Scenario 1. The victim’s function ran for 60 minutes. For the first
30 minutes, the victim remains unaffected. We launch the DoW
attack between 30 minutes and 60 minutes.

Scenario 2. The victim’s function ran for 60 minutes. We launch
the DoW attack in a round-robin manner, the duration of which
conforms to a uniform distribution between [10, 50] seconds.

Scenario 3. The victim’s function ran for 60 minutes. We launch
DoW attacks at any moment for any period of time between requests.

7.2 Performance Overhead

To reduce user-kernel mode switching, scheduling delays, and con-
text switching costs,Gringotts’ sampling technique employs a light-
weight user-level API, a pro-active sampling trigger, and an em-
bedded sampler. In this experiment, we measured the sampling
performance overhead of Gringotts. We did not conduct an attack
during the experiment.We thoroughly investigated the sample over-
head by changing the inputs, repeating each experiment multiple
times, and taking the average to avoid errors.

The performance overhead for Gringotts is depicted in Figure
10 on a per-request basis. The trend in sampled overhead varies
nearly similarly for all functions, and the effect of Gringotts on the
function’s performance being sampled is negligible. The highest
performance overhead is below 1.1%, while over 70% of the requests
had an overhead of less than 0.002%.

It should be noted, however, that perf_event_open() must be
executed at the time of each function’s setup. If a request is dis-
patched to a machine that isn’t running that function (neither
sleeping nor active), the startup of Gringotts will add an additional
∼ 23𝑚𝑠 to the cold start time on average. Because the loading of the
NumPy library alone takes on the order of 100ms at a cold start, we
feel this to be a reasonable expense. We believe that, without chang-
ing the OS kernel, this is the simplest way to access PMC. That
overhead will also be present in other PMC-based implementations.

Figure 11: Detection delay comparison.

7.3 Detection Delay

In this experiment, we measured the detection delays of different
detection technologies in each of the three scenarios. The findings
are shown in Figure 11. The variation in detection delays varies
slightly under different settings. Due to the sliding window and 𝐻𝑐 ,
the detection delay of SDS/B will ultimately increase to roughly
15 seconds. This is in line with the results of [30]. The detection
delay of Gringotts falls under 3.85 seconds, which is due to the
fact that Gringotts detects DoW attacks based on a single request.
The detection delay is mostly determined by the execution time
of the monitored functions, as the running time of the detection
model is insignificant in both of them. Because of the continuous
judgment condition, the detection delay of Gringotts-3 increases
approximately fourfold compared to the original Gringotts scheme
(since it must detect four consecutive positives before assuming the
occurrence of a DoW attack), ranging from approximately 3 ∼ 12
seconds.

7.4 Influences of the Factors

Weexamine the effects of factors on the detectionmodel of Gringotts.
In this experiment, we consider the threshold factor and the 𝐻𝑐

factor. We demonstrate whether and how these factors will affect
the overall detection results.

We quantify the specificity, recall, and accuracy of the four cho-
sen functions. In the recall and accuracy experiments, we set the
threshold from 10 to 5000. The threshold is modified between 10
and 110 in the specificity tests because the specificity hits 100%
when the threshold is near 100. All of the tests in this experiment
are conducted under scenario 3, which is the most severe scenario.

Figure 12 illustrates the constraint that the influence threshold
imposes on Gringotts. The specificity of the model is increasing,
and it soon reaches 100% for all four functions. This is because, as
the threshold is raised, normal samples are no longer estimated
as attacked samples. The recall rate peaks when the threshold is
set to 10, indicating that all attacked samples are identified. As
the threshold climbs progressively, the recall lowers gradually as
well. It should be noted that when the threshold is increased to
approximately 5000, the recall of function LR drops to 2%. This
approximates the distribution of the LR function when it is un-
der a DoW attack. We are not surprised to discover that accuracy
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Figure 12: The influence of threshold on Gringotts’ detection model. The abscissa is the value of Threshold.

Figure 13: The influence of𝐻𝑐 onGringotts’ detection model.

increases first and later drops. Between the thresholds of 50 and
100, accuracy reaches its peak, ranging from 91.3% to 99.3%. This
demonstrates the remarkable accuracy of the detection model in
Gringotts.

The detection accuracy of Gringotts is also influenced by factor
𝐻𝑐 . Functions are considered to be under a DoW attack only if we
have (𝐻𝑐 + 1) successive positive values. Figure 13 illustrates the
effect of changing 𝐻𝑐 on specificity, recall, and accuracy. We can
conclude that when 𝐻𝑐 increases, Gringotts does not become more
precise. In contrast to time-series anomaly detection, 𝐻𝑐 does not
improve the final result for request-based detection. As a result, in
the end-to-end experiments, we set 𝐻𝑐 = 0.

7.5 End-to-End Result

Our end-to-end experiments are designed to detect DoW attacks on
four selected functions in three scenarios. In this case, we employ
SDS/B with a 𝐻𝑐 of 0. This is used to determine the extent to which
the 𝐻𝑐 improves the SDS/B method. We choose accuracy as the

Figure 14: The influence of𝐻𝑐 onGringotts’ detection model.

metric since it accounts for both false negatives and false positives.
The final result is shown in Figure 15.

The first 300 seconds of scenario 1 are comprised of normal data,
whereas the attack occurs between 300 and 600 seconds. In scenario
1, all approaches obtain a high level of accuracy. When 𝐻𝑐 is set to
30, SDS/B is capable of denoising the sampled data, thus having a
higher accuracy than SDS/B-0. After removing the 𝐻𝑐 parameter
(i.e., SDS/B-0), SDS/B is insufficiently accurate. However, when
scenario 2 is considered, the accuracy of SDS/B-0 exceeds that of
SDS/B. This is because, unlike with a virtual machine, our workload
is selected randomly from a uniform distribution. Even when there
is no attack against the request, its performance metrics change
on a per-request basis. Not to mention the background noise that
makes detection more challenging. The fluctuation becomes more
extreme in scenario 3. However, in some cases, this actually com-
pensates for past erroneous estimations caused by request changes
and background noise. Thus, the accuracy of the SDS increases
in the PCA and Bayes functions. However, regardless of how the
scenario changes, Gringotts retains a high level of accuracy, from
91.3% to 99.3%.
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Figure 15: End-to-end evaluation of different models.

Algorithm 2 Covert Channel Implementation

Input: 𝐵 - Number of bits, 𝑖𝑠_𝑆𝑒𝑛𝑑𝑒𝑟 - If this instance is a sender
1: WAIT_FOR_TIME_SYNC
2: current_bit← 0
3: id_read ← 0
4: while current_bit < B do

5: if is_Sender then
6: WRITE_BIT()
7: bit_read ← 1
8: else

9: bit_read ← READ_BIT()
10: end if

11: id_read ← 2 * id_read + bit_read
12: current_bit← current_bit + 1
13: end while

14: Return is_received_B_bits

8 DISCUSSION

Co-residency detection and random DoW attacks. In this pa-
per, we implement the co-residency detection approach similar to
the method proposed by [76], which utilizes the memory bus as a
covert channel to transmit function information. The sender side
of the covert channel will intentionally induce memory bus con-
tentions and transmit 𝐵 bits to 𝑁 receivers. When the contention is
induced, the latency for non-cached memory accesses will increase
and a single bit will be transmitted. If one receiver has received 𝐵
consecutive bits, it is considered to be co-located with the sender.
The covert channel receiver will sequentially operate a continu-
ous memory region and identify latency anomalies. Since both the
sender and the receiver reside in the same data center, an attacker
can roughly synchronize the behavior of sending and receiving by
invoking both at the same time.

For the following three reasons, the number of serverless func-
tions that are concurrently running on the same machine will not

affect the detection accuracy: First, unlike cache-based tech-
niques, memory-bus-based co-residency detection only requires
regular (non-cached) memory accesses and is therefore unaffected
by cache misses caused by the increasing number of functions
[30, 67, 76, 79]. Second, the sender and receiver in the covert chan-
nel only occupy a tiny portion of the memory bandwidth, and the
present occupancy of the memory bandwidth has no effect on the
latency of memory probing. Even without a high memory band-
width, memory probing can be performed on crowded physical
machines. Third, [76] uses time-based synchronous sampling and
a variant of the two-sample Kolomogorov-Smirnov (KS) test to
further eliminate detection noise.

To enable the co-location of themalicious function and the victim
function, attackers can simultaneously start hundreds or thousands

of malicious functions, expecting them to co-reside with the victim
function. Such methodologies are commonly utilized in investiga-
tions of placement vulnerability [55, 67, 73, 76]. Additionally, the
short-lived nature of serverless functions enhances the co-location
potential of this placement strategy.

Co-residency detection and co-location placement are not the
topics of this paper, and both of the co-location placement strategies
and co-residency detection [76] are replaceable by any other co-
residency detection methods.

In the earlier description (Sec 3.2), we mention that the target
functions are a set of functions belonging to a certain user. However,
internal DoW attacks can be performed in a blind way without
the necessity for co-location detection methods to identify victim
functions. As long as some benign functions are running on the
same machine as the malicious functions, they are vulnerable to the
internal DoW attack. Such an attack may result in platform-level
performance degradation and QoS violations, as well as serious
collateral damage to affected tenants.
Practicality and feasibility of the internal DoW attack. The
internal DoW attacks are practical and feasible for the following
four reasons: First, because of the continual launch of new func-
tions and the immediate termination of non-co-located functions,
the financial cost to the attacker is negligible, and traditional de-
fenses (e.g., function random placement) are ineffective against
this attack. Second, memory bus locking requires no additional
privileges, and the hardware-level contention cannot be monitored
or controlled by current OS-level tools (such as cgroups). Third,
there is no requirement for timing information, and the attack can
begin immediately after co-location placement. Finally, attackers
can easily leverage the free plans provided by most platforms. A
few accounts are sufficient to exhaust the available credit of the
victim and throw them into debt.
DoW Mitigation. With the serverless billing model gaining more
attention, services such as billing alerts and resource restrictions are
currently available on the majority of the serverless platforms [10].
These services, however, are not capable of defending against Denial-
of-Wallet attacks. First, when an account has accumulated a huge
quantity of charges in a short period of time owing to a DoW
attack, the platform will freeze the account or notify the victim.
Then the DoW attack is transformed into a primitive DoS attack
due to the momentary unavailability of the service before the user
may respond. Second, despite the billing alert, customers are still
overcharged for a short period of time as a result of their miscon-
figuration [66]. Third, if the attacker employs a smart approach,
the attack should be conducted slowly since, unlike classic DoS
attacks, a DoW attack does not necessitate the victim’s services
being entirely denied. The user’s bill will rise slowly over time,
while the quality of service will decline steadily.
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Metric selection. Based on our experience and knowledge of the
internal Denial-of-Wallet attacks, we choose the appropriate hard-
ware performance metrics for Gringotts. In practice, however, se-
lecting indicators is a challenging task. We must guarantee that
the metrics accurately reflect the workload of the function while
preventing them from being impacted by anything other than the at-
tack. For example, applications operating on other cores that share
the same LLC can easily influence the miss and hit rates of the
monitored LLC. Although SLOMO [35] provides recommendations
for metric selection, it is built on virtualized network functions. In
the future, we plan to automatically profile each function separately
in order to acquire customized metric sets.

9 RELATEDWORK

Serverless security. Serverless security has become a rising prob-
lem as a result of the continual growth of serverless applications.
From the attackers’ perspective, serverless is vulnerable to both of
the traditional attacks [1, 5, 21, 56, 77] and the serverless-specific
vulnerabilities. Anil Yelam et al. [76] took advantage of the poten-
tial co-residency of lambda functions to establish a covert channel
between the attacker and the victim. Warmonger [72] claimed that
an attacker could taint the shared egress IP pool of a serverless plat-
form in order to launch a platform-wide Denial-of-Service attack
against users. From the standpoint of the defenders, VALVE [8]
and Trapeze [3] promised to protect against data exfiltration by
regulating the information flows of serverless applications. Liang
Wang et al. [68] summarized the serverless platform’s isolation
problem, runtime characteristics, and infrastructure knowledge.
The Denial-of-Wallet attacks have been proposed by [24, 38], and
they effectively exploit the serverless pay-as-you-go pricing par-
adigm to convert the Denial-of-Service attack into an economic
attack on the victim. However, their definition of "Denial-of-Wallet"
only comprises the external DoW attack.
Covert channels and memory DoS attacks. Covert channels are
a longstanding problem in the security community [6, 11, 12, 20,
23, 32, 55, 65, 71, 76, 81]. The covert channels make use of shared
resources on multi-tenant platforms, which are incapable of being
completely isolated by VM/container virtualization. Information is
transmitted between tenants in a subtle manner via performance
degradation. Memory DoS exploits this congestion even further.
Tianwei Zhang et al. [79] performed memory DoS attacks on VMs
and used the two-sample Kolmogorov-Smirnov (KS) test [39] for
detection. Zhuozhao Li et al. [30] proposed three memory DoS
detectionswith higher specificity, shorter detection delays, and little
performance overhead: SDS/B, SDS/P, and DNN. In comparison to
previous research, our work is primarily concerned with Denial-of-
Wallet attacks in serverless computing. It is more destructive and
poses greater detection difficulty on serverless infrastructure.
Performance predictions and resource interference. Numer-
ous studies have been conducted on system performance prediction.
SHIM [75] developed a continuous profiler capable of sampling at a
resolution of 15 cycles. USAD [4] inferred system abnormal behav-
ior by combining generative adversarial networks (GANs) and an
auto-encoder. Silvery Fu et al. [15] examined and assessed several
common machine learning techniques for performance prediction.
Hansheng Ren et al. [54] suggested utilizing spectral residuals (SR)

and convolutional neural networks (CNN) to monitor the time
series. [41] assessed the accuracy of different event-based sam-
pling strategies and estimated the effect of some recent advances.
SAM [62] used aggregated coherence and bandwidth event counts
to distinguish traffic. SLOMO [35] captured the NF pressures and
the susceptibility of each NF to performance deterioration. By uti-
lizing holistic resource affinity parameters, RAIE [29] presented a
performance prediction model for the non-uniform memory access
(NUMA) architecture. Yang Wu et al. presented a temporal prove-
nance generation technique with an experimental debugger named
Zeno [70]. However, all of these researches focused on traditional
cloud platforms rather than serverless solutions.

10 ETHICAL CONSIDERATIONS

In this section, we discuss ethical considerations in detail. First,
with the exception of Section 3, we conduct all of our attack ex-
periments on local servers. Second, we have received permission
from the relevant cloud providers (i.e., Amazon, Google, Microsoft,
and Alibaba) to conduct the experiments. Under their guidance, we
conduct the attacks at the lightest traffic periods. The victim and the
attacker are two separate accounts that we control, and we choose
the simplest Hello-World application to shorten the duration of the
experiment and minimize the possibility of external impact. Finally,
compared to earlier studies [76] that used the same technique, our
experiment has a smaller impact. We launch fewer functions than
[76] and implement our code to limit each memory bus lockdown
duration to a few seconds.

11 CONCLUSION

In this paper, we thoroughly analyze the Denial-of-Wallet attack,
which is a variant of the Denial-of-Service attack specifically con-
ducted on serverless platforms.We conduct a real-world DoWattack
on commercial serverless platforms, and the results indicate that
launching a DoW attack on victim functions will lead to a payment
increase of more than 37-fold. We implement Gringotts as a real
system for potential DoW detection on the serverless platform.
Gringotts builds a fast and efficient performance metrics collector
to address the data ambiguity of serverless platforms. To eliminate
the interference caused by the background noise, Gringotts models
the collected performance metrics using a Gaussian distribution.
The distance between the data points and the real distribution is
then measured using the Mahalanobis distance by Gringotts. Our
experiments reveal that Gringotts has a performance overhead of
less than 1.1%, an average detection delay of 1.86 seconds, and an
average detection accuracy of 95.75%.

ACKNOWLEDGMENTS

We thank our shepherd and anonymous CCS reviewers for their
valuable comments. We thank engineers from Amazon, Google, Mi-
crosoft, Alibaba, and Shicheng Wang for their genuine help. The re-
search is supported by Joint Research on IPv6 Network Governance:
Research, Development and Demonstration (2020YFE0200500) and
the National Natural Science Foundation of China under Grant No.
62002009. Han Zhang is the corresponding author.

 

2639



CCS ’22, November 7–11, 2022, Los Angeles, CA, USA Junxian Shen et al.

REFERENCES
[1] Blackhat USA 2017. 2022. Hacking serverless runtimes. Retrieved April, 2022

from https://www.blackhat.com/us-17/briefings/schedule/#hacking-serverless-
runtimes-profiling-aws-lambda-azure-functions-and-more-6434

[2] Intel® 64 and IA-32 Architectures Software Developer Manuals. 2022. Retrieved
July, 2022 from https://www.intel.com/content/www/us/en/developer/articles/
technical/intel-sdm.html

[3] Kalev Alpernas, Cormac Flanagan, Sadjad Fouladi, Leonid Ryzhyk, Mooly Sagiv,
Thomas Schmitz, and Keith Winstein. 2018. Secure Serverless Computing Using
Dynamic Information Flow Control. Proc. ACM Program. Lang. 2, OOPSLA,
Article 118 (oct 2018), 26 pages. https://doi.org/10.1145/3276488

[4] Julien Audibert, Pietro Michiardi, Frédéric Guyard, Sébastien Marti, and Maria A.
Zuluaga. 2020. USAD: UnSupervised Anomaly Detection on Multivariate
Time Series. In Proceedings of the 26th ACM SIGKDD International Confer-
ence on Knowledge Discovery & Data Mining (Virtual Event, CA, USA) (KDD
’20). Association for Computing Machinery, New York, NY, USA, 3395–3404.
https://doi.org/10.1145/3394486.3403392

[5] Securing Serverless – by Breaking in. 2022. Retrieved April, 2022 from https:
//www.infoq.com/presentations/serverless-security-2018/

[6] Paizhuo Chen, Lei Li, and Zhice Yang. 2021. Cross-VM andCross-Processor Covert
Channels Exploiting Processor Idle Power Management. In 30th USENIX Security
Symposium (USENIX Security 21). USENIX Association, Washington, D.C., 733–
750. https://www.usenix.org/conference/usenixsecurity21/presentation/chen-
paizhuo

[7] Alibaba Cloud Function Compute. 2022. Retrieved March, 2022 from https:
//www.alibabacloud.com/product/function-compute

[8] Pubali Datta, Prabuddha Kumar, Tristan Morris, Michael Grace, Amir Rahmati,
and Adam Bates. 2020. Valve: Securing Function Workflows on Serverless Com-
puting Platforms. In Proceedings of The Web Conference 2020 (Taipei, Taiwan)
(WWW ’20). Association for Computing Machinery, New York, NY, USA, 939–950.
https://doi.org/10.1145/3366423.3380173

[9] Introducing Simplified Serverless Application Deployment and Management.
2016. Retrieved April, 2016 from https://aws.amazon.com/blogs/compute/
introducing-simplified-serverless-application-deplyoment-and-management/

[10] AWS Cost Anomaly Detection. 2022. Retrieved April, 2022 from https://aws.
amazon.com/aws-cost-management/aws-cost-anomaly-detection/

[11] Sankha Baran Dutta, Hoda Naghibijouybari, Nael Abu-Ghazaleh, Andres Mar-
quez, and Kevin Barker. 2021. Leaky Buddies: Cross-Component Covert Channels
on Integrated CPU-GPU Systems. In Proceedings of the 48th Annual International
Symposium on Computer Architecture (Virtual Event, Spain) (ISCA ’21). IEEE Press,
USA, 972–984. https://doi.org/10.1109/ISCA52012.2021.00080

[12] Dmitry Evtyushkin and Dmitry Ponomarev. 2016. Covert Channels through
Random Number Generator: Mechanisms, Capacity Estimation and Mitigations.
In Proceedings of the 2016 ACM SIGSAC Conference on Computer and Communica-
tions Security (Vienna, Austria) (CCS ’16). Association for Computing Machinery,
New York, NY, USA, 843–857. https://doi.org/10.1145/2976749.2978374

[13] Paul Ferguson andDaniel Senie. 2000. rfc2827: network ingress filtering: defeating
denial of service attacks which employ ip source address spoofing.

[14] fluentd. 2022. Retrieved April, 2022 from https://www.fluentd.org/
[15] Silvery Fu, Saurabh Gupta, Radhika Mittal, and Sylvia Ratnasamy. 2021. On the

Use of ML for Blackbox System Performance Prediction. In 18th USENIX Sympo-
sium on Networked Systems Design and Implementation (NSDI 21). USENIX Associ-
ation, USA, 763–784. https://www.usenix.org/conference/nsdi21/presentation/fu

[16] Google Cloud Functions. 2022. Retrieved March, 2022 from https://cloud.google.
com/functions/

[17] Microsoft Azure Functions. 2022. Retrieved March, 2022 from https://azure.
microsoft.com/en-us/services/functions/

[18] Brendan Gregg. 2022. Linux perf Examples. Retrieved April, 2022 from https:
//www.brendangregg.com/perf.html

[19] open source universal RPC framework gRPC. A high performance. 2022. Re-
trieved July, 2022 from https://grpc.io/

[20] Jawad Haj-Yahya, Jeremie S. Kim, A. Giray Yağlikçi, Ivan Puddu, Lois Orosa,
Juan Gómez Luna, Mohammed Alser, and Onur Mutlu. 2021. IChannels: Exploit-
ing Current Management Mechanisms to Create Covert Channels in Modern
Processors. In Proceedings of the 48th Annual International Symposium on Com-
puter Architecture (Virtual Event, Spain) (ISCA ’21). IEEE Press, USA, 985–998.
https://doi.org/10.1109/ISCA52012.2021.00081

[21] Gone in 60 Milliseconds: Intrusion and Exfiltration in Serverless Architectures.
2022. Retrieved April, 2022 from https://media.ccc.de/v/33c3-7865-gone_in_60_
milliseconds#t=253

[22] Jaeger. 2016. Retrieved April, 2016 from https://www.jaegertracing.io/
[23] Mehmet Kayaalp, Dmitry Ponomarev, Nael Abu-Ghazaleh, and Aamer Jaleel.

2016. A high-resolution side-channel attack on last-level cache. In 2016 53nd
ACM/EDAC/IEEE Design Automation Conference (DAC). IEEE Press, USA, 1–6.
https://doi.org/10.1145/2897937.2897962

[24] Daniel Kelly, Frank G. Glavin, and Enda Barrett. 2021. Denial of Wallet - Defin-
ing a Looming Threat to Serverless Computing. CoRR abs/2104.08031 (2021).
arXiv:2104.08031 https://arxiv.org/abs/2104.08031

[25] Knative. 2022. Retrieved March, 2022 from https://knative.dev/
[26] Ron Kohavi and Roger Longbotham. 2007. Online Experiments: Lessons Learned.

Computer 40, 9 (2007), 103–105. https://doi.org/10.1109/MC.2007.328
[27] kubernetes. 2022. Retrieved July, 2022 from https://kubernetes.io/
[28] Amazon Web Services Lambda. 2022. Retrieved March, 2022 from https://aws.

amazon.com/lambda/
[29] Jian Li, Jianmin Qian, and Haibing Guan. 2019. A Holistic Model for Performance

Prediction and Optimization on NUMA-based Virtualized Systems. In IEEE IN-
FOCOM 2019 - IEEE Conference on Computer Communications. IEEE Press, USA,
352–360. https://doi.org/10.1109/INFOCOM.2019.8737447

[30] Zhuozhao Li, Tanmoy Sen, Haiying Shen, and Mooi Choo Chuah. 2022. A Study
on the Impact of Memory DoS Attacks on Cloud Applications and Exploring
Real-Time Detection Schemes. IEEE/ACM Transactions on Networking 30, 4 (2022),
1644–1658. https://doi.org/10.1109/TNET.2022.3144895

[31] likwid. 2022. Retrieved April, 2022 from https://github.com/RRZE-HPC/likwid/
[32] Fangfei Liu, Yuval Yarom, Qian Ge, Gernot Heiser, and Ruby B. Lee. 2015. Last-

Level Cache Side-Channel Attacks are Practical. In 2015 IEEE Symposium on
Security and Privacy. IEEE Press, USA, 605–622. https://doi.org/10.1109/SP.2015.
43

[33] Xin Liu, Ang Li, Xiaowei Yang, and David Wetherall. 2008. Passport: Secure
and Adoptable Source Authentication. In 5th USENIX Symposium on Networked
Systems Design and Implementation (NSDI 08). USENIX Association, San Fran-
cisco, CA. https://www.usenix.org/conference/nsdi-08/passport-secure-and-
adoptable-source-authentication

[34] Linux man pages. 2022. cgroups interface. Retrieved March, 2022 from https:
//man7.org/linux/man-pages/man7/cgroups.7.html

[35] Antonis Manousis, Rahul Anand Sharma, Vyas Sekar, and Justine Sherry. 2020.
Contention-Aware Performance Prediction For Virtualized Network Functions.
In Proceedings of the Annual Conference of the ACM Special Interest Group on Data
Communication on the Applications, Technologies, Architectures, and Protocols for
Computer Communication (Virtual Event, USA) (SIGCOMM ’20). Association for
Computing Machinery, New York, NY, USA, 270–282. https://doi.org/10.1145/
3387514.3405868

[36] AMD64 Architecture Programmer’s Manual. 2022. Retrieved July, 2022 from
https://www.amd.com/system/files/TechDocs/24592.pdf

[37] Linux manual pages perf_event_open(2). 2022. Retrieved April, 2022 from
https://man7.org/linux/man-pages/man2/perf_event_open.2.html

[38] Eduard Marin, Diego Perino, and Roberto Di Pietro. 2021. Serverless Computing:
A Security Perspective. CoRR abs/2107.03832 (2021). arXiv:2107.03832 https:
//arxiv.org/abs/2107.03832

[39] Frank J Massey Jr. 1951. The Kolmogorov-Smirnov test for goodness of fit. Journal
of the American statistical Association 46, 253 (1951), 68–78.

[40] Djob Mvondo, Mathieu Bacou, Kevin Nguetchouang, Lucien Ngale, Stéphane
Pouget, Josiane Kouam, Renaud Lachaize, Jinho Hwang, Tim Wood, Daniel Hag-
imont, Noël De Palma, Bernabé Batchakui, and Alain Tchana. 2021. OFC: An
Opportunistic Caching System for FaaS Platforms. In Proceedings of the Sixteenth
European Conference on Computer Systems (Online Event, United Kingdom) (Eu-
roSys ’21). Association for Computing Machinery, New York, NY, USA, 228–244.
https://doi.org/10.1145/3447786.3456239

[41] Andrzej Nowak, Ahmad Yasin, Avi Mendelson, and Willy Zwaenepoel. 2015. Es-
tablishing a Base of Trust with Performance Counters for Enterprise Workloads.
In Proceedings of the 2015 USENIX Conference on Usenix Annual Technical Confer-
ence (Santa Clara, CA) (USENIX ATC ’15). USENIX Association, USA, 541–548.

[42] NumPy. 2022. Retrieved April, 2022 from https://numpy.org/
[43] Python OpenCV. 2022. Retrieved April, 2022 from https://pypi.org/project/

opencv-python/
[44] OpenFaaS. 2022. Retrieved March, 2022 from https://www.openfaas.com/
[45] Apache OpenWhisk. 2022. Retrieved March, 2022 from https://openwhisk.

apache.org/
[46] Processor Counter Monitor (PCM). 2022. Retrieved April, 2022 from https:

//github.com/opcm/pcm.git
[47] Intel Perfon-Events. 2022. Retrieved April, 2022 from https://perfmon-events.

intel.com/index.html?pltfrm=haswell_server.html
[48] Kubernetes Documentation-Configuration Best Practices. 2022. Retrieved July,

2022 from https://kubernetes.io/docs/concepts/configuration/overview/
[49] Alibaba Cloud Function Compute Pricing. 2022. Retrieved March, 2022 from

https://www.alibabacloud.com/help/en/doc-detail/54301.htm
[50] AWS Lambda Pricing. 2022. Retrieved March, 2022 from https://aws.amazon.

com/lambda/pricing/
[51] Google Cloud Function Pricing. 2022. Retrieved March, 2022 from https://cloud.

google.com/functions/pricing
[52] Microsoft Azure Functions Pricing. 2022. Retrieved March, 2022 from https:

//azure.microsoft.com/en-us/pricing/details/functions/
[53] prometheus. 2016. Retrieved April, 2016 from https://prometheus.io/
[54] Hansheng Ren, Bixiong Xu, Yujing Wang, Chao Yi, Congrui Huang, Xiaoyu Kou,

Tony Xing, Mao Yang, Jie Tong, and Qi Zhang. 2019. Time-Series Anomaly De-
tection Service at Microsoft. In Proceedings of the 25th ACM SIGKDD International
Conference on Knowledge Discovery & Data Mining (Anchorage, AK, USA) (KDD

 

2640



Gringotts: Fast and Accurate Internal Denial-of-Wallet Detection for Serverless Computing CCS ’22, November 7–11, 2022, Los Angeles, CA, USA

’19). Association for Computing Machinery, New York, NY, USA, 3009–3017.
https://doi.org/10.1145/3292500.3330680

[55] Thomas Ristenpart, Eran Tromer, Hovav Shacham, and Stefan Savage. 2009. Hey,
You, Get off of My Cloud: Exploring Information Leakage in Third-Party Compute
Clouds. In Proceedings of the 16th ACM Conference on Computer and Communica-
tions Security (Chicago, Illinois, USA) (CCS ’09). Association for Computing Ma-
chinery, New York, NY, USA, 199–212. https://doi.org/10.1145/1653662.1653687

[56] CVE-2019-5736: runc container breakout. 2022. Retrieved April, 2022 from
https://www.openwall.com/lists/oss-security/2019/02/11/2

[57] AWS Lambda Nodejs Runtime. 2022. Retrieved April, 2022 from https://github.
com/aws/aws-lambda-nodejs-runtime-interface-client

[58] AWS Lambda Python Runtime. 2022. Retrieved April, 2022 from https://github.
com/aws/aws-lambda-python-runtime-interface-client

[59] AWS Lambda Ruby Runtime. 2022. Retrieved April, 2022 from https://github.
com/aws/aws-lambda-ruby-runtime-interface-client

[60] scikit-learn Machine Learning in Python. 2022. Retrieved April, 2022 from
https://scikit-learn.org/stable/

[61] Mohammad Shahrad, Rodrigo Fonseca, Inigo Goiri, Gohar Chaudhry, Paul Batum,
Jason Cooke, Eduardo Laureano, Colby Tresness, Mark Russinovich, and Ricardo
Bianchini. 2020. Serverless in the Wild: Characterizing and Optimizing the
Serverless Workload at a Large Cloud Provider. In 2020 USENIX Annual Technical
Conference (USENIX ATC 20). USENIX Association, USA, 205–218. https://www.
usenix.org/conference/atc20/presentation/shahrad

[62] Sharanyan Srikanthan, Sandhya Dwarkadas, and Kai Shen. 2015. Data Shar-
ing or Resource Contention: Toward Performance Transparency on Multicore
Systems. In Proceedings of the 2015 USENIX Conference on Usenix Annual Techni-
cal Conference (Santa Clara, CA) (USENIX ATC ’15). USENIX Association, USA,
529–540.

[63] Minho Sung, Jun Xu, Jun Li, and Li Li. 2008. Large-Scale IP Traceback in High-
Speed Internet: Practical Techniques and Information-Theoretic Foundation.
IEEE/ACM Trans. Netw. 16, 6 (dec 2008), 1253–1266. https://doi.org/10.1109/
TNET.2007.911427

[64] Kun Suo, Yong Zhao, Wei Chen, and Jia Rao. 2018. An Analysis and Empirical
Study of Container Networks. In IEEE INFOCOM 2018 - IEEE Conference on
Computer Communications. IEEE Press, USA, 189–197. https://doi.org/10.1109/
INFOCOM.2018.8485865

[65] Mingtian Tan, Junpeng Wan, Zhe Zhou, and Zhou Li. 2021. Invisible Probe:
Timing Attacks with PCIe Congestion Side-channel. In 2021 IEEE Symposium
on Security and Privacy (SP). IEEE Press, USA, 322–338. https://doi.org/10.1109/
SP40001.2021.00059

[66] We Burnt $72K testing Firebase + Cloud Run and almost went Bankrupt. 2022.
Retrieved April, 2022 from https://blog.tomilkieway.com/72k-1/

[67] Venkatanathan Varadarajan, Yinqian Zhang, Thomas Ristenpart, and Michael
Swift. 2015. A Placement Vulnerability Study in Multi-Tenant Public Clouds.
In 24th USENIX Security Symposium (USENIX Security 15). USENIX Asso-
ciation, Washington, D.C., 913–928. https://www.usenix.org/conference/
usenixsecurity15/technical-sessions/presentation/varadarajan

[68] Liang Wang, Mengyuan Li, Yinqian Zhang, Thomas Ristenpart, and Michael
Swift. 2018. Peeking behind the Curtains of Serverless Platforms. In Proceedings
of the 2018 USENIX Conference on Usenix Annual Technical Conference (Boston,
MA, USA) (USENIX ATC ’18). USENIX Association, USA, 133–145.

[69] Jianping Wu, Jun Bi, Marcelo Bagnulo, Fred Baker, and Christian Vogt. 2013.
Source address validation improvement (SAVI) framework. RFC7039 0 (2013).

[70] Yang Wu, Ang Chen, and Linh Thi Xuan Phan. 2019. Zeno: Diagnosing Per-
formance Problems with Temporal Provenance. In 16th USENIX Symposium on
Networked Systems Design and Implementation (NSDI 19). USENIX Association,
Boston, MA, 395–420. https://www.usenix.org/conference/nsdi19/presentation/
wu

[71] Zhenyu Wu, Zhang Xu, and Haining Wang. 2015. Whispers in the Hyper-
Space: High-Bandwidth and Reliable Covert Channel Attacks inside the Cloud.
IEEE/ACM Trans. Netw. 23, 2 (apr 2015), 603–614. https://doi.org/10.1109/TNET.
2014.2304439

[72] Junjie Xiong, Mingkui Wei, Zhuo Lu, and Yao Liu. 2021. Warmonger: Inflicting
Denial-of-Service via Serverless Functions in the Cloud. In Proceedings of the
2021 ACM SIGSAC Conference on Computer and Communications Security (Virtual
Event, Republic of Korea) (CCS ’21). Association for Computing Machinery, New
York, NY, USA, 955–969. https://doi.org/10.1145/3460120.3485372

[73] Zhang Xu, Haining Wang, and Zhenyu Wu. 2015. A Measurement Study on Co-
residence Threat inside the Cloud. In 24th USENIX Security Symposium (USENIX
Security 15). USENIX Association, Washington, D.C., 929–944. https://www.
usenix.org/conference/usenixsecurity15/technical-sessions/presentation/xu

[74] A. Yaar, A. Perrig, and D. Song. 2004. SIFF: a stateless Internet flow filter to
mitigate DDoS flooding attacks. In IEEE Symposium on Security and Privacy, 2004.
Proceedings. 2004. IEEE Press, USA, 130–143. https://doi.org/10.1109/SECPRI.
2004.1301320

[75] Xi Yang, Stephen M. Blackburn, and Kathryn S. McKinley. 2015. Computer
Performance Microscopy with Shim. SIGARCH Comput. Archit. News 43, 3S (jun
2015), 170–184. https://doi.org/10.1145/2872887.2750401

[76] Anil Yelam, Shibani Subbareddy, Keerthana Ganesan, Stefan Savage, and Ari-
ana Mirian. 2021. CoResident Evil: Covert Communication In The Cloud With
Lambdas. In Proceedings of the Web Conference 2021 (Ljubljana, Slovenia) (WWW
’21). Association for Computing Machinery, New York, NY, USA, 1005–1016.
https://doi.org/10.1145/3442381.3450100

[77] Event Injection: Protecting your Serverless Applications. 2022. Retrieved
April, 2022 from https://www.jeremydaly.com/event-injection-protecting-your-
serverless-applications/

[78] Shui Yu, Wanlei Zhou, Robin Doss, and Weijia Jia. 2011. Traceback of DDoS
Attacks Using Entropy Variations. IEEE Trans. Parallel Distrib. Syst. 22, 3 (mar
2011), 412–425. https://doi.org/10.1109/TPDS.2010.97

[79] Tianwei Zhang, Yinqian Zhang, and Ruby B. Lee. 2017. DoS Attacks on Your
Memory in Cloud. In Proceedings of the 2017 ACM on Asia Conference on Computer
and Communications Security (Abu Dhabi, United Arab Emirates) (ASIA CCS ’17).
Association for Computing Machinery, New York, NY, USA, 253–265. https:
//doi.org/10.1145/3052973.3052978

[80] Yanqi Zhang, Íñigo Goiri, Gohar Irfan Chaudhry, Rodrigo Fonseca, Sameh El-
nikety, Christina Delimitrou, and Ricardo Bianchini. 2021. Faster and Cheaper
Serverless Computing on Harvested Resources. In Proceedings of the ACM
SIGOPS 28th Symposium on Operating Systems Principles (Virtual Event, Ger-
many) (SOSP ’21). Association for Computing Machinery, New York, NY, USA,
724–739. https://doi.org/10.1145/3477132.3483580

[81] Yinqian Zhang, Ari Juels, Michael K. Reiter, and Thomas Ristenpart. 2014. Cross-
Tenant Side-Channel Attacks in PaaS Clouds. In Proceedings of the 2014 ACM
SIGSAC Conference on Computer and Communications Security (Scottsdale, Ari-
zona, USA) (CCS ’14). Association for Computing Machinery, New York, NY, USA,
990–1003. https://doi.org/10.1145/2660267.2660356

 

2641



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings false
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AgencyFB-Bold
    /AgencyFB-Reg
    /Aharoni-Bold
    /Algerian
    /Amienne
    /Amienne-Bold
    /Andalus
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Aparajita
    /Aparajita-Bold
    /Aparajita-BoldItalic
    /Aparajita-Italic
    /ArabicTypesetting
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /Arnprior
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Baveuse
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /Berylium
    /Berylium-BoldItalic
    /Biondi
    /Biondi-Light
    /BlackadderITC-Regular
    /BlueHighway
    /BlueHighway-Bold
    /BlueHighwayCondensed
    /BlueHighwayDType
    /BlueHighwayLinocut
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Boopee
    /Boopee-Bold
    /BradleyHandITC
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScriptMT
    /BurnstownDam
    /Byington
    /Byington-Bold
    /Byington-Italic
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /Calibri-Light
    /Calibri-LightItalic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /CarbonBlock
    /Castellar
    /Catriel
    /Catriel-Bold
    /Catriel-BoldItalic
    /Catriel-Italic
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /CreditValley
    /CreditValley-Bold
    /CreditValley-BoldItalic
    /CreditValley-Italic
    /CurlzMT
    /DaunPenh
    /David
    /David-Bold
    /DejaVuSans
    /DejaVuSans-Bold
    /DejaVuSans-BoldOblique
    /DejaVuSansCondensed
    /DejaVuSansCondensed-Bold
    /DejaVuSansCondensed-BoldOblique
    /DejaVuSansCondensed-Oblique
    /DejaVuSans-ExtraLight
    /DejaVuSans-Oblique
    /DFKaiShu-SB-Estd-BF
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /DokChampa
    /Dotum
    /DotumChe
    /EarwigFactory
    /Ebrima
    /Ebrima-Bold
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversMT
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /EstrangeloEdessa
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EuphemiaCAS
    /EuphorigenicS
    /FangSong
    /FelixTitlingMT
    /FootlightMTLight
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Gabriola
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Gautami-Bold
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Gigi-Regular
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /Gisha
    /Gisha-Bold
    /GloucesterMT-ExtraCondensed
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HeavyHeap
    /Helvetica
    /HighTowerText-Italic
    /HighTowerText-Reg
    /HurryUp
    /Huxtable
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /IskoolaPota
    /IskoolaPota-Bold
    /JasmineUPC
    /JasmineUPCBold
    /JasmineUPCBoldItalic
    /JasmineUPCItalic
    /Jokerman-Regular
    /JuiceITC-Regular
    /KaiTi
    /Kalinga
    /Kalinga-Bold
    /Kartika
    /Kartika-Bold
    /KhmerUI
    /KhmerUI-Bold
    /KodchiangUPC
    /KodchiangUPCBold
    /KodchiangUPCBoldItalic
    /KodchiangUPCItalic
    /Kokila
    /Kokila-Bold
    /Kokila-BoldItalic
    /Kokila-Italic
    /Kredit
    /KristenITC-Regular
    /KunstlerScript
    /LaoUI
    /LaoUI-Bold
    /Latha
    /Latha-Bold
    /LatinWide
    /Leelawadee
    /Leelawadee-Bold
    /LevenimMT
    /LevenimMT-Bold
    /Ligurino
    /Ligurino-Bold
    /LigurinoCondensed
    /Ligurino-Italic
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Magneto-Bold
    /MaiandraGD-Regular
    /MalgunGothic
    /MalgunGothicBold
    /MalgunGothicRegular
    /Mangal
    /Mangal-Bold
    /Marlett
    /MaturaMTScriptCapitals
    /Meiryo
    /Meiryo-Bold
    /Meiryo-BoldItalic
    /Meiryo-Italic
    /MeiryoUI
    /MeiryoUI-Bold
    /MeiryoUI-BoldItalic
    /MeiryoUI-Italic
    /MicrosoftHimalaya
    /MicrosoftJhengHeiBold
    /MicrosoftJhengHeiRegular
    /MicrosoftNewTaiLue
    /MicrosoftNewTaiLue-Bold
    /MicrosoftPhagsPa
    /MicrosoftPhagsPa-Bold
    /MicrosoftSansSerif
    /MicrosoftTaiLe
    /MicrosoftTaiLe-Bold
    /MicrosoftUighur
    /MicrosoftYaHei
    /MicrosoftYaHei-Bold
    /Microsoft-Yi-Baiti
    /MingLiU
    /MingLiU-ExtB
    /Ming-Lt-HKSCS-ExtB
    /Ming-Lt-HKSCS-UNI-H
    /MinyaNouvelle
    /MinyaNouvelleBold
    /MinyaNouvelleBoldItalic
    /MinyaNouvelleItalic
    /Miriam
    /MiriamFixed
    /Mistral
    /Modern-Regular
    /MongolianBaiti
    /MonotypeCorsiva
    /MoolBoran
    /MS-Gothic
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MS-UIGothic
    /Mufferaw
    /MVBoli
    /Narkisim
    /Neuropol
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NSimSun
    /Nyala-Regular
    /OCRAExtended
    /OldEnglishTextMT
    /Onyx
    /PalaceScriptMT
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Papyrus-Regular
    /Parchment-Regular
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PlanetBenson2
    /PlantagenetCherokee
    /Playbill
    /PMingLiU
    /PMingLiU-ExtB
    /PoorRichard-Regular
    /Pristina-Regular
    /Pupcat
    /Raavi
    /RageItalic
    /Ravie
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rod
    /SakkalMajalla
    /SakkalMajallaBold
    /ScriptMTBold
    /SegoePrint
    /SegoePrint-Bold
    /SegoeScript
    /SegoeScript-Bold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /SegoeUI-Light
    /SegoeUI-SemiBold
    /SegoeUISymbol
    /ShonarBangla
    /ShonarBangla-Bold
    /ShowcardGothic-Reg
    /Shruti
    /Shruti-Bold
    /SimHei
    /SimplifiedArabic
    /SimplifiedArabic-Bold
    /SimplifiedArabicFixed
    /SimSun
    /SimSun-ExtB
    /SnapITC-Regular
    /Stencil
    /Stereofidelic
    /SybilGreen
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tandelle
    /Tandelle-Bold
    /Tandelle-BoldItalic
    /Tandelle-Italic
    /Teen
    /Teen-Bold
    /Teen-BoldItalic
    /Teen-Italic
    /TeenLight
    /TeenLight-Italic
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /TraditionalArabic
    /TraditionalArabic-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga
    /Tunga-Bold
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Utsaah
    /Utsaah-Bold
    /Utsaah-BoldItalic
    /Utsaah-Italic
    /Vani
    /Vani-Bold
    /VelvendaCooler
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vijaya
    /Vijaya-Bold
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Vrinda
    /Vrinda-Bold
    /Waker
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfDingbats
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages false
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice




