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Abstract—Users and businesses in the network frequently suf-
fer from attacks by malware like privacy breach. While encrypted
traffic protects users and businesses, it also provides convenience
for attackers to avoid detection. Existing anomaly detection
systems use supervised learning with high-dimension features and
employ experts for labeling. However, our exploration reveals
that high-dimension features will reduce the efficiency of the
classification model. Besides, their training needs abundant high-
quality labels, which is difficult to obtain in practice. Facing these
challenges, in this paper, we propose an unsupervised anomaly
detection method, which adopts the three-layer Autoencoder for
feature compression to improve model running efficiency and
employs the classical Kmeans algorithm to achieve unsupervised
classification. When training the Autoencoder, we only use the
normal encrypted traffic. We compare the performance of our
method against the state-of-the-art anomaly detection algorithms
using open encrypted malware traffic data set. The results
demonstrate that our method can achieve the F1l-measure of
0.95, which is competitive with supervised learning algorithms.

I. INTRODUCTION

In recent years, the rapid development of the Internet has
continuously changed people’s work and lifestyle. With the
increasing demand for data security and privacy protection,
numerous services and applications are using encryption as
the primary method of securing information. As of Mar. 6,
2022, 95% of all Google web traffic is encrypted [1]. What
is certain is that the encryption trend will continue and may
further accelerate in the future.

Encryption technology provides greater privacy and security
for businesses online. However, users and businesses are
not the ones enjoying the data privacy and protection that
encryption brings. Malicious attackers are also using these
benefits to protect their malicious behavior. Therefore, the
randomness of traffic data makes content inspection extremely
difficult. WatchGuard Technologies revealed that 91.5% of all
malware threats were delivered by being encrypted [2]. In
2021, malware costs an estimated $500 billion per month, and
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the total cost will reach $10.5 trillion per year by 2025 [3].
Therefore, mining malicious behavior in the encrypted traffic
is especially important.

A rich body of literature exist on detecting malware from
encrypted traffic [4], [5], [6], [7], [8], [9]. However, we
find that they have the following limitations. Firstly, features
are redundant. The feature dimension is high, and there are
correlations between many features. One problem is that it
slows down the model running. It may also affect the detection
performance of the model. Secondly, they have heavy reliance
on labels. Unfortunately, it is difficult to obtain abundant
high-quality labels in practice. Labeling requires substantial
expertise and a lot of manual efforts, and often takes a long
time. Besides, malicious attacks have an evolutionary nature,
which makes it impossible for labels to keep up with trends
in time. Therefore, in most cases, only a few data are labeled.
And the quality of labels is not guaranteed. To overcome
the above challenges, in this paper, we make the following
contributions.

Firstly, we find that feature redundancy (high dimension)
affects the efficiency of machine learning algorithms, and the
label noise affects the model performance.

Secondly, we propose a three-layer Autoencoder for feature
compression to improve efficiency, which is light-weight and
has low resource requirements.

Thirdly, we advocate an unsupervised anomaly detection
algorithm, and this algorithm can work when there are no
labels at all.

Fourthly, we compare the performance of our method
against the state-of-the-art anomaly detection algorithms (e.g.,
SVM [10], LSTM [11], Kitsune [12]) using the open encrypted
malware traffic data set [13]. The results show that our method
can achieve the F1-measure of 0.95, which is competitive with
supervised learning algorithms.

The remainder of the paper is organized as follows. In sec-
tion II, we introduce the background and motivation. Section
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IIT presents the design details of our method. We evaluate the
performance of our method in section IV. Section V shows
the related works. Section VI concludes this paper.

II. BACKGROUND AND MOTIVATION

Transport Layer Security (TLS) is a protocol built on top
of the transport layer TCP protocol and serves the application
layer. It realizes the function of encrypting the packets of the
application layer and then sending to TCP for transmission.
TLS implements three network security functions: confiden-
tiality, integrity and authentication.
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Fig. 1: The training time of SVM grows as the feature
dimension increases.
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Fig. 2: The performance of SVM degrades with more noisy
labels. x% is the percentage of noisy labels.

The use of encryption technology makes the detection of ab-
normal traffic difficult. Fortunately, some meta data are visible
when encrypting, e.g., the TLS handshake and the certificate
information. Using these data, we can extract relevant data
features. However, the dimension of the processed features
is very large, which may be a challenge for the machine
learning algorithm. We use the SVM as an example to illustrate
this problem. As shown in Fig. 1, the training time of SVM
increases exponentially with the increase of feature dimension.
High feature dimension will obviously reduce the efficiency of
the algorithm.

Besides, the supervised learning algorithms dominate,
whether traditional machine learning or deep learning meth-
ods. The key to such schemes is the need for labels with
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high-quality ground truth. To this end, the labels are often
constructed by domain experts with specialized knowledge,
which is highly labor-intensive and expensive [14]. Also, there
is no guarantee that the labels are 100% correct. Noise in the
labels can affect the performance of the classifier. As shown
in Fig. 2, we plot the performance of the SVM algorithm
under different scales of noisy labels. x% means the percentage
of noisy labels. We can see that 5% noise causes a 4%
performance drop. In practice, the proportion of noisy labels
is likely to be larger.

III. METHODOLOGY

In this section, we present the unsupervised anomaly detec-
tion framework for encrypted malware traffic. The framework
consists of four components: the traffic collector, the feature
extraction, the feature compression and the anomaly detection
algorithm. Traffic collection component is used to capture
network traffic from network devices. NetFlow [15] and IPFIX
(IP Flow Information Export) [16] are widely adopted since
they monitor rich information. The output of traffic collection
is a amount of flow traces (e.g., PCAP) which can be used
for network security analysis. The details of traffic collection
is omitted here, which is not our focus in this work.

A. Feature extraction

Feature extraction is the process of converting real-word
data into numerical vectors. For each flow that has the same
five-tuple (source IP address, destination IP address, source
port, destination port and protocol), we compute a set of
features from the captured encrypted network traffic to provide
the best classification accuracy.

TABLE I: Summary of the statistics. e; can be a set of
observed packet sizes.

Type Name | Notation Calculation

1D Count n n

1D Sum s e

1D Min. mi min{e1,...,en}

1D Max. ma max{ei,...,en}

1D Mean u s/n

1D Std. o V2SR (i — p)?
1D-array Arr. Dk @

S he1 Xl ekl
2D Mat. Pk,1 s, E;_nzl iy
1D Text str str

TABLE 1 shows the list of the statistics which can be
extracted from the traffic packet traces. We refer to the
computing statistics involving one and two statistics as one-
dimensional statistics and two-dimensional statistics, respec-
tively. Specifically, we extract the features from the traffic
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TABLE 1II: The features

extracted from traffic packet trace.

Statistics Extracted from # Features Description
n Packet, inter-packet time 2 Total, forward and backward traffic, respectively
s, mi, ma, pu, o | Inter-packet time, TCP window size 10 Total, forward and backward traffic, respectively
s, mi, ma Packet’s byte 3 Total, forward and backward traffic, respectively
n, o Packet’s byte per packet/second 4 Total, forward and backward traffic, respectively
s TCP flags 8 Total, forward and backward traffic, respectively
Pk Packet’s byte distribution 256 Probability of occurrences of each byte value of a flow
Pk, Adjacent packet’s byte 625 Probabilistic transition matrix of byte value
un, o Signature key size 2 TLS Certificate
str Certificate issuer 1 TLS Certificate
str Cipher suite and extensions 2 TLS handshake
str Signature algorithm, server name 2 TLS handshake

between the packets’ sender and receiver. On the basis of the
work presented by Anderson et al. [4], we extend the feature
set. The statistics summarize all of the traffic:

packet’s size between client and server.

inter-packet time between client and server.

TCP window size and flags between client and server.
packet’s byte distribution and probabilistic transition ma-
trix.

TLS certificate.

TLS handshake metadata.

The list of the extracted features are presented in TABLE
II. The statistics s, mi, ma, p and o are easy to understand.
For the TLS features, we vectorize the text string with one-
hot encoding. We mainly elaborate on the generation of py
and py ;. For the specific feature py, it is the probability of
occurrences of each byte value in the Data fields of a flow,
with the i-th element of the array corresponding to the byte
value i. For example, the byte distribution is a set {30, 50, 70,
90}. Tt means the occurrence of byte 0 is 30, whose probability
is 30/(30+50+70+90)=0.125. Similarly, the occurrence of byte
3 is 90. Therefore, we get the feature of pj; array {0.125,
0.208, 0.292, 0.375}. Here, we count the probability of 256
bytes. py; is the probabilistic transition matrix of byte value.
Assuming MTU is 1500 bytes, we divide it by 60 to map to
25 status. For instance, the extracted byte sequence is {54, 72,
98, 102}. First, we divide it by 60 to get the status {0, 1, I,
1}. Second, we count the number of adjacent status to form
a 2D matrix. 0—1 appear once, 1—1 appear twice. Thus, we
get matrix {{0,1}, {0,2}}. Finally, calculate the probability to
get the matrix {{0,0.333}, {0,0.667}}.

B. Feature compression

After getting the features, we will find that the feature set
has high dimension and redundancy. On the one hand, it may
affect the classification accuracy. On the other hand, it can
affect the classification efficiency. To tackle this problem, we
adopt the Autoencoder [17] for feature compression. To begin
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with, we provide a brief introduction to the structure and
function of Autoencoder.

1) Autoencoder: Autoencoder is a special kind of artificial
neural network, which consists of layers with multiple neu-
rons. As shown in Fig. 3, the Autoencoder is made up of two
major modules: the encoder and decoder. The input feature
vector x is mapped to a feature space z through the encoder F.
Then, the feature space z is mapped back to the original space
through the decoder D to obtain the reconstructed sample X.

Specifically, there are lines connecting the neurons between
each adjacent layer. Each line represents a weight, and a
weight matrix W is formed between layers. As shown by
the neurons inside the red dashed box in Fig. 3, we first
get the dot product of the input and the weight. After that,
there is a bias vector, which is added with the dot product
result, and the sum is passed to a activation function. The
activation function decides whether to send this data to the
next neuron. Assuming the output is y, the input is x, and
the activation function is f. Then each neuron is calculate as
follows: y = f(> i, wiz; +b).

In addition, the hidden layer is the layer between the input
layer and the output layer. An Autoencoder can have multiple
hidden layers. Starting from the input, activate one layer,
pass to the next layer and activate, until the last layer is
activated. The whole process is called the forward propagation.
If the entire forward propagation function is h, the overall
parameters are the weight W, and the bias vector is b, then it
can be expressed as: X = hyyp(x).

2) Training of Autoencoder: Training is the process of
optimizing model parameters, which requires labels to be
adjusted. The label of the Autoencoder is the input data itself,
so the Autoencoder can also be regarded as a data generator.

The goal of Autoencoder training is to learn a function
h and a set of parameters: weight W and bias vector b,
which can satisfy Ay p(x) x. At the beginning of the
model, the parameters of the Autoencoder will be far from
ideal. During the entire training process, the data flow is
bidirectional. The data flow reaches the output layer through

~
~
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Fig. 3: A simple example of Autoencoder.

forward propagation, and then the parameters of the neurons
are recalculated through back propagation.

In back propagation, a loss function needs to be defined,
which takes into account both the output of the model and the
actual results (Iabels). The loss function is an indicator of how
good the model is. Autoencoder usually use the mean squared
error (MSE) to represent its loss function.

n

1(W,b) = % > (hwp(x) —x)?

i=1

M

Since the loss function measures the difference between
the model predicted value and the actual observed value.
Therefore, we want the loss function to be as small as possible,
which means that the model output is approximately equal to
the actual observed value.

To adjust the parameters, a well-known optimization algo-
rithm is often adopted, that is, gradient descent (GD) [18]. By
setting a step size (learning rate), the values of weights and
bias are gradually adjusted along the direction of the fastest
gradient descent of the loss function.

This process is repeated until the goal is met. When the
model is trained to the ideal situation, the gradient should
approach 0, and the loss function value will also approach 0.
It means that the generated data differs very little from the
original data.

3) Feature compression with Autoencoder: Autoencoder
has been widely used for various machine learning tasks. For
instance, performing image compression [19], and generating
images [20]. In this work, we focus on the feature compression
with Autoencoders.

The Autoencoder first encodes the input feature value x into
an invisible feature space z. The decoder then reconstructs
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z as x with the same distribution as x. If the input and x
have different distributions, then the reconstructed data will
have a large gap with x. A step forward, their corresponding
feature space z also have significant differences. In addition,
the dimension of the feature space z is significantly smaller
than the input feature vector x. Using z as the new feature
vector achieves the purpose of feature compression.

Specifically, we use a three-layer Autoencoder to avoid
computational overhead during training. We only input the
normal traffic into the Autoencoder as training data. When
executing the Autoencoder, only the encoder part is taken to
compress the arriving traffic to obtain the compressed feature
vector.

C. Anomaly detection

After feature compression, the anomaly detection follows.
Existing schemes mainly focus on supervised anomaly de-
tection schemes. They require labels that truly reflect the
actual situation. In the field of network anomaly detection,
it is impossible to obtain real-time labels with abundant
high-quality ground-truth. Therefore, we turn to unsupervised
machine learning algorithm. We select clustering algorithm
Kmeans for anomaly detection.

IV. EVALUATION

In this section, we evaluate the performance of our method
with open encrypted malware traffic data sets. Main results of
our experiments can be concluded as:

« We find that high-dimension features affect efficiency,
high-quality labels are difficult to obtain and 5% label
noise causes a 4% performance drop.

Authorized licensed use limited to: Tsinghua University. Downloaded on October 15,2026 at 14:32:35 UTC from IEEE Xplore. Restrictions apply.



o We adopt Autoencoder to compress the high-dimension
features to low-dimension features without loss of ac-
curacy. We use the unsupervised learning algorithm to
remove the dependence on expensive labels.

o Compared with state-of-the-art anomaly detection algo-
rithms, our method can achieve the highest F1-measure
of 0.95, which is competitive with supervised learning
algorithms.

A. Data sets

In our evaluation, we use the open DataCon2020-Encrypted
Malicious Traffic Data Set [13] to examine the performance
of proposed method. The data set is derived from the malware
and normal software collected from February to June 2020.
It is run and generated by the Qianxin Technology Research
Institute’s Sky Vault sandbox. The black samples in the
training set are the malware-encrypted traffic captured from
February 2020 to May 2020, and the black samples in the
test set are the malware-encrypted traffic captured in June
2020. All white samples are normal software encrypted traffic
captured in 2020. The malicious traffic defined in this data set
is encrypted traffic generated by malicious software, and white
traffic is encrypted traffic generated by normal software. The
training set has 6000 samples, and the ratio of black and white
samples is 1:1. The test size includes 2000 black samples and
2000 white samples.

B. Experiment setup

We use implementations from Keras [21] for Autoencoder
and from scikit-learn [22] for Kmeans. The Autoencoder we
implemented has three layers, and the number of neurons in
the hidden layer is i of the input feature dimension. All
our experiments are performed on a Linux server, which is
configured with 32G memory, 9T hard disk and 16 Intel Xeon
E5-2630 CPUs.

C. Baselines

We compare the performance of our method with five
methods: one classical unsupervised learning methods density
peaks clustering (DPC) [23], two classical supervised learning
methods linear SVM [10] and XGBoost [10], two neural
network method long short term memory (LSTM, supervised
learning) [11] and Kitsune (unsupervised learning) [12].

We use the following metrics to evaluate the performance
of Autoperman and baseline methods:

1) Accuracy: It shows the correct prediction rate across the
whole data set, which is defined as follows: Accuracy =
%, where TP is True Positives, TN is
True Negatives, F'P is False Positives and F'N is False
Negatives.

2) Precision: It calculates the proportion of predicted pos-
itive instance that are actually positive instance. It is
expressed as: Precision = PT+P 7P

3) Recall: It represents the ability of a detection model
to identify positive instance, which is defined as:

__ TP
Recall—iTerFN .

4) Fl-measure: It considers both Precision and Recall, and

is defined as the harmonic average of the two metric:

__2xPrecision*xRecall
Fl-measure= Precision+Recall *

D. Training of Autoencoder
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Fig. 4: Loss of Autoencoder.

After training, the loss of an ideal Autoencoder should
be close to 0. This ensures that the reconstructed data is
approximately equal to the original data. This ideal model
determines the network structure of the model as well as the
ideal model parameters. As a result, the intermediate invisible
vector z obtained from the ideal model is more descriptive of
the original data.

We only collect the normal encrypted malware traffic as
the training data. When training the Autoecoder for feature
compression, we select mean squared error (MSE, eq. (1))
metric as the loss function, and use the adam [24] algorithm
as the optimizer. A common activation function, and what we
adopt in this work, is the zanh function, defined as

e —1

f@) = e2r +1

Fig. 4 shows the change of the loss with the number of iter-

ations when training the Autoencoder for feature compression.

In the first 100 iterations, the loss drops rapidly and converges.

We can see that the loss convergence value is almost 0. It
means that the model achieves the desired effect.

2

E. Efficiency after feature compression

As shown in Fig. 1 in Sec. II, we take SVM as an example
to present the inefficiency of high-dimensional feature vectors.
For comparison, we still use SVM as an example to show
the cost of SVM with features after compression. In the
experiment, the feature dimension is compressed to % of the
original data dimension.

Fig. 5 shows the time consuming of SVM in full and
compressed dimensions, respectively. Specifically, we char-
acterize their cost under different sample sizes. We can see
that the growth rate of time consuming under compressed
features is significantly lower than that of full features. As
the number of samples increases, the time savings becomes
more pronounced. The reason is that dimension compression
reduces the amount of data that can be processed.
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Fig. 6: Cost comparison under compressed features.

Meanwhile, we compare the time consumption of SVM
and Kmeans under compressed features, since in our method,
Kmeans is adopted as an unsupervised classifier. As shown
in Fig. 6, the time consumption of SVM is obviously much
more than that of Kmeans. This is because SVM loops over
the training data to reach convergence.

FE. Compression ratio
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Fig. 7: Performance of executing Kmeans with different
compression ratios.

Since the feature dimensions needs to be compressed, what
is the appropriate compression ratio (the ratio between the
feature compression dimension and the original feature dimen-
sion)? In this regard, we carried out experiments, and Fig. 7

shows the results. Except for different values of compression
ratio, all other parameters are set with default parameters.
Specifically, the compression ratios are 1, 1/2, 1/3, 1/4, 1/5
and 1/6.

It can be seen that when the ratio is 1 (there is no
compression), the accuracy, recall and Fl-measure are not
drawn, because they are all lower than 0.2. This shows that the
direct use of original features for unsupervised classification
has poor performance. The reason is that the high-dimensional
features have strong redundancy and poor differentiation of
data distribution. When the compression ratio is 1/2, 1/3,
and 1/4, the performance is significantly improved. However,
when the compression ratio is 1/5 and 1/6, the performance
begins to decline again. The reason is that the Autoencoder is
lossy compression. When the dimension is relatively low, the
detailed information will be lost.

Therefore, the proper value of compression ratio should
be selected. Too high or too low will affect the detection
performance of the model. In practice, the compression ratio
can be obtained by cross validation.

G. Performance comparison
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Fig. 8: Unsupervised learning results comparison.

In this part, we compared the performance of our method
to the state-of-the-art algorithms.

Fig. 8 shows the experimental results for the state-of-the-
art unsupervised learning algorithms along with our method
for anomaly detection in encrypted malware traffic. As this
algorithms do not need labels to train and build the models,
we used the normal encrypted traffic from the white data in
the training set. For testing, we used all the test set.

Overall, we observed that the state-of-the-art algorithms
have high precision, but all other metrics are very low in com-
parison to our method even though they were pre-trained with
the ground-truth. It means that they cannot detect malicious
encrypted traffic.

Besides, we also compared the performance of our method
with other state-of-the-art supervised learning algorithms and
the results are given in Fig. 9. Overall, the results presented
in Fig. 9 clearly show that our method outperforms SVM,
XGBoost and LSTM in terms of accuracy, precision and F1-
measure. Specifically, the F1-measure achieved by our method
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Fig. 9: Supervised learning results comparison.

is highest, reaching 0.95, which is about 5% higher than
the supervised learning methods. With regards to accuracy
and precision, SVM, XGBoost and LSTM are lower than
our method by nearly 3%. Although their recall is slightly
higher than our method, they are over-fitting. Considering that
our method is unsupervised learning, we conclude that our
method does not consume expensive labels and produce high-
accuracy models that are competitive with supervised learning
algorithms.

V. RELATED WORK

Feature extraction is a key part of realizing vari-
ous learning tasks, which contains two types of features,
protocol-independent features and protocol-dependent fea-
tures. Protocol-independent features mainly include packet-
based and session-based features. Nakahara et al. [25] chose
the packet-based features such as packets number, packet
length as features to train a detection model. Hafeez et al.
[26] extracts session-based features for training a deep learning
model. Liu et al. [27] combines packet-based and session-
based features for training and traffic identification. Protocol-
dependent features are extracted from the encryption protocol.
Chen et al. [23] and Shekhawat et al. [10] extract visible
meta data from the TLS/SSL protocol. There is also work to
merge the two types of features. Anderson et al. [4] proposes
an enhanced feature set that combines protocol-independent
features and TLS/SSL features. In our work, we also combine
them and just make some additions to the feature set.

Supervised learning models. They train anomaly detection
classifiers using the labels. Shekhawat et al. [10] considers
three machine learning algorithms involving support vector
machines (SVM), random forests (RF), and extreme gradient
boosting (XGBoost). The results demonstrate that the XG-
Boost shows the best performance. Ma et al. [S] proposes
a model training method based on the K-Nearest Neighbors
(KNN) algorithm. Niu et al. [6] proposes a Heuristic Statistical
Test (HST) method that combines statistical and machine
learning algorithm such as C4.5. Lee et al. [7] proposes an
incremental support vector machine method with stochastic
gradient descent that maintains an adequate level of perfor-
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mance with regular updates. Lee et al. [28] analyzes and
proposes several new TLS features to characterize encrypted
malware and proposes the use of random forests to iden-
tify TLS-encrypted malware traffic. Both schemes show the
promising results. However, they heavily rely on the abundant
high-quality labels, which is generally not feasible in evolving
and large scale network.

Unsupervised learning models. Chen et al. [23] proposes
a three-stage stratified sampling method based on an improved
density peak clustering algorithm (THS-IDPC) to improve the
accuracy and efficiency of encrypted malicious traffic detection
models. Liu et al. [27] proposes a distance-based method that
utilizes the unsupervised learning algorithm Gaussian Mixture
Model (GMM) and Ranked Point Recognition Clustering
Structure (OPTICS) to calculate the distance between mal-
ware. Hafeez et al. [26] proposes iot-keeper, which combines
fuzzy c-means clustering and fuzzy interpolation scheme to de-
tect malicious network activities. Once a malicious behavior is
detected, iot-keeper will automatically impose network access
restrictions on the IOT devices that generate this activity and
prevent them from attacking other devices or services. Fujita
et al. [29] proposes a behavior detection model that extracts
botnet data from network traffic using K-means clustering
algorithm. Gomez et al. [30] proposes a novel unsupervised
method to detect and cluster malicious TLS flows. The detector
can assign a malicious flow to the cluster it belongs to, or
determine if it is benign. The models can be readily trained
even without labels.

Deep learning models. Recently, there is a rising trend of
employing deep learning algorithms for anomaly detection,
e.g., LSTM [11], [31], [32] and Autoencoder [12], [33], [8],
CNN [34], [35], RNN [9]. There are also works that combine
multiple ANN to build the detection models [36], [37], [38],
[39], [40]. Though they have strong learning ability, they have
poor interpretability and high resource demand.

VI. CONCLUSION

In this paper, we studied the importance of encrypted traffic
and anomaly detection systems. We studied the limitations of
existing anomaly detection approaches such as strong feature
redundancy, increasing computation overhead, failure to detect
new attacks. We then proposed an unsupervised method with
feature compression for encrypted malware traffic anomaly
detection, which contains traffic collection component, feature
extraction component, feature compression component, and
unsupervised anomaly detection component. We advocated
to adopt Autoencoder to compress the high feature dimen-
sion, which solves the efficiency problem brought by high-
dimension features. With experiments we demonstrated that
our method improves the performance of encrypted malware
traffic, and in particular the F1-measure compared to state-of-
the-art methods. In the future work, we will explore methods
using deep learning and compare with this scheme.
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