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Abstract— Cloud technology has brought great convenience to
enterprises as well as customers. System logs record notable
events and are becoming valuable resources to track and investi-
gate system status. Detecting anomaly from logs as fast as possible
can improve the quality of service significantly. Although many
machine learning algorithms (e.g., SVM, Logistic Regression)
have high detection accuracy, we find that they assume data
are clean and might have high training time. Facing these
challenges, in this paper, we propose Robust Online Evolving
Anomaly Detection (ROEAD) framework which adopts Robust
Feature Extractor (RFE) to remove the effects of noise and
Online Evolving Anomaly Detection (OEAD) to dynamic update
parameters. We propose Online Evolving SVM (OES) algorithm
as the example of online anomaly detection methods. We analyze
the performance of OES in theory and prove the performance
difference between OES and the best hypothesis tends to zero
as time goes infinity. We compare the performance of ROEAD
against state-of-the-art anomaly detection algorithms using public
log datasets. The results demonstrate that ROEAD is able to
remove the effects of noise and OES can improve the detection
accuracy by more than 40%.
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I. INTRODUCTION

NOWADAYS, many companies are migrating business to
cloud to obtain good quality-of-service (QoS). System

health is becoming one of the primary concerns as any
accident will lead to irreparable performance loss. Systems are
increasingly more complex and they will generate much more
data than ever before. According to the report of Cisco [1],
global data center traffic will reach to 20.6 ZB by the end
of 2021, while it is only 6.0 ZB in 2016, with an annual
increasing rate of 36%. It is extremely difficult to detect
anomaly with such huge data volume.

Logs are universally available in nearly all computer sys-
tems and they record system states and significant events at
various critical points. The noteworthy events of system logs
can be used to detect anomalies in a timely manner [8], [16],
[24], [25], [36], [37], [45]. For log-based anomaly detection,
the unstructured, free-text log entries should be firstly parsed
into an event template (constant part) with some specific
parameters (variable part). For example, the raw log message
“Received block blk_822 of size 63” can be parsed into an
event template “Received block ∗ of size”, where “∗” denotes
the parameters. Then the detection model is used to check
whether the coming log entries contain anomalies.

Machine learning technology [10], [40] is a promising
tool to dig hidden characters from labeled data. An optimal
machine learning algorithm can fast and correctly diagnose the
health of system. Up still now, many literatures have proposed
to use machine learning technologies (e.g., SVM [6], Logis-
tic Regression [15]) to detect anomalies from system logs.
Although the algorithms have high accuracy, they still have the
following three flaws: Firstly, they assume logs are clean and
can’t dynamically adapt to noise (e.g., loss, duplication, extra
information). In reality, system logs might contain noisy data
due to casualness of operators or system bugs. For example,
the correct entry is “Received block blk_822 of size 63”,
but “Received block blk_822 size 63” might be logged by
operators or programmers. Most detection systems regard the
two entries as different ones, but they contain the same note-
worthy event (i.e., the size of block blk_822 is 63). Therefore,
detection algorithms might gain error inputs and their accuracy
can be influenced by this. Secondly, plenty of algorithms need
to access the entire training data set to estimate the best
parameters which is time-consuming and the parameters can’t
be adapt to testing data set. Testing data might have different
characters as training data set, so that parameters derived

1556-6021 © 2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: Tsinghua University. Downloaded on October 15,2026 at 12:55:32 UTC from IEEE Xplore.  Restrictions apply. 

https://orcid.org/0000-0002-1976-7856
https://orcid.org/0000-0002-6407-4194
https://orcid.org/0000-0003-4429-9959
https://orcid.org/0000-0002-9548-8306
https://orcid.org/0000-0003-0230-1432
https://orcid.org/0000-0001-6487-9526
https://orcid.org/0000-0002-0824-6203


HAN et al.: LOG-BASED ANOMALY DETECTION WITH ROBUST FEATURE EXTRACTION AND ONLINE LEARNING 2301

Fig. 1. Logging messages might contain errors due to casualness of operators or system bugs.

from training set can lead to high false alarm rate. Also,
training phase might cost much time when data volume is
large. Thirdly, many supervised algorithms (e.g., SVM, KNN)
need labeled data to train the best parameters, but labels might
be impossible to get for system logs. Facing these challenges,
in this paper, we make the following contributions:

Firstly, we find the deficiency of log-based anomaly detec-
tion algorithms. This is because dirty entries may create too
much extra events which can affect the accuracy and testing
data set might have different characters with the training data
set.

Secondly, we propose Robust Online Evolving Anomaly
Detection (ROEAD) Framework, which adopts natural lan-
guage processing to remove the effects of noise and uses online
learning theory to dynamic update parameters. We propose
Online Evolving SVM (OES) algorithm as the example of
online anomaly detection methods. We analyze the perfor-
mance of OES in theory and prove the performance difference
between OES and the best hypothesis tends to zero as time
goes infinity.

Thirdly, we compare the performance of ROEAD and OES
against state-of-the-art anomaly detection algorithms (e.g.,
Invariants Mining [28], Log Clustering [26], DeepLog [13])
using three public log datasets (i.e., HDFS, OpenStack, BGL)
[23]. The results show that ROEAD is able to remove the
effects of noise and OES can improve the detection accuracy
by more than 40%.

The remainder of the paper is organized as follows.
In Section II, we introduce the background and motivation.
Section III presents the design details of ROEAD framework
and OES algorithm. We evaluate the performance of ROEAD
and OES in Section IV. Section V shows the related works.
Section VI concludes this paper.

II. BACKGROUND AND MOTIVATION

Real systems inevitably experience failure. System logs are
designed for recording notable events to ease debugging and
they are becoming valuable resources to track and investigate
system status.

A. Logs are Now Widely Used in Debuging

Failure analysis is often conducted by collecting event
logs (or simply logs). Developers and IT operators can write
logging statements to record system behaviors to help them
debug and maintain systems [18]. For example, in the logging

message: log.error (“Invalid ID:”, + ID), the statement is at
the error level, which is used to record information that may
cause system oddities. In reality, there are different verbosity
levels (e.g., trace, debug, info, warn, error, and fatal) to
record system information. As a result, various messages are
generated by these statements which can be used to detect
anomalies of systems.

B. Log-Based Anomaly Detection Framework

Log-based Anomaly Detection Framework usually contains
four parts: Log collection, Log parsing, Feature extraction,
Anomaly detection [15]. In modern systems, logs are gener-
ated in real time and should be collected in a centralized place
under log collection component (e.g., Flume [3]). Then Log
parsing component converts the unstructured messages into a
map of structured event templates. After this, Feature extrac-
tion component forms the feature matrix. At last, Anomaly
detection component checks whether a given feature vector is
an anomaly or not.

In reality, logging messages might contain errors due to
casualness of operators or system bugs and we can regard
the errors as noise. As Fig. 1 shown, some words or phrases
might be missed, duplicated or extra added over the clean
logs when operators call log or print methods. Nowadays,
although state-of-the-art online log parsing mechanisms (e.g.,
Drain [21], LogParse [31]) can parse raw logs into log events
efficiently, they ignore the log noise, which can lead to high
false alarm rate. We now take LogParse [31] as the example
and use the public HDFS data set [47] to demonstrate this.
We insert 1% extra data into the original HDFS log dataset
as noise. Fig. 2(a) illustrates the accuracy of training data set
when we use Support Vector Machine (SVM) as the detection
algorithm. We can see that the accuracy is high for both clean
and noisy logs, i.e., more than 95%. Fig. 2(b) shows the
accuracy is high for clean logs but more than 10% decreasing
for noisy logs over the testing data set. The reason for this is
that log parsing generates too much error events, therefore,
many detection errors occur. Besides, parameter estimation
technique Maximum Likelihood Estimation (MLE) [35] can
be used to derive the best parameters. It has high accuracy
but huge computational cost. Fig. 2(c) shows the parameter
fitting time with different solving methods on a server with
16 Intel Xeon E5-2630 CPUs, 32G memory. We can see that,
even the fastest method will take more than 20s when the scale
of training items is larger than 10K. The time is too large for
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Fig. 2. Log parsing technologies always ignore noise and this can hurt detection accuracy. The offline algorithm takes too much time for best parameters,
which hurts the spirit of online detection.

Fig. 3. ROEAD framework contains four parts, i.e., Log collection, log parsing, robust feature extraction and online evolving anomaly detection.

online prediction, which makes it hard to use on the large data
set.

III. ROBUST ONLINE EVOLVING ANOMALY

DETECTION FRAMEWORK

In this section, we present Robust Online Evolving Anomaly
Detection (ROEAD) framework which performs log analysis
for large scale systems. As shown in Fig. 3, ROEAD is also
composed of four components, i.e., Log collection, Log pars-
ing, Robust feature extraction and Online evolving anomaly
detection. As Log collection and Log parsing are similar to
pervious literatures (e.g., [13], [28]), we introduce the details
in Appendix A. In this part, we just focus on Robust feature
extraction and Online evolving anomaly detection.

A. Robust Feature Extraction

After Log parsing, the messages are parsed into events
which contains event template (constant part) with some
specific parameters (variable part). Robust Feature Extrac-
tion (RFE) aims to extract valuable features from log events
that could be fed into anomaly detection models. The key idea
of RFE is to use natural language processing to remove the
effects of noise. RFE outputs a feature matrix X , whose entry
X[i, j ] records the i -th group of j -th event template. As Fig. 3
shown, there are three steps to generate this matrix:

1) Step 1: Templates Corpus Creation: IT operators can
consider semantics from the perspective of applications to
build a corpus of event templates. The event templates contain
words with meaningful semantic information and they are
stored offline for events correction. As a result, log events
with the same semantics can be grouped into one category
finally. In the example shown in Fig. 3, two event templates
are considered by operators, i.e., L1 and L2.

2) Step 2: Events Correction: In reality, logs might contain
errors. To reduce the impacts of errors, event templates should
be corrected according to their semantic. To achieve this,
we address the following three operations: (1) Cleaning.
Special symbols in parsed log events, such as ∗ and /,
etc., are cleared by pre-defined regularization rules. Then
the compound words are split into independent ones with
word segmentation algorithms (e.g., [5]); (2) Vectorization.
Event templates are mapped to vectors with natural language
processing technologies (e.g., Continuous Bag-of-Words [43]).
After mapping, we can use vectors to present event templates;
(3) Mactching. Let vE denote the coming event vector and
vT present one of corpus templates, then Cosine Similarity is
used to measure the difference between them:

cos(θ) = vE · vT

||vE || × ||vT || (1)

where vE · vT denotes the inner product of the two vectors,
and ||.|| presents the size of vector. If the value is larger than a
threshold ε (e.g., 95%), the event templates contain the same
semantic, otherwise, they are different event templates. For
example, E1, E2, E3 map to L1, L2 after events correction
process.

3) Step 3: Feature Extraction: In order to extract features,
we firstly need to separate log data into various groups accord-
ing to their identifiers. Logs may adopt different identifiers, for
example, OpenStack logs use instance_id as identifiers since
they record the status of VM instances, and HDFS logs use
block_id as identifiers. Then, we count the occurrence number
of each log event in each group and finally get the feature
vector matrix. In the example shown in Fig. 3, event L2 occurs
twice in blk_33 and event L1 occurs once in blk_49, then we
derive the feature vector matrix at last.
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B. Online Evolving Anomaly Detection Algorithm

Each row x ∈ X records the feature of the detection
entry. Let xt denote its value in t and the reported value
yt ∈ {−1, 1} can be derived by an anomaly detection model
Y (xt , wt ), whose input parameters are feature measured vector
xt and feature importance vector wt . We use the model to
check whether the corresponding entry contains anomalies
(i.e., yt = 1) or not (i.e., yt = −1).

As system evolves, static weight vectors might cause much
error since they can’t adapt fluctuation. Therefore, wt should
be smart enough to dynamically adjust according to envi-
ronment. To achieve this, we consider to use the online
learning technology [20] and incorporate the feedback of
IT operators into anomaly detection algorithms. As shown
in Fig. 3, IT operators firstly derive the state of system (i.e.,
yt ) with parameters xt and wt . Then the true result (i.e., ŷt ) is
observed by the IT operators. If the true result doesn’t match
the reported result (i.e., ŷt �= yt ), a loss ft (wt ) will occur.
At last, the loss will return to anomaly detection algorithm to
help amending wt .

The framework has the following advantages: Firstly,
it doesn’t require specific parameter training phase, while
most traditional data-driven anomaly detection algorithms
need complex and time-consuming training phase to derive the
best parameters. Secondly, it can adapt to system fluctuation
but most anomaly detection algorithms only perform well on
training data set whose characters might be different from
the whole data set. Thirdly, its performance doesn’t rely on
specific algorithms and plenty of learning methods (e.g., SVM,
KNN, DT) fit the framework. Fourthly, it uses feedback of IT
operators to adjust parameters rather than the labels of training
data sets.

C. Online Evolving SVM

Support Vector Machine (SVM) is a machine learning algo-
rithm which is able to establish an optimal decision hyperplane
to distinguish categories. It is an offline algorithm. We now
borrow the idea of SVM and propose the Online Evolving
SVM (OES) model to detect anomaly at time slot t . Give the
feature importance vector wt and feature vector xt , we can use
them to detect anomaly:

yt = sign(w�
t xt ) (2)

where sign(x) ∈ {−1, 1} is the sign function. We define the
candidate convex set for wt , ∀t ∈ T :

S =
{

wt

∣∣∣∣wt ∈ R
|J | : ||wt, j || ≤ L, j ∈ J

}
(3)

where wt, j is the j-th element of vector wt and total J event
templates are considered. Mathematically, we should try to
seek w that minimizes the incorrectly classified examples over
the total T iterations, i.e.,

min
w∈S

∑
t∈T

θ(sign(w�
t x) �= ŷt ) (4)

where θ(z) ∈ {0, 1} is the indicator function that takes the
value 1 if z is satisfied and 0 otherwise. ŷt = ±1 is the true

label at t . However, (4) is hard to use in practice since it is
0/1 loss and needs to access the whole data set. In this case,
we would like to replace it with a convex loss function at each
iteration t :

ft (wt ) = max{0, 1 − ŷt · w�
t xt } (5)

To derive the best feature vector wt by standing at current
round t , we can use any vector which has minimal loss on all
past rounds:

wt+1 = arg min
w

t∑
i=1

fi (w) + R(w) (6)

where R(w) is a regularized function (i.e., the regularizer) to
stabilize the prediction. From (6), we can derive the best para-
meters. However, it is often time-consuming to solve, which
hurts the spirits of online detection. In this case, we adopt
the online mirror descent algorithm [30] and change (5) to its
gradient function, i.e.,

ft (wt ) � 	 ft (wt )wt (7)

where 	 ft (wt ) is the gradient of ft at wt , which can be
derived as:

	 ft (wt ) =
{ −ŷt · xt ŷt �= yt

0 ŷt = yt
(8)

The regularization term R(w) is defined as follows,

R(w) = 1

δ

w
1 + 1

2

t∑
i=1

(
1

ηi
− 1

ηi−1

)

w − wi
2

2 (9)

where the first term is L1-regularization that aims to obtain
sparse solution [30] and δ is a constant. The second term L2-
regularization is to ensure the choice stability of w, and ηt is
the learning rate. Take (7) and (9) into (6), we can derive a
convex optimization problem with no constraints. According
to KKT (Karush–Kuhn–Tucker) condition [11], we take the
derivative of (6) equals to 0. The equation is easy to be solved
(shown in Appendix B) and we can get the optimal feature
weight vector finally:

wt+1, j =
{−ηt

[
γt, j − sign(γt, j ) · 1

δ

] |γt, j | > 1
δ

0 |γt, j | ≤ 1
δ

(10)

where γt, j is defined as follows:

γt, j =
t∑

i=1

[
	 fi (wi, j ) − (

1

ηi
− 1

ηi−1
)wi, j

]
(11)

Finally, Algorithm 1 shows the details of applying OES to
anomaly detection. Algorithm 1 takes event templates set J
and δ as its input. After receiving a feature vector x (Line 3),
it firstly derives the feature importance vector w according
to (10) (Line 4-5). Then it uses the vector to detect anomaly
(Line 6). Next the real system health is returned from IT
operators (Line 7). At last, parameters are updated with the
detection loss (Line 8-12).
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Algorithm 1: Online Evolving SVM (OES)
Input: δ, J

1 γ j = 0,∀ j ∈ J ;
2 for t ∈ T do
3 Receive feature vector xt ;
4 for j ∈ J do
5

wt, j =
{ −ηt

[
γ j − sgn(γ j ) · 1

δ

] |γt, j | > 1
δ

0 |γt, j | ≤ 1
δ

6 Anomaly detection with y = sign(w�
t xt );

7 Get feedback ŷt ∈ {+1,−1} from IT operators;
8 if ŷt == yt then
9 	 ft (wt ) = 0;

10 else
11 	 ft (wt ) = −yt ∗ x j ;

12 γ j = γ j + (	 ft (wt, j ) − ( 1
ηt

− 1
ηt−1

)wt, j ),∀ j ∈ J ;

1) Analysis: The regret metric [20] is always used to
measure the difference between the online algorithm and the
best static decision in hindsight. We are interested in the upper
bound on the worst case regret of an algorithm. A good online
learning algorithm is one with a regret (defined below) that
grows sub-linearly as a function of T . This implies that on
average the algorithm is performing as the best static strategy
we can have in hindsight,. i.e.,

RegretT = max
w∗∈S

{
T∑

t=1

ft (wt ) −
T∑

t=1

ft (w∗)
}

= o(T ) (12)

To derive the performance bound on OES, we begin with
the following lemma.

Lemma 1: Compared with the best static decision w∗,
the Regret upper bound satisfies:

RegretT ≤ 1

2

T∑
t=1

(
1

ηt
− 1

ηt−1
)
w∗ − wt
2

+1

2

T∑
t=1

ηt 	 f 2
t (wt ) (13)

The proof can be derived just as a similar procedure to
show the ratio in [30] and therefore is omitted. With Lemma 1,
we can prove the following regret bound.

Theorem 1: Let G denote the maximal value of feature
vector entry. When we set ηt = L

G
√

t
, we have:

RegretT ≤ 3J GL
√

T (14)

Proof: ∀u, v ∈ S, 
u − v
 ≤ 
u
 + 
v
. According
to (3), we have 
u
 ≤ √

J L, thus, 
u − v
 ≤ 2
√

J L. Note
that 	 ft (wt ) ∈ {−ŷt · xt , 0} and ||xt || ≤ √

J G, so we have
	 ft (wt ) ≤ √

J G. Since ηt = L
G

√
t

(with 1
η0

�= 0), then

according to Lemma 1:

RegretT ≤ 1

2

T∑
t=1

(
1

ηt
− 1

ηt−1
)
w∗ − wt
2 + 1

2

T∑
t=1

ηt 	 f 2
t

≤ 2J L2
T∑

t=1

(
1

ηt
− 1

ηt−1
) + 1

2
J G2

T∑
t=1

ηt

= 2J L2 1

ηT
+ 1

2
J G2

T∑
t=1

ηt

= 2J GL
√

T + 1

2
J GL

T∑
t=1

1√
t

≤ 3J GL
√

T (15)

The last inequality follows since
∑T

t=1
1√
t

≤ 2
√

T .
Theorem 1 shows the difference between OES and the best

hypothesis tends to zero as T goes to infinity.

IV. EVALUATION

In this section, we thoroughly evaluate the performance of
ROEAD and OES with public log datasets and corresponding
synthetic noise log datasets. The core code is implemented
in Python language. Source codes can be downloaded in [4].
Main results of our experiments can be concluded as:

• Compared with state-of-the-art anomaly detection algo-
rithms, OES performs about 5%, 6%, 10%, 15%, 20%
better than LR, SVM, Deeplog, IM, LC, respectively.

• ROEAD can remove the effects of noise. Large scale
comparisons show that ROEAD performs about 14.1%,
15.5%, 13.9%, 17.5%, 20.8% better than SVM, LR,
Deeplog, IM and LC, respectively under logs with noise.

• ROEAD is a framework and doesn’t rely on any particular
method. It has high detection accuracy and efficiency.
Other ROEAD methods have comparable accuracy.

A. Evaluation Methodology

1) Data Set: Three public log datasets [23] are used in our
evaluation:

a) HDFS Log Data Set: It is generated through run-
ning Hadoop-based map-reduce jobs on 203 Amazon’s EC2
nodes [47], and labeled by Hadoop domain experts. Among
11,197, 954 log entries being collected, about 2.9% are abnor-
mal and we consider 29 events in total.

b) OpenStack Log Data Set: It is generated through
an OpenStack experiment (version Mitaka) deployed Cloud-
Lab [2] with one control node, one network node and eight
compute nodes. Among 1,335,318 log entries collected, about
7% are abnormal. A script was running to constantly execute
VM-related tasks, including VM creation/deletion, stop/start,
pause/unpause and suspend/resume. We consider 675 events
in total.

c) BGL Log Data Set: It is generated from Blue-
Gene/L supercomputer system deployed at Lawrence Liver-
more National Labs (LLNL) [39]. The log has two labels,
where normal messages are indicated by “-”. Among the
total 200,000 log entries are considered, about 1.5% logs are
abnormal and we consider 139 events in total.
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Fig. 4. OES outperforms SVM under both clean and noisy logs.

2) Setup: We conduct all our experiments on a Linux server
with 16 Intel Xeon E5-2630 CPUs, 32G memory and 9T hard
disk. The default algorithm in ROEAD is OES. Proper G,
L and δ for OES should be set in advance. G is defined as
the maximal value of feature vector items. According to log
parsing of the public log datasets (e.g., HDFS), we find the
number of event templates are smaller than 40 and we use
it as the default value of G. L defines the domain of feature
importance and its default value is 4 in our experiments. δ is
usually selected through cross validation of accuracy and spar-
sity, the same as the previous literature [44], we set 1000 as
its default value. In the following experiments, we sometimes
compare the performance of ROEAD with some supervised
machine learning algorithms. We randomly choose 80% of
each dataset as the training data, and the remaining 20% as
testing data. ROEAD uses the feedbacks of IT operators to
adjust parameters and we use the labels of public log datasets
as the feedback signals.

3) Comparison: We compare the performance of ROEAD
with five methods: two classical supervised learning methods
Logistic Regression (LR) and SVM, two unsupervised learning
approaches Invariants Mining (IM) [28] and Log Clustering
(LC) [26], one deep learning method DeepLog [13]. The
parameters of these methods are all set best for accuracy.

a) Precision: It refers to the proportion of predicted
positive samples that are actually positive samples and is
defined as follows: Precision = T P

T P+F P , where TP is True
Positives and FP is False Positives.

b) Recall: It measures the ability of a model to recognize
positive samples and is given as follows: Recall = T P

T P+F N ,
where FN is False Negatives.

c) F1-measure: It takes recall and precision into con-
sideration, which is the harmonic average of the two:
F1-measure = 2∗Precision∗Recall

Precision+Recall .

B. Revisiting the Motivating Example

In this section, we will revisiting the motivating example
to verify the effectiveness of OES. All the parameters are set
with default value. We also paint the results of SVM to make
comparisons.

Fig. 4(a) and Fig. 4(b) show the training and testing
accuracy under clean logs, respectively. We can see that OES
performs about 10% better than the SVM. This shows the
superiority of online parameters adjustment of OES. Fig. 4(c)
shows the testing accuracy under noisy data using the trained

Fig. 5. RFE is able to remove the effects of noise.

model under clean logs. We can see that ROEAD with
OES has significant improvement over precision, recall and
F1-measure. The reason for this is that ROEAD is able to
classify extra events generated in the noisy data. To prove this,
Fig. 5 demonstrates the result of Robust feature extraction,
where X-axis represents the parsed event templates of noisy
log (both normal events and noisy events) and Y-axis repre-
sents the templates corpus created by IT operators. The Z-axis
is the cosine similarity value between the event templates
and templates corpus. The similarity threshold ε is 0.852. We
can see that RFE is able to remove the effects of noise. For
example, in the red rectangle, four event templates (normal
event 6 and noisy events 7, 8, 9) can all inject to corpus event
template 4 finally.

C. Large Scale Comparisons

In this part, we compare the performance of OES with
state-of-the-art anomaly detection algorithms. Fig. 6 shows the
results on clean HDFS log set, OpenStack log set and BGL log
set. We can see that OES achieves the best accuracy. Fig. 6(a)
shows the performance under HDFS log set. We can see that
OES performs about 5%, 6%, 10%, 15%, 20% better than
LR, SVM, Deeplog, IM, LC, respectively. The reason for this
is that OES can fully utilize the feedback of IT operators to
derive the best parameters. Also, supervised learning methods,
including LR, SVM perform better than unsupervised learning
approaches, e.g., IM, LC and Deeplog, since they can gain
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Fig. 6. Accuracy comparison under different clean log sets for different algorithms.

Fig. 7. Precision comparison when we inject x% percentage noise into clean logs. ROEAD can remove the effects of noise.

Fig. 8. Accuracy comparison when we inject x% noise data into clean logs, where x% is chosen between 1% and 5% with uniform distribution. All schemes
use RFE to remove the effects of noise.

better parameters with the help of training data set labels.
Fig. 6(b) shows the performance under OpenStack log set.
The result is similar, where OES improves detection accuracy
by up to 40%. Fig. 6(c) shows the performance over BGL
log set. We can see that although Deeplog has best recall,
OES outperforms it for the other two metrics. OES has better
performance than other machine learning algorithms and it
doesn’t need labels to train parameters.

ROEAD is able to remove the effects of noise. We now test
the performance of ROEAD by injecting different proportions
of noise into clean logs. Fig. 7 shows the comparison results
on the HDFS dataset, OpenStack dataset and BGL dataset.
Overall, we can see that ROEAD is much more robust with
the increase of noise ratio, which shows high accuracy and
stable performance. Even at the noise ratio of 5%, ROEAD can

still keep the F1-measure over 0.9 under all datasets. However,
the performance of the other five methods degrade when noise
ratio increases, since the injected noisy log generates new
event templates and change the feature matrix dimension.
However, ROEAD considers event templates similarity to
avoid performance degradation.

Fig. 8 shows the average F1-measure, precision and recall
for the three log sets when we inject x% percentage noise
data into clean logs, where x% is chosen between 1% and
5% with uniform distribution. We repeat the process 30 times
where the error bar paints the maximum and minimum value
and all schemes use RFE to filter noise. Fig. 8(a) shows OES is
about 14.1%, 15.5%, 13.9%, 17.5%, 20.8% better than SVM,
LR, Deeplog, IM and LC for average precision, respectively.
The reason for this is that OES can adapt to testing data set.
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Fig. 9. Comparison between OES and supervised learning algorithms.

Fig. 10. Performance under different parameters.

Fig. 8(b) shows the average recall. We can see that OES has
as large recall as Deeplog. Fig. 8(c) shows that F1-measure
of OES is over 95% on average, which is at least 10% better
than other schemes.

From the above experiments, we can see that the supervised
machine learning algorithms always have higher accuracy than
other baselines. We further compare the performance of OES
with the supervised learning methods. Fig. 9(a) shows the
accuracy under clean HDFS training data set and we can see
OES performs at least 10% better than other schemes. Fig. 9(b)
shows the accuracy under clean HDFS testing data set and the
results are similar to training data set. Fig. 9(c) shows the
accuracy under noisy HDFS testing data set and we can see
that odds of OES are larger, i.e., more than 20%, since ROEAD
is able to handle data noise.

D. Performance Under Different Settings

We now test the performance of ROEAD and OES under
different parameters with HDFS dataset.

Three main parameters (i.e., L, G, δ) play important roles
in OES. According to (3), L limits the range of weight vector.
Fig. 10(a) shows the accuracy comparison under different L.
We can see that overall performance is stable. G is defined
as the maximal value of feature vector entry, and it depends
on different data sets and feature vectors. Fig. 10(b) shows
the accuracy comparison under different G. We can see that
the accuracy at first increases and then decreases. The reason
for this is that small G might result in the importance vector
fluctuation since the learning rate might be too large, while
large G can make the vector converge slowly. Fig. 10(c) shows
the accuracy comparison under different δ. According to (10),
large δ will lead to much zero in weight vector w but can
provide nontrivial sparsity. We can see that 1000 is good
enough to ensure accuracy finally.

Fig. 11. Performance loss of OES.

Fig. 12. Cost of ROEAD.

We now evaluate the performance loss of ROEAD under
different percentage of noise data. Fig. 11 shows the results,
where the X-axis denotes the feedback times from IT operators
and Y-axis represents the accumulated loss. We can see that
each curve grows slowly with the increase of iteration time T.
It is clear that after many iterations (e.g., 9000), the ratio
between accumulated loss and iteration time is close to 0.
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Fig. 13. ROEAD is a framework and doesn’t rely on particular algorithm.

TABLE I

COMPARISON OF THE MOST RELATED WORKS

As introduced above, ROEAD framework contains four
parts. We now explore the cost of Log parsing, Robust feature
extraction and Online detection when we inject 1% noise into
HDFS dataset. Fig. 12 shows the total, RFE component and
online detection time under different size of feature matrix
coordinates (i.e., events corpus). We can see that events
correction with NLP and OES only occupy 10% and 5% of
the total time. Log parsing and Feature extraction are the time
consuming components.

We use OES algorithm above as the default online detection
algorithm. Indeed, ROEAD is a framework and doesn’t rely on
particular method. We apply the idea to Logistic Regression
and propose Online Evolving Logistic (OEL). Injecting 1%
noisy into HDFS clean data set and Fig. 13 shows the results.
We can see the two methods have comparable accuracy.

V. RELATED WORKS

Mainly designed for recording system runtime information,
logs which contain valuable resources are widely used for
various tasks, such as debuging [29], [34], diagnosis [48] and
anomaly detection [27], [32], [38].

Log parsing is the first step in analyzing logs, which are
broadly studied in recent years. Zhu et al. [50] conduct solid
experiments to investigate 13 log parsers on various datasets,
including online methods Drain [21], Spell [12] and other
offline methods MoLFI [33], LogMine [19], etc. Among all
the testing methods, Drain shows the best average performance
in both accuracy and efficiency. Recently, Nedelkoski et al.
propose NuLog [38], which utilizes a self-supervised learning
model and formulates the parsing as masked language model-
ing. Meng et al. propose LogParse [31], which treats parsing
task as word classification problem to learn and update log
templates adaptively. Although they show good performance in

accuracy and efficiency, they do not consider the error caused
by noisy.

Unsupervised learning methods are widely used to detect
anomaly. Xu et al. [47] employ PCA technique to generate
abnormal and normal space by finding patterns from dimen-
sions of event count vectors. Lou et al. [28] propose invariant
mining (IM) according to the linear relationship between log
events in a program execution flow. If a new instance deviates
from the invariants, it is an anomaly. Lin et al. [26] propose
Log Clustering (LC), which uses clustering based technique to
classify log events of online system. Vaarandi et al. [41] also
propose clustering based data mining for detecting anomaly
in system log. They are widely used in real world due to the
advantage of not requiring manual labels. However, they can
be trapped in the local minima.

Deep learning methods are becoming popular to detect
anomaly for system log. Du et al. propose Deeplog [13],
which uses deep neural network LSTM to automatically
learn log patterns from normal execution of a system. An
anomaly is alarmed if new log patterns deviate from the
trained normal patterns. Meng et al. [32] and Zhang et al. [49]
also utilize LSTM to train models for anomaly detection.
Nedelkoski et al. [38] employ attention-based encoder model
to distinguish normal and anomaly logs. These methods have
strong learning ability, but the learning process is a black box
with non-explanatory, and has high hardware requirements.

Supervised learning models are easy to interpret and
have high testing accuracy, so that there is a rising trend
of adopting them for anomaly detection. Reference [14] uses
robust SVM algorithm for intrusion detection in information
systems. References [9] and [17] use Decision Tree (DT) to
classify normal and anomalous events. Reference [15] presents
a regression-based analysis method to mine the anomalies.
Reference [7] tests the performance of supervised machine
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learning (e.g., KNN, SVM, DT) on attacks identifying. There
are also some hybrid supervised methods [42], [46]. TABLE I
shows the comparisons of the most related works.

VI. CONCLUSION

In this paper, we proposed a ROEAD framework, which
contains Log collection, Log parsing, Robust feature extrac-
tion and Online evolving anomaly detection. ROEAD adopts
Robust Feature Extractor (RFE) to remove the effects of
noise and Online Evolving Anomaly Detection (OEAD) to
dynamic update parameters. We presented an Online Evolving
SVM (OES) algorithm as the example of online anomaly
detection methods. We analyzed the performance of OES in
theory and proved the performance difference between OES
and the best hypothesis tends to zero as time goes infinity.
The analysis show ROEAD and OES have good performance
under public log datasets.

APPENDIX A
LOG-BASED ANOMALY DETECTION FRAMEWORK

Log-based Anomaly Detection Framework contains four
components: Log collection, Log parsing, Feature extraction
and Anomaly detection. We introduce Log collection and Log
parsing in details.

A. Log Collection

Logs can be generated in network equipment, service appli-
cations and systems during operation. Each line of logs records
events that occur during the execution of the system, which
contains the detailed description of the date, time, action, and
so on. These logs provide traces that can be used to understand
the activities of the system and diagnose problems, which is a
treasure trove of valuable information for anomaly detection.
Logs can be collected with a data streaming pipeline, such as
Flume [3] which is a distributed, reliable and highly available
massive log aggregation system. Flume Event is defined as a
byte data stream with payload and optional string attribute set.
When a log enters Flume, it will be converted to Flume Event,
which is essentially a JSON format string. The technique
structure of Flume has three components: Source, Channel and
Sink. These three parts are collectively referred to as the Flume
Agent, which carries the flow of events from an external source
to the next destination. Therefore, Source receives the external
Flume Events, Channel is the data transmission pipeline and
Sink represents the storage location of external data.

B. Log Parsing

The log pattern varies in different systems. Developers use
output statements to record runtime variable values, under-
stand the running status and even output complete statement
messages for developers or engineers to read and monitor.
As a result, the logs are unstructured with free text. To further
analyze the valuable data, log parsing is the first key step,
which aims to parse unstructured log messages into structured
event streams. Take the HDFS log message “PacketRespon-
der 2 for block blk 8229193803249955061 terminating” as

the example, it is full of various text and parameters. The text
strings show the event template and the parameters record the
runtime information, which might change any time. What log
parsing does is to change the constants and variables of log
message to the event templates (e.g., “PacketResponder ∗ for
block ∗ terminating”, where “∗” represents the variable).

APPENDIX B
PROOF OF EQ.(10)

Proof: Let lt+1, j (wt+1, j ) = ∑t
i=1 ∇ fi (wi, j )wt+1, j +

R(wt+1, j ), which is decomposable to the j -th coordinate and
the minimizer of each is,

wt+1, j = arg min
wt+1, j

lt+1, j (wt+1, j )

= arg min
wt+1, j

t∑
i=1

(∇ fi (wi, j )wt+1, j
)

+1

2

t∑
i=1

(
1

ηi
− 1

ηi−1

)
(wt+1, j − wi, j )

2

+1

δ

∣∣wt+1, j
∣∣ (16)

By merging similar items of lt+1, j (wt+1, j ), we can get,

lt+1, j (wt+1, j ) =
t∑

i=1

[
∇ fi (wi, j ) − (

1

ηi
− 1

ηi−1
)wi, j

]
· wt+1, j

+1

2

t∑
i=1

(
1

ηi
− 1

ηi−1

)
w2

t+1, j

+1

2

t∑
i=1

(
1

ηi
− 1

ηi−1

)
w2

i, j

+1

δ

∣∣wt+1, j
∣∣ (17)

Next, we discuss the analytical solution of wt+1, j by cases.
• Case 1: wt+1, j > 0.

In this case, the derivative of lt+1, j (wt+1, j ) with respect
to wt+1, j is,

∂lt+1, j (wt+1, j )

∂wt+1, j
=

t∑
i=1

[
∇ fi (wi, j ) − (

1

ηi
− 1

ηi−1
)wi, j

]

+
t∑

i=1

(
1

ηi
− 1

ηi−1

)
wt+1, j

+1

δ
(18)

where
∑t

i=1

(
1
ηi

− 1
ηi−1

)
= 1

ηt
. Let Eq.(18) be 0, and we

get the solution,

wt+1, j = −ηt

{
t∑

i=1

[
∇ fi (wi, j )−(

1

ηi
− 1

ηi−1
)wi, j

]
+ 1

δ

}

(19)

Let

γt, j =
t∑

i=1

[
∇ fi (wi, j ) − (

1

ηi
− 1

ηi−1
)wi, j

]
.
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Since wt+1, j > 0 and ηt > 0, then, γt, j + 1
δ < 0. So,

|γt, j | > 1
δ . As a result, we have,

wt+1, j = −ηt
[
γt, j − sgn(γt, j ) · 1

δ

]
, i f |γt, j | > 1

δ (20)

• Case 2: wt+1, j < 0.
Following the similar arguments used in case 1, we can
get,

wt+1, j = −ηt
[
γt, j − sgn(γt, j ) · 1

δ

]
, i f |γt, j | > 1

δ (21)

• Case 3: wt+1, j = 0.
Obviously, when |γt, j | > 1

δ , wt+1, j = 0.

Combining the above three situations, we finally get the
solution,

wt+1, j =
{ −ηt

[
γt, j − sgn(γt, j ) · 1

δ

] |γt, j | > 1
δ

0 |γt, j | ≤ 1
δ .

(22)

where

γt, j =
t∑

i=1

[
∇ fi (wi, j ) − (

1

ηi
− 1

ηi−1
)wi, j

]
.
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