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Abstract—Network structures are sophisticated and hence
vulnerable to errors. Link failures and traffic load fluctuations
lead to complexity in network states. Different failure scenarios
can result in varying network traffic distribution patterns.
Meanwhile, the load on links within the same failure scenario
dynamically changes with fluctuations in traffic. Network ad-
ministrators are particularly concerned about whether links
along the paths traversed by critical traffic are overload-free
guaranteed when link failures occur. Yet, no attention was ever
paid to overload-free property analysis for critical traffic. We
propose Offaela, an efficient and accurate probabilistic analysis
framework that verifies an overload-free property for critical
traffic. We prudently formulate the problem and prove its com-
putational hardness, then storm this fortification by proffering a
failure scenario merging algorithm and adopting a randomized
approximation method. Evaluations on real networks show that
Offaela outperforms the state-of-the-art solution by 4.83x and
can provide availability analysis assistance such as identifying
vulnerable failure scenarios.

I. INTRODUCTION

As the intranet becomes more extensively integrated into
various sectors such as business, healthcare, education, etc.,
and serves tens of billions of customers concurrently, ensuring
customer service quality has increasingly become a focal point
for Internet Service Providers (ISPs). Providers often enhance
customer service quality by improving network reliability
and availability and tailoring network solutions for unique
customers [1][2]. When customers are deciding from which
provider they wish to get service, network availability often
becomes a crucial reference point.

For network administrators, certain critical customer traffic
is of paramount importance due to commercial requirements.
Quite a few network administrators have assigned priorities
to traffic demands [3]. Administrators are obligated to ensure
that the overload-free property on the links along the paths
traversed by critical traffic (CCT) is verified to the fullest
extent. It is significant to quantitatively analyze the availability
of critical customer traffic for ISPs. In recent years, numerous
efforts [4]-[13] have been made with the aim of assessing
network availability to assist administrators in operating the
network. Data plane verification tools like Anteater [4] and
VeriFlow [5] proposed a Boolean variable to assess network
traffic reachability, but only single-flow traffic is taken into
consideration, and simply classifying the problem as a yes-or-

Corresponding author: Yahui Li (email: liyahui_ego@ 126.com)

979-8-3315-4940-4/25/$31.00 © 2025 IEEE

""""""" A__B critical Costumer Traffic Demand d € [3,12] E'sFIB

E__$ Normal Demand d; € [58] Link capacity : 10Gbps (All ‘1’;’2‘"2"2’;‘2’: ;’;"2‘"1":

. E'sFIB 12.2.1.6 12213
AS1:12.2.1.0/24 AS1:12.2.1.0/24

destination nexthop
12.2.2.0/24 12216
12.2.1.6 12.2.1.6

% Link failure

! Overload-free: H | Overload-fiee: |
{odi<10 dy+d; <10 ¢

Fig. 1: Traffic load distribution under different failure scenarios

no question is extremely inadequate. Control plane verification
tools like Batfish [6] and Minesweeper [7] detect reachability
property violations proactively by deriving data plane models
from configuration files. These works are neither competent
for simulating traffic load distribution nor for probabilistically
analyzing failure scenarios. Jingubang [8] analyzes traffic load
property using a traffic distribution graph. However, it cannot
probabilistically reason about failures. Netdice [12] improved
upon these works by evaluating availability under probability
failure scenarios; however, Netdice’s solution is not practically
multi-flow-adaptive. Pita [13] probabilistically analyzes traffic
load property, yet its brute-force method for failure scenarios
limits its applicability to tiny networks. Besides, no known
work is capable of assessing whether links along the paths
traversed by critical traffic are overload-free guaranteed when
link failures occur. In this paper, we propose a probabilistic
analysis framework that verifies an overload-free property for
critical traffic in ISP’s backbone networks.

Verifying overload-free property for critical traffic is sophis-
ticated due to diverse failure scenarios and dynamic traffic
demands. As exemplified in Fig. 1, suppose there are two
demands in the network: d; is the critical customer traffic
demand, and dy is a normal demand. Assuming that all link
capacities are 10 Gbps. Traffics A—B and E—G do not share
any link when no failure happens. Therefore, the volume of ds
does not impact the overload-free property of traffic A—B. If
the volume of d; uniformly distributes on [3, 12], the probabil-
ity of no overload occurring for critical customer traffic A—B
is . However, when link E-F fails, traffic E~G is rerouted
and thus shares a common link with traffic A—B. In this
case, determining whether critical customer traffic experiences
congestion necessitates the extensive consideration of demands
d; and dy. Assuming the volume of dy uniformly distributes
on [5, 18], the probability of traffic A—B being overload-free

2
decreases to 57
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The toy example briefly clarifies our overload-free property
verification problem. We face a calculation challenge in this
verification process. While verifying the overload-free prop-
erty on a specific single traffic pattern is relatively simple, for
works on network simulations and emulations can transform
this problem into a tractable one without effort, verifying the
property over all possible traffic patterns, whose union is a
high dimensional continuous space, is arduous. To conquer this
intractability, we resort to a stochastic approximation method
[15] based on Multiphase Markov Chain Monte Carlo (Mul-
tiphase MCMC) to acquire an approximate solution without
loss of accuracy compared to the state-of-the-art solutions.
Although the stochastic method can be successfully applied to
theoretically overcome the intractability difficulty by reducing
the problem into one that is applicable to this method, it still
takes tens to thousands of minutes to quantitatively analyze
a network’s overload-free property; hence, the computational
hardness persistently perplexes us.

Our key idea is based on the observation that the for-
warding behavior of some flows remains consistent in many
failure scenarios, leading to similarities in the overload-free
property across these scenarios. This fact provides an insight
into merging analysis processes in different failure scenarios,
allowing for a substantial reduction in sampling and com-
putation processes. We recognize the potential to optimize
the analysis process of overload-free property based on the
specific characteristics of routing protocols, enabling rapid and
accurate identification of all optimizable scenarios.

The above gives us a glimpse of a more delicate constructive
framework for verifying network availability of critical cus-
tomer traffic, Offaela. In Section II, we formally formulate the
problem. In Section III, we elaborate on our solution, Offaela,
and how it effectively solves this problem. In Section IV, we
evaluate Offaela’s performance.

We make the following contributions.

« To the best of our knowledge, we are the first to propose a
probabilistic verification of a critical-traffic-related prop-
erty, namely CCT-overload-free availability.

o We propose an efficient and accurate probabilistic anal-
ysis framework, Offaela, to calculate the value of CCT-
overload-free availability. We proffer a new concept Criti-
cal Endnode Matrix with prudent inference to reduce the
computational overhead and adopt a stochastic method
based on Multiphase MCMC for approximation.

« We evaluate the efficiency and effectiveness of Offaela by
conducting experiments on real networks. Results show
that Offaela outperforms the state-of-the-art approach by
up to 4.83x and can identify failure scenarios that are
susceptible to overloading.

II. PROBLEM DEFINITION
A. Model
Suppose (V, E) is the network topology in which V' stands
for routers or nodes in the network, and F represents direct

IP links. Each link e € F has a maximum link speed, also
called capacity, and a weight number suggests its cost. We

use C. > 0 and W, > 0 to represent the capacity and weight,
respectively. D is the set of traffic flows. For each demand d €
D we have an upper bound u,4, correspondingly a lower bound
l4, and a continuous random variable x4 uniformly distributed
in range [l4,uq] which is the traffic volume of demand d.
Assuming different traffic distributions would still make our
approach viable [13]. We use a uniform distribution here for
simplicity in our explanation. A is a given Critical-Customer-
Traffic demand, h € D. X is the traffic volume set, for each
zq € X,d € D, x4 is the traffic volume of demand d.

B. Problem Formulation

Now we begin to give some definitions related to Critical-
Customer-Traffic, CCT for short.

Definition 1. CCT-related links Y ¢.
Given a failure scenario f C E, which is the set of failed
links under this failure scenario. Yy is defined as:

YTy={e€E| sty =1} (1)

7}{ . is an indicator that equals 1 when traffic demand h
traverses the link e in the failure scenario f and O otherwise.

Definition 2. CCT-related demands © .
Given a failure scenario f C E, Oy is defined as:
Oy ={de D| Jve Ty, st 7£,u =1} (2)

Oy is the set of demands that at least share one common
link with critical demand A under scenario f.

Definition 3. CCT-overload-free Lebesgue function ().
Given a failure scenario f C E. x is an input vector of

demands x = [Td,,Tdy, -+ Td, ], Where d; € Oy for i in

{1,2,...,109¢|} and x4, € [la,,uaq,). ¢(x) is defined as:

L Zde@f Zd '7'5,“ < Cy,Yve Ty

= 3
#1(®) 0, otherwise ®)
Definition 4. CCT-overload-free probability p;.
Given a failure scenario f C E, py is defined as:
Crin'4 (z)da:
_ fR iVPf 4)

pp= =B L I
d Hde@f (ua — la)

Here RI®s! is |©|-dimensional real number set. p; is the
ratio of traffic loads that cause no congestion on CCT-related
links to the total variation range of traffic loads.

Definition 5. CCT-overload-free availability ().
Given a set of failure scenarios F, whererGF Pr(f) =
1. Q is defined as follows: '
Q= psPr(f) %)
fer

Failure scenario set F' and its corresponding failure prob-
abilities could either be given manually or generated by
specifying the maximum number of link failures.

C. Challenges and Solutions

Due to the complexity and diversity of network states, the
flows sharing links with critical flows vary under different
failure scenarios. This leads to a significant amount of intricate
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computations. We propose the concept of Critical Endnode
Matrix, which can assist in optimizing this process in III.B.

Furthermore, the multitude of failure scenarios compli-
cates the computation. Estimating reliability in each failure
scenario then multiplying it by the probability of the failure
scenario and summing over all scenarios is computationally
intensive. Although the forwarding behavior consistency lights
our way of saving computation costs, the locating of sim-
ilar failure scenarios is not straight-forward: one needs to
compute every link that any traffic demand traverses on all
failure scenarios and then compare the forwarding behavior
of demands between every pair of failure scenarios. On the
contrary, Critical Endnode Matrix can spare us the trouble.
By following the approach described in Section III.C, we
merge failure scenarios, reducing the number of reliability
estimations required. Experiment results show that this leads to
a significant improvement in computation speed, up to 4.83x.

The third challenge falls on the calculation process of (2
value, which is defined in IL.LB; we face a computational
challenge since computing the value of CCT-overload-free
probability p is a #P-hard problem. This conclusion is trivial
for ¢y is a boolean formula and integrating it over Rl
is a #SAT problem. We solve this challenge by reducing
this problem to the hyper-polyhedron volume computation
problem, which has practical polynomial time approximation
solutions with less than 10% loss of accuracy [15] in the
method of Multiphase MCMC.

III. METHODOLOGY

We provide an overview of our solution in III.A, then introduce
two insights that can help accelerate the computation process
in ITII.B. We state our principle of merging failure scenarios in
III.C and present the implementation in IIL.D.

A. Overview

We take network topology (V, E), link capacity set {C.|e €
E}, weight set {W,|e € E'} and a demand set D as input, as
well as the lower and upper bounds of each demand {l4|d €
D}, {uq4|d € D}. Concurrently we have a given set of failure
scenarios F' with corresponding probability {Pr(f)|f € F'}.

To calculate the CCT-overload-free availability €2, we need
to determine the distribution of critical customer traffic across
links for each failure scenario, as well as the traffic loads and
their balancing on those links. In other words, we are required
to compute the CCT-related links Ty, demands Oy, and
the indicator function set fy,{“ej,Vhi € Ty,Ve; € O defined
in IL.B. Instead of brute-force, we design a more efficient
algorithm to compute them by introducing Critical Endnode
Matrix and two insights in III.B.

Next we approximate the value of CCT-overload-free proba-
bility py in polynomial time by means of Multiphase MCMC.
Once we know the value probability p; for all failure scenarios
f € F, we can calculate the availability 2 by definition;
thus, the ultimate goal is achieved. The calculation process
of CCT-overload-free probability p in some failure scenarios
can be merged under certain conditions. Since this process

contains mountains of random points sampling and validating,
which contribute to the majority of the runtime, merging
failure scenarios can avoid recalculations of CCT-overload-
free probabilities, which take up massive computation time.
We propose an efficient method by first demonstrating under
what conditions scenarios can be merged in III.C, then put this
conclusion into practical implementation in III.D.

B. Critical Endnode Matrix

In this section we introduce Critical Endnode Matrix, the key
idea of this work. We first give the definition of Critical
Endnode Matrix in Definition 8, then introduce two insights in
Theorem 1 and 2 to demonstrate how Critical Endnode Matrix
efficiently assist us in speeding up our availability analysis.

Definition 6. node pair hash function
Suppose V = {v1, v, ...,vpv 1, ¥ : V x V — Nt:

w(viavj):(i_l) X |V|+Ja Vl7]€{172aa|v|}
Node that 1) is a reversible function and its input is ordered.

Definition 7. demand-CCT hash function {\II’;}
Given failure scenario f and a CCT demand h, define function
\If’} :D — Nt
nigy = { Ylord). £inc]#0
mf(d) o { -1, odtherg)ise
Here g (d) is a function that outputs an ordered pair of nodes
which are sequentially the first and last node in N ;L that d

,Vd e D

passes by. N ;‘ is the set of nodes demand h goes through. /35
is the set of links d traverses through under scenario f.

Definition 8. Critical Endnode Matrix ST
Given the conditions in Definition 7, define ST matrix:

STU)[) = Wi(diy), Vvi,v; €V
d; ; represents the demand from v; to v;. The value ST[i][j] is
a positive integer obtained by hashing the node pair (v;,v;).

By definition, Matrix ST logs the first and last node in
N that each demand d passes by. We introduce this new
concept that can help unravel the mergeable scenarios by
analyzing costs on links. Our solution is adaptive to standard
ISP backbone networks because most IGP routing protocols
such as OSPF, RIP and ISIS, select paths basing on cost.

Now we propose two theorems. Owing to space constraints,
the proofs of the theorems introduced in this section are
relegated to Appendix A of the full version, which can be
downloaded from GitHub!.

Theorem 1. Ler Ny be the set of nodes that demand h
traverses through. Let Lq(a,b € V') be the set of links that
demand from a to b traverses through. Vv € V\Ny, define
function ¢ : VAN — Ny, ¢(v) is the nearest node in Ny to
v, which means: Zeell“,w,) We < Xeer,, We,Vu € Ny
Define a family of sets {S,},u € Ny as: S, = {v €
V\N¢|o(v) = u}. Then Ya,b € Sy, LapyNTy =0,Yu € Ny.

Thttps://github.com/salazar1117/Offaela
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Theorem 1 reveals a potential to accelerate the calculation
process of acquiring ©¢. For two nodes whose nearest neigh-
bor in N ¢ are identical, the shortest path between those two
nodes shall never share same member with Y ;.

Theorem 2. Vd € Oy, aq,by € Ny being the first and last
node in Ny that d passes by, then [,5 NYy = Loy, Here
Ny and Lg,, is defined as in Theorem 1. £§ is the set of
links d traverses through under scenario f.

Theorem 2 indicates that to calculate matrix I', instead of
enumerating every link each demand traverses through and
verifying whether it belongs to T, we only need to know the
first and last node in A that each demand d € D passes by,
which is recorded in Critical Endnode Matrix ST.

C. Failure Scenario Mergence

If 3f1, fo with same relating CCT-related demands and links,
and W’g;,w = ’ygij“Vvi € Ty,V0; € Oy, then the computa-
tion phase of CCT-overload-free probability p; for these two
failure scenarios can be merged. This observation can lead to
a theorem as follow:

Theorem 3. If U = Wh Vh € H, then pf, = py,.

Theorem 3 unveils a fact that, for two given failure scenar-
ios. If both the first and last node in £, that d, Vd € D passes
by in the two failure scenarios are the same, £, being the set
of nodes h goes by, then the CCT-overload-free availability
values of the two failure scenario are equal. Thus, the value is
required to be calculated only once, saving a lot of calculation
labor from avoidance of recomputing.

D. Implementation

Algorithm 1: Offaela: Computing availability €2

input  : network topology (V' = {v1,v2,..., vy |}, E) with
weight and capacity for each link,
Critical-Customer-traffic demand h, failure scenarios F'
with probability Pr(f) for f € F
output : Approximation of availability
1 Q<+ 0, P« 0 /I P is a set of arrays
2 for f € F do
3 Initialize @) as an empty array; /I Q is an array of matrices
4 flag + 0; G + weighted adjacency matrix of (V, E\ f);
5 if h is unreachable in (V, E\ f) then
6 \ flag < 1; break;
7 Calculate Ly, the set of nodes h passes by;
8 K« {jlvj € Lpn};
9 ST + Calculate_ST(G, h, K); > Algorithm 2
10 Add ST into array Q;
u if {flag =1} /I py = 0 if critical
12 continue; // demand is unreachable
13 if Q € P then

14 \ Q<+ Q+ (- Pr(f); continue;

15 Calculate demand set © y and matrix I';

16 py < Multiphase_ MCMC(© f, T"); // see appendix C of full version!
17 Q<+ Q+py-Pr(f);

18 (Q Prs Add Q into P;

Algorithm 1 illustrates the overall process of Offaela. G
stands for the weighted adjacency matrix of the current topol-
ogy (under failure scenario f). For each f, we compute the
Critical Endnode Matrix ST. Each element ST[i][j] repre-
senting the hash value of the pair of nodes that are the first

and last node in Ay that demand from node v; to node v;
passes by as defined in IIL.B, where N7 is the set of nodes
the critical demand h passes by in f. If ST is equivalent to
a Critical Endnode Matrix of another failure scenario f’, then
pf = py, thus we can skip the random approximation phase
for f. Otherwise, we finish the procedure of MCMC for f
in line 21 and record the value of Critical Endnode Matrix as
well as py.

Algorithm 2: Calculate_ST

input :G,h, K
output : ST
1 NT, DS <« Dijkstra(G); m + |K]|;
2 Generate a zero matrix ST of size n X n;
3 Generate an array M of m empty sets;
4 fori=0ton —1do
5 j < ji, st. DS[i][j;] = min{DS[i][j]lj € K};
6 Add 7 into set M[j]; /1 Find v;’s closest node in Ny
7 fori,j =0ton —1do
8 if 3r, s.t. i,5 € M|[r] then
9 | STi][] + -1 // Demand from v; to v; is irrelevant

10 fori,j =0ton —1do
if ST[4][j] = O then
| DFS_critical_pair(K, 7, j);

> Algorithm 3

Algorithm 2 shows the calculation process of Critical
Endnode Matrix ST. Matrix NT is the output matrix of
Dijkstra algorithm. NT'[i][j] stands for the next hop of node
traffic demand from v; to v; passes by. Matrix D.S is another
output matrix of Dijkstra algorithm with each value meaning
the total cost between nodes, equivalent to oo if the demand is
unreachable. For each node v;, we find node v;;, such that v;,
is the node closest to v; in Nf. Then for each node v in Nf,
we have a set of nodes whose nearest node in Ny is v. With
Theorem 1, we can infer the demand between those nodes in
the same set would never share common links with critical
demand h. Hence we give value -1 to the corresponding ST’
element, marking this demand as an insignificant demand since
its load would never affect a critical demand in this case. This
saves at least % of calculation burden, m being the
total number of nodes critical demand h passes by, reducing
the computational complexity of this phase from O(n?) to
O(™=Ln?). Thus in line 20 of Algorithm 1 Oy is the set of
demands whose corresponding ST value does not equal to -1,
and I' can be deduced by the ST matrices as explained in
section IIL.B.

Algorithm 3: DFS_critical_pair

input : K, a,b

output : ST[a][b]

if ST'[a][b] # O then

| return ST[a][b];

ifa € Kandb € K then
STa][b] = 9(va,vp);
return ST '[a][b]

a1 < NTla][b] if a ¢ K, otherwise a;

b1 < NTb][a] if b & K, otherwise b;

tmp < DFS_critical_pair(K, a1, b1); // ST[a][b] = ST[a1][b1]

ST[a][b] + ST[a1][b] < ST[a][b1] + tmp;

0 ST[a][b] < ACLcheck(a, b, ST[a][b]);

return ST '[a][b]

/I Suppose d is the demand from vq to vy,
/I The first and last node in Ny d passes by

// Base case: ST value for d is known

/] Base case: vq, vy € Ny

L R N I S I SR

—-
=

Algorithm 3 is a depth-first search (DFS) for efficiently
computing the value of ST. Given node pair v,, v, if both
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Network Nodes Edges Demands # Failure scenarios|| Peémand Scale 0.8 1.0 12 14 16 18
- Failure Scenario k=1 k=2 k=1 k=2 k=1 k=2 k=1 k=2 k=1 k=2 k=1 k=2
Abilene 12 15 132 121 Network Average Availability (%)
Cernet 40 58 1560 1712 Abilene 99.854 99.171 98.607 82.430 98.499 80.132 79.724 70.716 64.996 51.019 62.793 55.821
Geant 27 38 702 742 Cernet 99.776 98.779 99.732 95.948 96.763 95.688 96.718 95.555 96.701 95.614 96.518 95.595
Geant 99.513 96.144 96.965 93.537 95.854 93.211 92.842 88.715 89.492 88.320 89.518 89.561
FITI 40 44 1560 991 FITI 99.533 98.484 99.912 97.519 95.380 93.912 94.191 93.514 94.031 92.921 93.910 92.732

TABLE I: Topologies for evaluation

nodes belong to Ny, we already have ¥ (d, ;) as the ST value.
Otherwise, suppose v, ¢ Ny, we define v,, as the next hop of
demand from v, to vy, then it is trivial to infer that the first and
last node in N + that demand from node v, to node v, passes
by is the same for demand from node v,, to node v,. Before
returning the value, we perform an access control list (ACL)
check on the traffic. If there are corresponding ACL entries on
the transit nodes that prevent the traffic from being delivered
successfully, we will modify the value of ST based on the
actual behavior of the traffic forwarding. For each demand,
our algorithm only needs to compute its next hop once; thus,
the amortized complexity to compute I' for each demand d
goes down from O(|£§|) to O(1). L‘g is the set of links d
travels through. In summary, the computational complexity for
each failure scenario is O(mTflrﬂ), while brute-force executes
Y deD DoecE 7({6 times of operations, making the complexity
of the latter larger than O(n?) since at least one link is passed
through by each traffic.

IV. EVALUATION

In this section, we evaluate the efficiency of our framework,
Offaela. Our evaluations focus on the following questions:
How efficient is Offaela? (Section IV.B)

Does Offaela demonstrate scalability? (Section IV.B)
How does our optimization enhance Offaela’s perfor-
mance? (Section IV.C)

How can Offaela be utilized to identify vulnerable failure
scenarios? (Section IV.D)

A. Experimental Setting

Setup. We implement Offaela in Python with the open-source
implementation of VolEsti [15] as the basis for our hyper-
polyhedron volume estimation algorithm. All experiments run
on a computer with 48 CPU cores at 3.2GHz and 64GB RAM.

Topologies and demand scaling. We use three network
topologies from Topology Zoo [14]: Abilene, Cernet, Geant,

TABLE II: Average availability at fixed demand scale upper bound and k value

and FITI, as shown in TABLE 1. We utilize gravity model [16]
to generate traffic matrices such that without any link failure,
the resulting link utilization is between 0.6 and 1.8.
Deriving failure scenarios. To evaluate the robustness and
tractability of our model, we consider scenarios in which at
most 2 links fail simultaneously (k = 1,2), with link failures
independent and identically distributed. Presume the failure
probability of any link is 0.001 and scale up the probability
of each failure scenario until 3° . » Pr(f) =1 is satisfied.

B. Verification Performance

We now evaluate the performance of our verification solution
in analyzing the overload-free property for CCT demands.
For comparison, we implement the state-of-the-art solution,
Pita [13], based on the algorithm outlined in Appendix A
of [13]. Apart from Pita, no other work can be applied to
probabilistically verifying the overload-free property of net-
works under dynamic traffic demands. Our solution produces
the same probability outcomes as Pita.

Running time. We compute CCT-overload-free availability
Q for each single critical traffic at demand scale ranging from
0.6 to 1.8. We report the average running time of Offaela
and Pita at fixed demand scale upper bound in Fig. 2. We
executed 20, 533, 200 and 705 single CCT demand scenarios
for Abilene, Cernet, Geant and FITI, respectively. Offaela
outperforms Pita on all four topologies. On average, with a
demand scale upper bound of 1.8, the runtime of Offaela
compared to Pita improved by 1.15x, 4.83x, 2.29x, and 2.57x
on Abilene, Cernet, Geant, and FITI, respectively, showing the
superiority of Offaela over Pita.

In summary, the answer to the first question is that Offaela
outperforms state-of-the-art solution in analyzing overload-
free property for critical traffic in the aspect of runtime.

Scalability. To examine the scalability of Offaela, we scale
the demand up and record the average running time. Fig.
2 elucidates average runtime with respect to the demand
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Fig. 5: Overload-free probabilities under each single-link failure in Abilene

scale at k = 1. Despite the positive correlation between
demand scale and running time, the growth rate of average
runtime slows down as the demand scale increases. This
phenomenon arises from the fact that most of the evaluation
time is allocated to the MCMC process, whose speed is
contingent upon the number of CCT-related demands |Q2¢|.
As the demand scale fluctuates, |Q2f| tends to remain constant
in each failure scenario. We further analyzed the proportion of
single CCT demands requiring at least one MCMC process,
as illustrated in Fig. 3. The rate of growth in the number of
failure scenarios susceptible to overload, leading to the MCMC
process, slows down. The average runtime of Offaela remains
within a relatively low range for the total count of MCMC
processes Offaela conducted does not significantly increase.
Consequently, our approach exhibits a gradual increase in
runtime with demand scale expansion, rendering it suitable
for a wide range of usage and demonstrating high scalability.
In summary, the answer to the second question is that
Offaela is adaptive to the scaling up of demand scale.

C. Offaela Optimization

In this subsection we inspect the main optimization applied in
Offaela and evaluate its effectiveness.

Merge and prune failure scenarios. We illustrate the
average percentage of failure scenarios merged or pruned in
Fig. 4. Merging indicates the scenarios where the calculation
of CCT-overload-free probability p; is bypassed, as elucidated
in III.C. Pruning refers to scenarios where maximum traffic
load does not cause congestion or minimum traffic does.
Both merging and pruning can optimize Offaela’s analysis by
eliminating the need to recalculate py. The percentages of
scenarios merged are 31.86%, 70.45%, 46.57% and 21.67%
for the four topologies respectively at k = 2. Besides, it can
be noticed that as k value and demand scale grows larger, the
percentage of scenarios pruned goes down on all topologies
except Cernet. Also, the total percentage of pruned and merged
failure scenarios exceeds 80% in all traffic schemes and
topologies except Abilene. This indicates that many scenarios
are spared from the MCMC process, thus saving time.

In conclusion, the answer to the third question is that
failure scenario merging and pruning are significantly
improving the performance of Offaela.

D. Analyzing Real Networks

The results of the analysis on real networks are presented in
this subsection. We demonstrate how Offaela can be applied
to identify vulnerable failure scenarios.

Table II records the average availability at fixed demand
scale upper bound and k value. When the demand scale is
lower than 1.2, the average availabilities of all four topologies
are above 80%. We also analyze and illustrate the overload-

free probability of Abilene under each single-link failure with
an upper demand scale of 1.8 in Fig. 5, considering traffic
demand from node 1 to node 5 as the CCT demand. When
link 2-6 goes down, the availability becomes 84.747%. When
link 1-2 fails, the demand from node 1 to node 5 becomes
unreachable. The failure of link 2-5 (6-7) has a devastating
impact on the network; the availability decreased to near zero
because the failure of either would make the other link a cut
in the topology graph.

Thus, the answer to the fourth question is that Offaela is
capable of identifying failure scenarios that are vulnerable
to congestion.

V. CONCLUSION

We presented Offaela, an efficient and accurate probabilistic
analysis tool for verifying the overload-free property of critical
traffic in ISPs. We established a refined model and formulated
a property verification problem addressed by Offaela. Utilizing
a randomized approximation method and a novel inference
algorithm, Offaela significantly reduces calculation overhead.
On real networks we evaluate its effectiveness in assisting
network administrators proactively assess the potential impact
link failures can make on critical traffic. This tool proves
invaluable for network management and is currently being
deployed in the network operation center of China Telecom.
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