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Abstract—More and more enterprises deploy applications on
Function-as-a-Service (FaaS) platforms to improve resource effi-
ciency and save monetary costs. Network Functions (NFs) suffer
from staggered peaks of traffic patterns and could benefit from
fine-grained resource multiplexing in FaaS platform. However,
naively exploring existing FaaS platforms to support NFs can
introduce significant performance overheads in three aspects, in-
cluding slow instance startup, remote state access for NFs, and
costly packet delivery between NFs. To address these problems, we
proposeSerpens, a high performance FaaS platform for NFs. First,
Serpens proposes a reusable NF runtime design to slash instance
startup overhead. Second, Serpens designs a novel state manage-
ment mechanism to support local state access. Third, Serpens
introduces an advanced service chaining approach to avoid extra
packet delivery. Besides, Serpens designs an NF scaling mecha-
nism to minimize performance fluctuation. We have implemented
a prototype ofSerpens and conducted comprehensive experiments.
Compared with the NFs and Service Function Chains (SFCs)
that run on existing FaaS platforms, Serpens can improve the
throughput by more than 10× and reduce the latency by more
than 90%.

Index Terms—FaaS Platform, high performance, network
function.

I. INTRODUCTION

N ETWORK Function Virtualization (NFV) was introduced
to address the limitations of traditional proprietary mid-

dleboxes. NFV realizes network functions (NFs) in software
and runs them on cloud platforms rather than various dedicated
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hardware to reduce expenses and simplify management [1],
[2], [3]. Currently, both enterprises and telecommunications
are increasingly adopting the NFV technology to evolve their
network environments [4], [5].

Nowadays, more and more enterprises run their applications
on FaaS platforms to improve resource efficiency and save
costs [6], [7]. FaaS platform takes the responsibility of resource
management and automatically runs functions anywhere with
enough resources when receiving requests [8]. Besides, users
only provide their applications as a set of functions, and pay for
what they use at very fine time and resource granularity [8].

Recently, there is a tendency of outsourcing NFs to FaaS
platforms [9], [10]. Since NFs suffer from staggered peaks of
traffic patterns, compared with VM or container-based cloud
platforms, realizing NFs on FaaS platforms could benefit from
fine-grained resource multiplexing and completely release the
management burden of users. However, existing FaaS platforms
have the following three limitations, which reveals two orders of
magnitude performance loss compared with conventional NFV
platforms [2], [11], [12] and prohibits large-scale deployment
of NFs in practice.

The first limitation relates to slow instance startup. In reality,
user packets can arrive at any time. To guarantee the performance
of NFs, FaaS platforms require dynamically starting instances
to handle varying packet rates. However, most FaaS platforms
suffer from large cold start overheads, i.e., instances would
take a long time to start (e.g., 56.98 ms [13]), and the large
startup latency could hurt the performance of NFs. The second
limitation relates to remote state access. FaaS functions are
stateless and FaaS platforms always store the necessary states
in a remote storage module (e.g., Redis [14]). However, this
design can worsen the latency for NFs, since massive packets
have to access remote storage before they can be further pro-
cessed. The third limitation relates to costly packet delivery.
FaaS functions are non-addressable and they utilize a proxy
module (e.g., Kafka [15]) to communicate with each other. This
design is suitable for short-lived functions which are frequently
created and destroyed but can add extra latency for SFCs, since
numerous packets need to be delivered by the proxy between
every two NFs.

To address above problems, we propose Serpens, a high
performance FaaS platform for NFs. Serpens has four novel
designs: First, we propose a reusable NF runtime design that ad-
vocates decoupling instance into NF logic and general runtime,
and it utilizes memory mapping to achieve fast instance startup.
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Second, we design a novel state management mechanism that
persists state in a long-running daemon to support local state
access with shared memory for all NFs. Third, we propose an
advanced service chaining approach that decouples resource unit
and NF execution, and it utilizes function call to avoid extra
packet delivery in an SFC. Fourth, we design an elastic NF
scaling mechanism to minimize performance fluctuation and
provide a programming abstraction to mitigate NF development
as well as SFC chaining efforts. Compared with existing FaaS
platforms [10], [20], [21], Serpens has two advantages. On
the one hand, Serpens is specifically designed for NFs, while
most platforms (e.g., Fission [20], SAND [21]) are designed for
general applications and could incur high performance overhead
when directly supporting NFs. On the other hand, Serpens
considers instance startup, state management, packet delivery
and NF scaling, which is more comprehensive and practical than
existing works (e.g., SNF [10]). Thus, this paper mainly makes
the following contributions:
� We present the motivation of providing FaaS platform for

NFs and elaborate on the performance problem of existing
FaaS platforms to support NFs (Section II).

� We design Serpens, a high performance FaaS platform
for NFs, including reusable NF runtime to slash instance
startup overhead, a novel state management mechanism to
support local state access and an advanced service chaining
approach to avoid extra packet delivery. Besides, we design
an elastic NF scaling mechanism to minimize performance
fluctuation (Section III).

� We have implemented a prototype of Serpens, which
provides a programming abstraction to mitigate NF and
SFC development (Section IV). Compared with the NFs
and SFCs that run on existing FaaS platforms (e.g., Fis-
sion [20]), Serpens can improve the throughput by more
than 10× and reduce the latency by more than 90% (Section
V).

The article is organized as follows. Section II shows the
background and motivation. Section III introduces the designs
of Serpens. Section IV describes Serpens prototype. Section V
shows the evaluations. Section VI shows the discussions. The
related works are shown in Sections VII. Finally, Section VIII
concludes the article.

II. BACKGROUND AND MOTIVATION

In this section, we first introduce the primary benefits of
supporting NFs with FaaS platform. Then, we thoroughly ana-
lyze the performance problem of existing FaaS platforms when
supporting NFs.

A. The Primary Benefits of Supporting NFs With FaaS
Platform

To illustrate the necessity of supporting NFs with FaaS plat-
form, we first describe recent tendency of running NFs with NFV.
Then, we introduce the evolution of cloud computing. Finally,
we sketch the main advantages of supporting NFs with FaaS
platform.

1) Running NFs With NFV: The Internet is growing expo-
nentially with ever increasing number of devices and users being
connected to it, along with an exploding demand for various
resource and performance intensive network services [22], [23].
The last few years have seen an explosive increase in interest of
adopting the NFV technology in both enterprise and telecommu-
nication environments to address the limitations of traditional
proprietary middleboxes [5]. The NFV decouples NFs from
various dedicated hardware middleboxes by realizing them in
software and running on cloud platforms [1]. The software-based
approach is able to reduce the expenses of network devices
as well as improve the flexibility of network management [2],
[3], [24]. For example, AT&T announces an ambitious plan of
offloading the whole 5 G network into Microsoft’s cloud, which
includes deploying massive NFs on the cloud platform [4].

2) Evolution of Cloud Computing: Existing cloud platforms
can be divided into four categories [6]: (1) Bare machine, such
as SNS [16]; (2) Virtual machine, such as OpenStack [17]; (3)
Container, such as Kubernetes [18]; (4) FaaS, such as Kna-
tive [19]. Table I shows the general comparison of existing
platforms. Benefiting from the virtualization technology, more
and more applications are deployed on the VM and container
platforms. To run applications on such platforms, users need to
exclusively monopolize a fixed amount of hardware resources
(CPUs and memory) at a coarse granularity (minutes or hours)
into VMs or containers [25]. However, this model can lead to
two problems: (1) resource inefficiency. The request rate in real-
world applications keeps drastically fluctuating from near zero
to O(1 M) requests per second [26], [27]. Application owners
usually over-provision resources to meet the peak workload
demands. However, this method can waste a large amount of
resources, since the request rate is far less than the peak load most
of the time [28]. A better method is re-provisioning resources
according to workload demands at regular intervals. However,
due to the sharing level and virtualization granularity in VM
and container platforms [6], resources are usually allocated at
a minimum of minutes. Re-provisioning need to meet the peak
workload of the next interval, which still wastes resources [29].
(2) management challenge. The platform often offers dozens of
VM or container types with subtly different hardware configu-
rations. Meanwhile, the performance of different applications is
sensitive to different types of hardware resources [30]. Thus, it
is challenging to find the most suitable VM or container types
to deploy and scale various applications. Besides, application
owners need to manage these VMs and containers themselves
and handle various failures.

To multiplex resources and simplify management for users,
a recently thriving computing model named FaaS, also known
as serverless computing, is emerging as an essential evolution
in cloud platform [6], [7]. Nowadays, many FaaS platforms are
already available, both from commercial enterprises [31], [32],
[33], [34] and open-source projects [19], [20], [35], [36]. First,
this model shifts the responsibility of resources management to
FaaS platform and provides the abstraction of function. Benefit-
ing from the runtime-level sharing and fine-grained virtualiza-
tion [6], functions can run anywhere with enough resources and
accommodate efficient resource provision. Second, users only
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TABLE I
A GENERAL COMPARISON BETWEEN FAAS AND OTHER CLOUD PLATFORMS

Fig. 1. Traffic patterns of two large-scale networks.

need to provide their applications as a set of functions, and the
FaaS platform automatically deploys and scales these functions
with an ephemeral execution environment according to dynamic
workloads [7], [8]. Thus, users can be completely released from
the application management. Besides, users only pay for what
they use at very fine time and resource granularity (e.g., 100 ms)
and can therefore save more monetary cost [6], [7], [8].

3) Supporting NFs With FaaS Platform: Attracted by the
benefits of FaaS, many applications have been migrated to FaaS
platforms, such as distributed computing [37], video process-
ing [38], and software compilation [39]. Here, we argue the
necessity of supporting NFs with FaaS platforms rather than
conventional NFV platforms from the resource efficiency and
NF management aspects. First, the heavy-tail phenomenon in
network traffic has been observed in various studies and is of
great importance for both traffic characteristics analysis and
network capacity planning [40]. Our analysis of the traffic from
Facebook [41] and a campus network shown in Fig. 1(a) also
proves this, where the load is under 40% at 80% of the time.
The staggered peaks of traffic patterns demand fine-grained
resource multiplexing and we also analyze how the granularity
of hardware resources affects their efficiency. Fig. 1(b) shows
the resource utilization of Facebook over a day with different
resource granularity to meet the peak resource demand, and
it illustrates that more fine-grained resource multiplexing can
effectively improve resource efficiency. For example, the re-
source utilization of NFs can be improved by an average of
30% from the minute-level resource granularity (e.g., VM and
container) to the second-level resource granularity (e.g., FaaS).
Second, the performance tuning of NFs and SFCs is difficult and
time-consuming. To achieve high performance, merely choosing
the right CPU cores to run NFs in an SFC is non-trivial [42], let
alone other hardware details and traffic characteristics. However,
realizing NFs over FaaS platform can completely release the
management burden, since NF owners are never responsible for

Fig. 2. Framework of typical FaaS platforms.

deploying and scaling NF instances according to traffic variation.
In fact, outsourcing NFs to FaaS platforms is recently becoming
a new tendency and some efforts are progressing in the context
of 5 G networks [43].

B. The Performance Problem of Running NFs on FaaS
Platforms

1) Running NFs on FaaS Platforms: To enable fine-grained
resource multiplexing for applications, all functions are short-
lived and only occupy resources on demand. If no request arrives,
functions need to free occupied resources and be destroyed.
However, short-lived functions lead to three key features that are
completely different from conventional applications: (1) Startup.
Conventional applications are started on the deployment, while
FaaS platforms start function instances when receiving requests.
(2) Stateless. FaaS functions are stateless since the memory
of the function instance needs to be freed on destroy. (3)
Non-addressable. FaaS functions are non-addressable since the
address of the function instance needs to be recycled on destroy.

Compared with traditional cloud platforms, the three features
bring essential evolution for FaaS platforms. Fig. 2 shows a
typical framework of FaaS platforms, which reflects key char-
acteristics of both open-source FaaS platforms(e.g., [20], [21],
[35]) and commercial platforms(e.g., [31], [32], [33]). In ad-
dition to the traditional components in cloud platforms (e.g.,
Gateway), the FaaS platform mainly introduces three modules:
(1) Startup module. According to workload variation, the FaaS
platform dynamically allocates resources and starts instances.
(2) Storage module. To maintain state across instance destroy,
FaaS function stores all persistent states into a storage mod-
ule (e.g., Redis [14]). (3) Proxy module. To provide address
even without instance, FaaS function utilizes a proxy module
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TABLE II
LATENCY COMPARISON WHEN RUNNING FIREWALL ON STATE-OF-THE-ART

FAAS PLATFORMS. ALL DATA COME FROM OUR RE-IMPLEMENTATION ON A

LOCAL SERVER CLUSTER

(e.g., Kafka [15]) to accommodate suddenly arrived requests.
Essentially, the FaaS platform relies on long-running modules
to overcome the shortcoming of short-lived functions.

When running NFs on FaaS platforms, the lifecycle of NFs
is as follows: On the deployment of NFs, users need to provide
their NFs as a set of functions and register corresponding packets
to trigger these NFs. The FaaS platform records these packet-NF
pairs in Gateway for future mapping. On receiving packets, the
FaaS platforms start function instances on allocated resources.
These instances get packets from the proxy and access states
from the storage. After handling packets, these instances store
states in the storage and return packets to the proxy. To improve
resource efficiency, the FaaS platform usually treats a batch of
packets (e.g., 32) as a request and dynamically starts instances
to provide varying processing capacities. Besides, the platform
could destroy all instances of an NF if no packet arrives for a
period of time (e.g., 30 seconds).

Although many FaaS platforms are available today, they are
designed for general applications and could incur high perfor-
mance overhead when supporting NFs [8], [9]. For example,
we run a common SFC (Firewall, Monitor, NAT) on a popular
platform (e.g., Fission [20]), whose setup is shown in Section V.
The throughput of the SFC is only 82Kpps while the latency can
be up to 3.2 ms. However, the throughput of conventional NFV
platforms can often reach Mpps and latency is usually hundreds
of microseconds [2], [11], [12], which is much better than exist-
ing FaaS platforms. To understand the performance problem, we
analyze the main mechanisms of FaaS platforms [20], [35] and
rewrite them to support packet processing. For convenience and
generality, we take Firewall as a typical NF example to illustrate
the performance problem. However, our basic conclusions re-
main the same for other NFs. Through exhaustively measuring
the latency of packet processing workflow, as shown in Table II,
we identify three main performance overheads.

2) Slow Instance Startup: Each instance usually runs NF
as a process inside a sandbox. To handle time-varying packet
rates, FaaS platform needs to dynamically start instances. This
process is known as cold start and many research works have
explored the optimization of instance startup. According to the
technique route, existing research works can be classified into
three categories: (1) Optimization from specific sandbox [13],
[44], [45], [46]. For example, Catalyzer [13] utilizes the snapshot
technique, which is provided by the sandbox, to accelerate mem-
ory recovery. However, they only focus on one type of sandbox
and have low compatibility. (2) Optimization with specialized
environment [29], [47], [48], [49]. For example, SEUSS [47]
utilizes a library kernel [50], which can be customized for
NF, to mitigate most startup overhead. However, they rely on

specialized execution environments and are hardly deployed at
a large scale. (3) Optimization with proactive startup [21], [51].
For example, SAND [21] proactively starts an instance for each
function. However, they are hard to scale to thousands of func-
tions in one server due to the high resource overhead. Besides,
even the state-of-the-art research work (e.g., Catalyzer [13]) still
has a significant performance overhead. As shown in Table II,
the instance startup could consume 56.98 ms and is 19315× of
the packet processing time.

3) Remote State Access: Many NFs are stateful and need to
maintain persistent states for correct packet processing [24],
[52], [53]. To support stateful NFs, existing FaaS platforms
decouple the states that NFs need to maintain from NF logic,
and store these states in a remote storage [54]. In this way, even
if all instances of an NF are destroyed, the state can be persisted
for subsequent packet processing. However, remote state access
could introduce significant overhead, especially for NFs that
require state access for every packet. As shown in Table II, the
state access latency could reach 90.55 µs and is 31× of the
packet processing time. Although some recent research works
(e.g., SNF [10]) propose to provide local state access for per-flow
state, they still cannot reduce the access latency for global state.

4) Costly Packet Delivery: In NFV, multiple NFs are usually
chained together to form an SFC [2], [3], [12]. To chain multiple
NFs, existing FaaS platforms rely on a proxy to identify the
next NF and deliver packets according to SFC requirements.
In this way, even if all instances of an NF are destroyed, the
packet can be temporarily accommodated on the proxy. How-
ever, introducing a proxy between every two NFs can incur
significant overhead, especially for global proxy that aims to
provide unified load balance. Some recent research works (e.g.,
SAND [21]) propose to introduce a local proxy in each server to
avoid the packet delivery overhead between servers. As shown
in Table II, even chaining two Firewalls with a local proxy, the
packet delivery latency could be 23.01µs and is 8× of the packet
processing time.

Summary and Root Cause Analysis. All of above mechanisms
are designed for general computing and could efficiently support
lots of applications, such as video processing [38] and distributed
computing [37]. However, as shown in Table II, they incur high
performance overhead when directly supporting NFs. This is
because most NFs are typical narrow tasks that usually finish
in a short time. Thus, the actual processing time for a batch of
packets only occupies a very small portion of the total running
time. Based on this observation, we propose a new FaaS platform
specially designed for NFs. This platform keeps the feature
of short-lived functions and therefore inherits the benefit of
FaaS on resource efficiency and NF management, but adopts
completely different designs on above three aspects to address
the performance problem.

III. Serpens DESIGN

In this section, we first introduce the designs of Serpens
on instance startup, state management and service chaining to
address the performance problem. Then, we describe the design
on NF scaling to minimize performance fluctuation.
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Fig. 3. Comparison of different startup approaches.

A. Fast Instance Startup

Although instance startup only happens when the packet
arrival rate changes, it could severely jeopardize user experi-
ence [21], [51]. As mentioned in Section II-B2, existing research
works can be incompatible with sandbox [13], [44], [45], [46],
or rely on specialized environment [29], [47], [48], [49], while
we adopt the technical route of category 3, which focuses on the
design of general software stack. Since recent instance startup
mechanisms [13], [45] pre-boot a sandbox pool to completely
eliminate sandbox startup overhead, we mainly focus on the
optimization of process startup, which still incurs unacceptable
startup latency.

Reusable NF Runtime. Existing process startup methods are
trade-offs between CPU and memory resources as cold start
wastes more CPU resources on process startup for more efficient
memory multiplexing [6], [55]. In fact, process startup can
be further divided into two steps: (1) loading binary file into
memory. (2) initializing process runtime for execution. These
two steps can be performed independently, which forms four
startup methods in current system. Fig. 3(a) shows the four
methods with their initial states and remaining operations. In
addition to the frequently used cold start and warm start [55],
we can pre-load the binary file of NF and fork a new process
to execute it on demand (e.g., SAND [21]) or pre-initialize the
process runtime for execution and load the binary file of NF on
demand (e.g., SOCK [51]). Fig. 3(b) shows the design space on
the trade-off between CPU and memory for process startup. All
above startup methods are simply trading memory for CPU to
reduce cold start overhead. However, our target is approaching
the bottom left corner of the design space and enabling fast
startup with little memory overhead.

The key observation to achieve our target is that not all NFs
inside a server become active at the same time. First, most NFs
in FaaS platform experience sporadic packets and each server
can hold thousands of NFs [13], [56]. Second, bursty packet
arrival pattern determines only partial NFs could become active
simultaneously [40]. Third, even massive NFs become active,
FaaS platform could distribute them to different servers to avoid
hardware resource overload [57]. Based on this observation,
our key idea is designing a reusable NF runtime. We decouple
process into NF logic and general runtime, and enable statis-
tical multiplexing among NF runtimes. As shown in Fig. 4, we
pre-load binary files of all NFs and manage these individual NF
logics with an NF Manager. Besides, we maintain a Process Pool
with sufficient pre-launched processes, each of which provides a

Fig. 4. Design for reusable NF runtime.

general NF runtime. These processes pre-initialize the execution
environment (e.g., delivering packets) and wait for wake-up
signal (e.g., calling sigwait()). Once an NF instance needs to
start, we can quickly map the memory of NF logic to a runtime
and wake up the process.

However, these NFs are loaded to the address space of NF
Manager and can not be accessed by the process in Process
Pool. To enable statistical multiplexing among NF runtimes, we
move these NFs to shared memory and any process can access
these NFs for on-demand execution. For the NFs running in
containers or VMs, we can leverage existing technologies [2],
[58] to provide shared memory between them. Since the NF
logic can run in any process runtime, the number of processes
launched in Process Pool can be much smaller (e.g., 0.1×) than
the number of NFs loaded in NF Manager, and only need to catch
the maximum concurrently running processes (e.g., 100). As a
result, deploying an NF only occupies several KB (several MB
in warm start) and starting an instance only consumes tens of
microseconds (tens of milliseconds in cold start), which could
significantly accelerate cold start with little overhead.

NF Startup With Reusable Runtime is Practical. Since most
NFs are designed for high performance and written in C/C++
languages [2], [11], [12], [24], [52], [53], [59], [60], compared
with existing startup methods [13], [45], [46] that designed for
general applications, we focus on the process startup in C/C++
environments. Nevertheless, supporting quick NF startup within
any process runtime poses lots of challenges. To support incre-
mental deployment, we compile each NF into a dynamic library
and load them with default system loading tool (e.g., dlopen()).
However, this tool cannot directly load NFs into shared mem-
ory [61], [62], [63]. A straightforward method is loading NFs
into the default memory region, then copying them to the shared
memory. Unfortunately, this method can not work because of
two aspects: (1) library dependency; (2) absolute address. First,
NFs may have dependencies (e.g., system libraries) and we need
to copy their dependencies into shared memory. However, these
dependencies are recursively loaded and shared across NFs, we
can not get their accurate address range. Second, partial symbols
in binary files are accessed through absolute addresses after
being loaded into memory (e.g., NF name). However, if we
copy NFs into shared memory, the addresses of these symbols
would change and can not be accessed correctly with previous
addresses.

To address above challenges, we design a new loading tool
to directly load NFs in shared memory. This tool inherits most
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techniques (e.g., symbol identification) from the default loading
tool (e.g., dlopen()) and does not require any modification to
the Linux environment. It maintains a separate memory region
for each loaded NF and mainly includes two steps: (1) copying
binary files of the NF and its dependencies into shared memory.
(2) relocating the addresses of partial symbols in binary files for
correct access. Then, NFs can run correctly in shared memory
within NF Manager. Unfortunately, the memory of these NFs
and their dependencies need to be further mapped into process
runtimes in Process Pool for execution. To provide NF isolation
for memory mapping, we separate the memory regions of differ-
ent NFs and load their dependencies independently. However,
this method can repeatedly load some system libraries that have
been loaded into the process by default (e.g., glibc) and waste
lots of memory resources. Meanwhile, after the NF memory
is mapped into another process, the address range of this NF
changes and partial symbols that are accessed through absolute
addresses would not be accessed again. However, we can not
simply relocate these symbols with a correct absolute address
since the NF may be mapped into multiple processes for parallel
execution with different address ranges.

To utilize the system libraries that have been loaded into pro-
cess runtime, we collect the locations of these system libraries
when launching process and directly jump to these locations
when calling libraries. However, if the Address Space Layout
Randomization (ASLR) [64] is enabled, the locations of these
system libraries change in different processes. To be compatible
with ASLR, we adopt an indirect jump mechanism. First, we
collect these locations in a table and allocate a fixed address to
this table for simple access. Then, any library call can access
this table to get the correct location of the library and jump to
different locations across processes. To enable parallel execution
for an NF in multiple processes, we reserve a rarely used address
range for shared memory. Since the address space of a 64-bit
system is almost infinite, we can reserve a huge address range
for thousands of NFs. Then we map the memory of NFs to the
same address range across all processes and these NFs could run
correctly in any process runtime.

B. Novel State Management

As mentioned in Section II-B3, stateful NFs could suffer from
significant performance overhead due to remote state access in
FaaS platforms. A straightforward solution for this problem is
state localization, i.e., co-locating NF states and logics within
the same instances [24]. Most NFV platforms (e.g., OpenNF [24]
and S6 [53]) adopt this method to design their state management
mechanisms. As shown in Fig. 5(a), this method stores states
inside instances for local and efficient access. Unfortunately,
to improve resources efficiency, FaaS instances are designed to
be short-lived [8], which implies that all NF instances would
be destroyed if no packet arrives for a period of time (e.g., 30
seconds [35]). When an instance is destroyed, existing NFV
platforms (e.g., OpenNF [24] and S6 [53]) can migrate their
states to other alive instances. However, they cannot handle the
situation that all instances are destroyed (scale to zero), which
loses related states and happens often in FaaS platform since

Fig. 5. State management for FaaS platform.

most NFs experience sporadic packets [56]. Thus, this method
cannot be directly adopted in FaaS platforms to support stateful
NFs.

To address this problem, we propose to decouple the lifecycle
of instances and states. Our observation is that the loss of state is
caused by the shared lifecycle of instances and states. When all
instances are destroyed, the loss of state is inevitable. Instead of
storing states within instances, we move the states of NFs into
a specially designed State Manager, which is a long-running
daemon. However, different from existing NFV platforms (e.g.,
StatelessNF [52] and CHC [65]), which introduce an external
store for states and related state access is done through the
store, Serpens runs a state manager in each server and NF in-
stances can directly access these states through shared memory.
Therefore, we can simultaneously achieve state persistence and
localization. Fig. 5(b) shows the state management mechanism
in Serpens. Since the states of NFs are stored in the shared
memory of server daemon, each stateless instance can directly
and efficiently access these local states. Besides, newly launched
instances could correctly process subsequent packets, even if all
previous instances have been destroyed.

Above state localization can effectively accelerate per-flow
state access. However, NFs with global states, such as the traffic
volume counter that should be maintained by all Monitor in-
stances [24], still suffer from high performance overhead due to
cross-instance state synchronization. The essence of the global
state problem is that these states require frequent remote ac-
cess. However, existing state management mechanisms in NFV
platforms (e.g., OpenNF [24], StatelessNF [52], S6 [53] and
CHC [65]) have not completely solved this problem. Although
some recent research works (e.g., S6 and CHC) have made great
process in global state handling, i.e., caching for non-partitioned
(cross-flow) read-heavy states in S6 (CHC), they still have some
states, i.e., non-partitioned (cross-flow) read/write states in S6
(CHC), need to be accessed remotely. In response, we propose
to localize all states, including global state (non-partitioned
states in S6 or cross-flow states in CHC), by slightly relaxing
synchronization strictness.

Localizing all States. To understand the states in NFs, we
thoroughly study common NFs and classify their states into four
categories according to state scope (e.g., per-flow or global)
and access pattern (e.g., read or write): (i) per-flow/read, (ii)
per-flow/write, (iii) global/read, and (iv) global/write. Table III
shows the states of some frequently used NFs (derived from [53],
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TABLE III
STATE SCOPE AND ACCESS PATTERN OF COMMON NFS

[66]). For states in categories (i) and (ii), it can be easily localized
since packets in a flow are always sent to the same instance
and access the same shared memory. State in category (iii)
almost never changes after instance startup. Therefore, we can
maintain a copy of this state in each instance, which localizes
the global/read state. For category (iv), multiple instances need
to update the global/write state simultaneously, which requires
consistency guarantee. A straightforward method is adopting
synchronization primitives (e.g., locks). However, it could com-
promise the NF performance. To address this challenge, we
propose to trade state consistency for higher performance and
provide different consistency guarantees according to NF re-
quirements.

Specifically, we further divide global/write state into two
types, including single-writer state and multi-writer state. For
the single-writer state, it only allows one writer to update the
state at any time. For example, the pool of IPs/Ports in NAT
is a typical single-writer state, which does not allow multiple
instances to update the state simultaneously in order to avoid
different flows being mapped to the same IP/Port. For this type
of state, providing release consistency [67] is sufficient. We
separate such state into multiple sub-states and allocate each
sub-state to one instance. Taking NAT as an example. For a
pool of 100 IPs/Ports, we separate it into two sub-pools and
each pool has 50 IPs/Ports. Each NAT instance monopolizes
one sub-pool, which completely eliminates the necessity for
two instances to compete for shared state. For the multi-writer
state, it allows multiple instances to update the state at the
same time under the condition of copying. The host statistics
(e.g., the traffic volume of a unique IP address) in Monitor is
a typical multiple-writer state, since multiple instances could
collect their own host statistics simultaneously. For this type
of state, we propose to guarantee eventual consistency [68].
Specifically, we copy the state into multiple replications and
assign each replication to an instance. For example, to maintain
statistics of 100 hosts in two Monitor instances, each instance
maintains local host statistics, and we can periodically merge
these replications to obtain final statistics.

However, completely localizing the global/write state may
violate the correctness of packet processing. For example, an
instance of NAT could exhaust its local pool of IPs/Ports and

refuses new connections while other instances have enough
IPs/Ports, which raises the requirement of dynamical state up-
date across instances. We provide two ways to update the local
state of global/write state. The first one is periodical update.
For example, we could periodically reallocate the remaining
IPs/Ports across multiple NAT instances. The second one is
active update. For example, a NAT instance could actively trigger
the reallocation of remaining IPs/Ports across multiple NAT
instances after exhausting its local IPs/Ports.

Compared with recent state management mechanisms in NFV
platforms (e.g., S6 [53] and CHC [65]), Serpens differs mainly
in two aspects: (1) Serpens introduces a state manager in each
server to support local state access as well as store related states
in case of all instances of an NF are destroyed. (2) Serpens pro-
poses a practical localization solution for global/write state (e.g.,
state split and update method). Although S6 and CHC carefully
classify existing states, they still have to access global/write state
remotely. For example, S6 relies on the microthread to reduce
the cost of remote access. CHC can only cache global/write state
when there is no more than one instance. Although our solution
trades state consistency for higher performance, we think it is
reasonable considering the following three aspects: (1) It can
satisfy the specific NF scenario without violating the correct-
ness of packet processing; (2) It provides rich ways to manage
state and users can deal with consistency issues by themselves;
(3) It provides more choices for state handling and platforms
can have more flexibility to optimize performance. Therefore,
Serpens works for NFs where strong global consistency is not
necessary. If it is in the worst case, then Serpens can default to
approaches similar to S6 and CHC, i.e., remote access would be
required. However, we believe that our attempt is meaningful
since Serpens is the first to localize all states and can provide
some inspiration for subsequent work.

C. Advanced Service Chaining

As mentioned in Section II-B4, current service chaining
approach in FaaS platforms depends on a proxy to deliver
packets among separate NF instances. However, packet delivery
incurs much higher overhead than actual packet processing
and severely degrades the performance of FaaS platform. First,
all packets need to wait in queues between every two NFs,
which could increase latency due to potentially long waiting
time. Second, if multiple NFs in an SFC run on the same CPU
core, they suffer from context switch overhead. Otherwise, the
overhead of inter-core communication and cache threshing is
unavoidable. The essential cause of performance overhead is
the coupling between resource unit and NF execution, which
starts a new instance for each NF. Based on this observation, we
propose a resource-NF decoupling mechanism and perform NF
execution of the entire SFC within one instance. Although such
a mechanism can lead to weaker isolation, our reasoning is that:
(1) all NFs of an SFC belong to the same user and do not require
such strong isolation as between SFCs [21]. (2) users are not
aware of this variation and still benefit from modular design by
providing their NFs as functions. (3) the length of SFC is usually
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Fig. 6. Service chaining approach in Serpens.

short (e.g., 4 [69], [70]), and this mechanism has little influence
on resource management and flexibility.

Specifically, we consolidate multiple NFs of an SFC into
a single instance and chain them through sequential function
calls. All packets for an SFC are delivered to one instance
and no packet delivery between instances is required. Fig. 6(a)
shows the service chaining approach in Serpens. We introduce
a Chainer into each instance and it sequentially calls NFs
according to the SFC requirement. Since all NFs are uploaded
with source codes, similar to [60], we develop an automatic
tool with well-designed templates to compile them into a binary
file. However, in some SFCs, the subsequent NF of a packet is
determined by the processing result of its previous NF, which we
call dynamic SFC. The left part of Fig. 6(b) shows an example
of the dynamic SFC. All packets for this SFC are first sent to the
Firewall (FW). If a packet is detected as suspicious, it needs to
be sent to the IDS for further inspection. Otherwise, it is sent to
the Monitor (MON) for statistics.

To support such SFC, a naive approach is attaching buffers
to each branch and scheduling packets to these buffers [3].
However, it introduces complex scheduling logic, which may
burden the Chainer and incur performance degradation. To
design a lightweight Chainer, our key idea for dynamic SFC
is cutting off all execution branches and assembling NFs as a
prime sequential SFC. To achieve this goal, we introduce a label
array for each batch of packets. Each label records the next NF
for a packet, determined by the processing result of its previous
NF. When the Chainer calls an NF, it first checks the label array
to determine which packets in the batch should be processed
by this NF. After execution, the NF needs to update these labels
according to processing results. The right part of Fig. 6(b) shows
an example of the label array. After the packets are processed by
FW (➀), the label array is updated to “2–3–3–2,” which indicates
that the first and fourth packets should be processed by IDS (➁)
while others should be processed by MON (➂). In this way, we
can simply call all NFs sequentially to achieve the same effect of
dynamic SFC. Although the approach of consolidating multiple
NFs of an SFC into a single instance has been proposed in NFV
(e.g., NetBricks [3]), Serpens is different mainly in two aspects.
First, we do not require NFs to be written in Rust [71]. Second,
we introduce a label array to accelerate dynamic SFC.

D. Elastic NF Scaling

Since FaaS platform relies on dynamical resource provision
to handle varying packet rates, the mechanism of NF scaling is

TABLE IV
AVAILABLE INSTANCE SCALING MECHANISMS

at the core of FaaS platforms. However, overdue NF scaling can
lead to performance fluctuation [53], especially during the period
of resource variation. Next, we introduce the scaling mechanism
of Serpens for instances and states. Since we consolidate mul-
tiple NFs of an SFC and treat entire SFC as an NF, the scaling
mechanism between SFC and NF has no difference. Therefore,
we scale entire SFC across CPU cores instead of single NF
to avoid overload. For the NF failure, similar to [52], we can
easily start a new instance to reload previous states and handle
remaining packets. Considering more complex situations, we
can refer to the design described in [72] and leave it as our
future work.

1) Instance Scaling: Existing instance scaling mechanisms
can be classified into two categories: (1) Scaling out (horizontal
scaling). This mechanism starts new instances to occupy more
resources and the resources of each instance are equal. (2)
Scaling up (vertical scaling). This mechanism employs more
resources into existing instances and the resources of instances
are elastic. Recent research works [21], [73] adopt scaling up
rather than scaling out mainly due to the scaling overhead. As
shown in Table IV, SAND [21] utilizes Process Fork to scale
up instance resources. Compared with the Instance Snapshot
mechanism discussed in Section II-B2, Process Fork can lazily
initialize most resources and reduce the scaling overhead to
250 µs. Moreover, Photons [73] utilize Thread Create to im-
prove processing capacity. Compared with Process Fork, Thread
Create can share the same address space and slash the scaling
overhead to 24µs. However, as shown in the last row of Table IV,
benefit from the startup mechanism designed in Serpens, which
only requires a Memory Map, the scaling out overhead can be
reduced to 34 µs, which is comparable to the overhead of fastest
scaling up.

In Serpens, we adopt the scaling out mechanism for instances
based on the consideration of three aspects: (1) the scaling out
overhead is reduced to tens of microseconds, which significantly
slashes the advantage of scaling up. (2) the resources of scaling
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Fig. 7. NF scaling workflow inside one server and across multiple servers.

up are limited in a single server while scaling out can overcome
this shortcoming and utilize the resources of multiple servers.
(3) the resources of each instance are different in scaling up,
which increases the complexity of resource management.

2) State Scaling: To handle suddenly increased packet rates,
we dynamically start new instances for NF scaling. Besides,
we need to migrate some flows as well as their states to these
newly started instances. Due to the limited resources of single
server, newly started instances could be placed on other servers.
Thus, state migration between servers must be done to ensure
correct packet processing. However, during the migration of
states, corresponding flows need to be temporarily terminated
for processing, which could incur significant performance fluc-
tuation (e.g., OpenNF [24], S6 [53], CHC [65] and SNF [10]). To
address this challenge, we propose the performance fluctuation
minimization strategy. First, we prefer starting new instances
within the same server of previous instances, which could benefit
from the shared memory design to avoid state migration. Second,
if scaling instances across servers is required, similar to E2 [74],
we can avoid the migration of per-flow state by only steering
new flows to new instances, while reusing existing instances
to process old flows. When state migration across servers is
unavoidable, we can utilize the mechanism proposed in SNF [10]
to guarantee the correctness of state migration. Third, if the
NF contains global state, we need first separate or replicate
the global/write state, and then migrate the global state to
corresponding server. However, no matter scaling NF inside the
same server or across multiple servers, we only terminate packet
processing while separating or replicating the global/write state,
which usually can be done in a very short time (e.g., 10 µs).

In Serpens, we rely on the State Manager in each server to
handle state scaling. When instance scaling out starts, the state
manager separates or replicates global/write state and migrates
them to other servers if required. Fig. 7 shows the intra-server
and inter-server NF scaling workflow. When scaling NF with
per-flow state (i.e., S1), we use the same state inside the same
server or a new state in other servers for newly started instances.
For NF with global/read state (i.e., S2), we use the same state in
the same server or a replication of it in other servers. For NF with
global/write state (i.e., S3), we first separate or replicate the state.
If the newly started instance locates on other servers, we need
further migrate the state to that server. When instance scaling in

starts, the state manager merges states of recycled instances into
other running instances of the same NF. If no running instance
exists at that time, the state manager can store the state to persist
storage for future access.

Compared with the state migration mechanism in NFV plat-
forms (e.g., OpenNF [24], S6 [53] and CHC [65]), Serpens dif-
fers mainly in two aspects: 1) they mainly solve the workflow and
correctness of state migration, while Serpens further analyzes
the state migration scenario to optimize the migration strategy
for state scaling. For example, Serpens utilizes the shared mem-
ory design in state manager to avoid state migration by starting
new instance within the same server. 2) They utilize the arrival of
packets to trigger the migration of corresponding states, which
can lead to long scaling in time if no packets happen to arrive.
Serpens utilizes the state manager to proactively migrate states,
and can quickly finish the migration process when instance scal-
ing in is required. Compared with the proactive state migration in
recent research works (e.g., SNF [10]), Serpens differs mainly in
three aspects: 1) they migrate the state between different flowlets
of the same flow, while Serpens handles the requirement of
state migration during NF scaling. 2) They focus on the design
of when and where to migrate state, while Serpens targets at
how to migrate the state to minimize performance fluctuation.
3) They only migrate the per-flow state, while Serpens carefully
classifies existing states and provides a migration solution for
all of them.

IV. ABSTRACTION AND IMPLEMENTATION

In this section, we first introduce the programming abstraction
of Serpens to ease NF development and SFC chaining. Then,
we present the implementation of Serpens, especially on the
differences with existing platforms.

A. Programming Abstraction

Serpens proposes new state management and service chaining
mechanisms to improve the performance of FaaS NFs, which
requires developers adapting to Serpens. To ease the develop-
ment effort, Serpens provides a programming abstraction in the
format of APIs to hide the complexity of state management and
service chaining. Fig. 8 presents these APIs. Next, we introduce
them in detail.

State Management. We design four APIs for NF state storage
and handling. The create_table function creates a new table in
shared memory for state storage. Besides, the developer needs
to indicate the category of state stored in the table by setting
flags. We provide four flags according to state classification,
including per-flow, global, read and write. Besides, if the flag
is global | write, the developer needs to indicate guaran-
teed consistency, including release and eventual. The get_state
and put_state functions provide state access and update, and are
able to directly operate the shared memory. The delete_state
function allows the developer to delete an existing per-flow state
in a table against a flow key (e.g., five-tuple). If the table stores
global state, the function throws an exception since global state
is not allowed to be deleted when an NF is running.
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Fig. 8. Programming abstraction in Serpens.

Fig. 9. Simplified NAT programming in Serpens.

For global/write states, extra APIs including split,merge and
update functions, are called when NF scaling out/in or state up-
date is required. To relieve NF development burden, we provide
default operations. For release consistency, split function sepa-
rates the state into two sub-states and update function equally
splits available resources by default. For eventual consistency,
split function copies the state into two replications and update
function simply adds state value by default. Specifically, update
function could be called either on time via a timer function (e.g.,
Monitor periodically sums up host statistics) or on demand via
a trigger function (e.g., NAT adjusts available IPs/Ports when
the IPs/Ports of an instance are exhausted).

Fig. 9 presents a simplified NAT programming to illustrate
how to use the state management APIs to construct NFs. For
stateful NFs, the developer needs to provide a function for

Fig. 10. Implementation of Serpens.

memory allocation and state initialization, and Serpens calls
this function on deployment (line 1). For NAT, it creates two
tables for IPs/Ports pool and Flow-IP/Port mappings and then
initializes the IPs/Ports pool (lines 2-5). Note that the IPs/Ports
pool is global/write state and the guaranteed consistency need to
be set on creation (e.g., release consistency). Then, the developer
needs to provide a function for packet processing (line 8). For
each packet, it first looks up existing Flow-IP/Port mappings
against 5-tuple (lines 9-10). If no mapping exists, it selects a new
IP/Port from the IPs/Ports pool (lines 11-13). If IP/Port resources
have been exhausted, the NAT actively triggers IPs/Ports reallo-
cation among instances and tries to acquire a new IP/Port again
(lines 15-17). If there is still no available IP/Port, it drops this
packet (lines 18-19). Otherwise, it updates the IPs/Ports pool and
Flow-IP/Port mappings with 5-tuple and reverse-5-tuple of the
packet (lines 21-25). Finally, it updates the packet header with
corresponding IP/Port and sends the packet out (lines 27-28).

Service Chaining. We provide three APIs to support dynamic
service chaining in Serpens. The chain function is used to
describe the desired NFs in an SFC and their execution order
in a sequence. The distribute function is used to describe the
branch. This function takes the downstream NFs as input, as
well as a user-defined selector function to describe which NF the
packet should be distributed according to the processing result
of the upstream NF. The aggregate function merges packets
from multiple NFs and takes the merged NFs as input.

B. System Implementation

We have implemented a prototype of Serpens and utilize
DPDK [75] for networking I/O. Fig. 10 shows the detailed
implementation upon a cluster of servers. The implementation
is basically consistent with existing FaaS platforms. Here, we
mainly introduce the routing system and instance management
mechanism in Serpens, which may be different from existing
platforms [10].

1) Routing System: We introduce a Router to each server
for packet delivery, which dynamically forwards packets to
corresponding instances according to its Routing Table. On
receiving packets, the gateway tags their triggered SFC on each
packet (DPDK provides a 64-bit metadata for tagging). Then,
the router forwards packets against the SFC tag. If multiple
instances are started for an SFC, other fields (e.g., 5-tuple) could
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be matched to distribute packets among instances. Thus, when
starting or destroying instances on demand, the controller needs
to update corresponding Routing Tables to ensure consistent
packet delivery. To maintain compatibility with current network,
we utilize the VXLAN [76] to forward packets between servers
and tag the triggered SFC on the reserved field in the VXLAN
header.

2) Instance Management Mechanism: We introduce an In-
stance Manager in each server to start or destroy instances on
demand. Considering the processing capacity of a single instance
is limited, we dynamically start more instances to handle in-
creasing packet rates. To avoid frequent instance startup, we
adopt a common practice to reuse started instances by keeping
them “warm” for a period of time (e.g., 30 seconds [35]). To save
resources and share CPU cycles, the instance actively sleeps dur-
ing idle time and is woken up by the router if new packets arrive.
However, sending a wake-up signal for every packet or massive
accumulated packets could either lead to significant resource
overhead or a long waiting time. In our current implementation,
we choose a moderate number of packets (e.g., 128). However,
it can be dynamically adjusted according to the requirement of
NFs.

V. EVALUATION

To evaluate the performance of Serpens, we implement five
NFs including FW (Firewall, performing 5-tuple hash match on
black/white lists), NAT (allocating IPs/Ports for new flows and
modifying packet header for existing flows), MON (Monitor,
maintaining exhaustive flow and host statistics), IDS (perform-
ing signature matching on public patterns) and VPN (encrypting
packets based on AES-128).

Experimental Setup. Currently, we deploy Serpens on a
testbed of four servers. Two servers run the deployed NFs
and each is equipped with two Intel Xeon E5-2650 v4 CPUs
(2.2 GHz, 12 physical cores), 128 GB total memory (DDR4,
2400 MHz, 16 GB x8) and one dual-port 10 G NIC (Intel
X520-DA2). The other two servers run the gateway and packet
generator, each is equipped with two Intel Xeon E5-2620 v3
CPUs (2.4 GHz, 12 physical cores), 128 GB total memory
(DDR4, 2133 MHz, 16 GB x8) and one dual-port 10 G NIC
(Intel X520-DA2). The packet generator is based on DPDK and
directly connected to the gateway. It sends and receives packets
to measure the end-to-end throughput and latency. The servers
running gateway and deployed NFs are connected through an
ethernet switch (10 Gbps per port, 24 ports). All servers run
Ubuntu 14.04 (kernel 4.4.0) and use DPDK 18.11 for networking
I/O.

To illustrate the benefits of Serpens, we compare it with
Fission [20], SNF [10], SAND [21], SOCK [51], Catalyzer [13],
OpenNF [24], S6 [53] and CHC [65]. Some platforms are
developed with Go (e.g., Fission) or Java (e.g., SAND), which
is inefficient for packet processing. Thus, we rewrite their net-
working I/O with DPDK and utilize C language to develop NFs.
Besides, we re-implement the designs described in SNF, SOCK,
Catalyzer, OpenNF, S6 and CHC on FaaS platform. Finally, we

Fig. 11. Resource overhead of different startup methods.

utilize the same network topology and server cluster of Serpens
to evaluate their performance.

Evaluation Goals. We evaluate Serpens with the following
goals: (1) the performance comparison of different instance
startup mechanisms (Section V-A); (2) the performance im-
provement of Serpens state localization (Section V-B); (3) the
benefit from Serpens service chaining approach (Section V-C);
(4) the scaling effect of performance fluctuation minimization
strategy (Section V-D); (5) the end-to-end performance improve-
ment for SFCs over existing FaaS platforms (Section V-E).

A. Instance Startup

CPU and Memory Overhead With Different Startup Meth-
ods. Existing instance startup methods are trade-offs between
CPU and memory resources, Serpens achieves fast startup with
marginal overhead through reusable NF runtime. To demonstrate
its effect, we compare the startup time and occupied memory
when adopting different startup methods with increasing num-
bers of instances. We choose Firewall as the target NF and evalu-
ate its overhead with repeated deployment and startup. Fig. 11(a)
shows the CPU consumption of different startup methods with
increasing numbers of instances. We can observe that Serpens
achieves the fastest startup in all methods. For example, Serpens
spends 34µs on instance startup, which has great advantage than
Exec (160 ms, cold start [55]), Fork (16 ms, SAND [21]) and
Load (138 µs, SOCK [51]). Note that the result of Exec and
Fork is worse than reported startup time in [21], [29]. This
is because the adoption of DPDK, which could increase the
startup time due to more initialization for system environment.
However, it has no impacts on Load and Serpens since they
pre-initialize NF runtime to eliminate this overhead. Compared
with the Load, Serpens can further reduce the startup time by
about 75%. Besides, compared with the state-of-the-art cold
start method (Catalyzer [13]), Serpens can reduce the startup
latency from 56.98 ms to 34 µs. That is because even optimized
with the snapshot technique, Catalyzer still needs to start the
sandbox and process on demand, which could consume tens of
milliseconds, while Serpens can completely skip their overhead
with the process pool. Fig. 11(b) shows the memory occupation
of different startup methods with increasing number of instances.
We can observe that Serpens significantly reduces the memory
occupation of NF deployment. For example, deploying an NF
in Serpens just loads a binary file into shared memory and only
occupies about 20 KB, so Serpens can easily support thousands
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Fig. 12. Performance of NFs.

of NFs within one server. Meanwhile, Serpens needs to maintain
a process pool in advance (e.g., 100), it could cost non-negligible
memory at system initialization. However, with the number of
NFs increasing, this extra memory overhead can be amortized
by massive NFs. For example, to support 500 NFs, Serpens and
Loadoccupies∼210 MB and∼1000 MB memory, respectively.
Note that above memory is consumed at the deployment of
NFs and belongs to extra memory overhead, users do not pay
anything for it. Besides, memory is the bottleneck resource in
data center [77], let alone thousands of NFs would run in each
server [56] and their memory overhead on running (include
NF state) is much larger than that on deployment. Therefore,
the memory is very scarce and our memory saving efforts are
worthwhile.

B. State Management

Performance Improvement of Serpens State Localization.
To demonstrate the performance improvement of state local-
ization in Serpens, we compare it with different state man-
agement mechanisms in existing FaaS platforms. The Fission
platform [20] stores all states in remote storage. Here, we utilize
the Redis [54], a popular key-value store, to store NF state and
locate it at the same server of NF instances, to avoid extra
latency of physical network. Besides, we aggregate multiple
state access requests into a single one to improve throughput.
The SNF platform [10] localizes the per-flow states but still
needs to store the global states in remote storage. Fig. 12(a)
shows the throughput of the three platforms with different NFs.
We can observe significant throughput improvement from the
remote to local state access, an average of 35.1×, 48.1×, 19.5×,
6.4× and 7.5× for FW, MON, NAT, IDS and VPN, respectively.
We can see that MON improves the most than other NFs, this
is because MON has frequent state access and occupies more
time on remote state access. Compared with the SNF platform,
Serpens can further improve the throughput for NFs with global
states. For example, it can improve the throughput of MON
by about 24.3×. Fig. 12(b) shows the average latency of the
three platforms with different NFs under 80% of the maximum
throughput. We also observed significant latency reduction, an
average of 80.4%, 91.8%, 90.6%, 77.4% and 84.9% for FW,
MON, NAT, IDS and VPN, respectively. Compared with the
SNF platform, it can still reduce the latency of MON by about
83.9%.

Fig. 13. Performance of SFCs.

C. Service Chaining

Benefit From Serpens Service Chaining Approach. To demon-
strate the benefit ofSerpens, we compare it with available service
chaining approaches in existing FaaS platforms. The Fission
platform [20] introduces a global proxy between every two NFs.
The SAND platform [21] designs a local proxy in each server but
still cannot avoid the queuing delay. We place all NFs of an SFC
at the same CPU core to ensure equal resource consumption.
Besides, we chain multiple Firewalls to form an SFC and vary
its length to evaluate the performance. Fig. 13(a) shows the
throughput of the three platforms with increasing length. We can
see that Serpens achieves the highest throughput in all cases. It
can outperform the Fission by 2.3×∼ 2.7×, and outperform the
SAND by 1.6× ∼ 2.1×. Fig. 13(b) shows the average latency
of the three platforms with varying lengths under 80% of the
maximum throughput. We also observe that the average latency
can be reduced from 48.4% to 75.0% for Fission, and from 9.6%
to 60.7% for SAND.

D. NF Scaling

Scaling Effect of Performance Fluctuation Minimization
Strategy. To demonstrate the advantage of performance fluc-
tuation minimization strategy in Serpens, we compare it with
state migration-based approach (e.g., OpenNF [24], S6 [53] and
SNF [10]). Here, we do not compare Serpens with approach
that depends on remote state access to avoid state migration
(e.g., StatelessNF [52]), due to the high performance overhead as
evaluated above. However, we compare Serpens with CHC [65]
since it relies on local cache to accelerate the access of per-flow
state, which needs to be migrated during NF scaling. We evaluate
the performance with a synthetic NF, which is similar to FW but
can configure the size of state. We first start an instance for
this NF and send 1Mpps traffic with 1 k concurrent flows to it.
Then, we start a new instance at the same server and migrate half
flows to the new one. Since all approaches could migrate half
flows between instances within hundreds of milliseconds and
have no obvious throughput variation, we only show the latency
comparison of different state migration approaches during NF
scaling in Fig. 14. As we can see, the latency of OpenNF, S6,
CHC and SNF can be 138 ms ∼ 151 ms, 1.63 ms ∼ 1.82 ms,
1.16 ms ∼ 1.39 ms, and 0.46 ms ∼ 0.55 ms, which is much
higher than the normal latency. However, the latency of Serpens
can be reduced to 60 µs ∼ 63 µs, and almost incurs no latency
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Fig. 14. Latency comparison of different state migration approaches during
NF scaling.

Fig. 15. End-to-end performance of SFC.

variation during NF scaling. Besides, compared with OpenNF,
S6, CHC and SNF, Serpens can localize all states while they still
have to remotely access the global/write states and therefore lead
to more performance overhead.

E. Performance Improvement

Performance Improvement for SFCs. To demonstrate the
performance improvement of Serpens over existing FaaS plat-
forms, we compare it with three popular platforms, including
Fission [20], SNF [10] and SAND [21]. Besides, we chain the
Firewall, Monitor and NAT to form an SFC. Fig. 15(a) shows
the throughput of the SFC on different FaaS platforms. We
can observe significant throughput improvement for Serpens,
an average of 29.6×, 14.5× and 29.3× over the Fission, SNF
and SAND, respectively. Fig. 15(b) shows the average latency of
the SFC on different FaaS platforms. We also observe significant
latency reduction for Serpens, an average of 97.4%, 95.8% and
96.6% over the Fission, SNF and SAND, respectively. Further-
more, we can observe that the throughput of the SFC can reach
2.4Mpps and the latency is only 83µs, which is comparable with
conventional NFV platforms and can satisfy the requirement of
most scenarios [2], [11], [12].

VI. DISCUSSION

Security. Since users usually provide source codes to FaaS
platform, we cannot protect users from malicious providers.
User NFs may be malicious and the design of Serpens could
introduce security risks to FaaS platform. However, we con-
sidered the security in our design and argue that the risk is

acceptable. First, Serpens runs NFs from different users into
separate instances, and we can directly destroy the instance if the
NF is found to be malicious. Second, Serpens utilizes read-only
memory mapping to start NFs, any modification and data are
stored in temporary memory under copy-on-write (COW) mech-
anism. Third, Serpens only maps the memory of required NF
for startup, other NFs are isolated by the page table of operating
system (OS). Fourth, Serpens can audit NF codes in advance
and run them with software isolation [78], [79]. We leave the
comprehensive analysis and design for security as our future
work.

Elasticity. To improve the performance of NFs, we introduce
a local state manager into each server and consolidate multiple
NFs into one instance, which could hurt the elasticity and
flexibility of FaaS platforms. However, we argue that our design
choice is reasonable and acceptable. Different from general ap-
plications (e.g., microservice [80]), which could have diversified
logics and consist of massive functions (e.g., 100), the state
of NFs is relatively simple and the length of SFCs is usually
short (e.g., 4). Therefore, the influence on elasticity under NF
scenario is limited. Besides, to support various services (e.g.,
management and measurement), FaaS platform usually need
to deploy lots of system components on each server, and we
can also treat the components introduced by Serpens (e.g., state
manager) as part of the system components.

Billing. One of the major advantages is users can pay for what
they use at very fine time and resource granularity. Specifically,
only the resources that are occupied to process packets are billed.
If no packet arrives, the users do not need to pay anything even
their NFs are loaded into memory or other services are still
running. Besides, the resource granularity for billing is very
fine, such as occupying hardware resources (e.g., memory) for
100 ms or processing specified packets for 10 [6], [7], [8]. There-
fore, the platform should avoid any extra resource consumption
(e.g., memory) if there are no packets to process. In contrast,
once users have rented hardware resources on VM or container
platforms, even if these resources are idle, users still need to pay
for them and therefore leads to more monetary cost. For states
stored in the state manager, similar to the hardware resources in
FaaS platform, they can be billed by time and volume. Users are
agnostic of the state manager and pay for these states as they are
stored in the Amazon S3 [81].

VII. RELATED WORK

FaaS Platform. Existing research works on FaaS platform
can be roughly classified into two categories. The first category
focuses on leveraging FaaS platform to support various applica-
tions [8], [9], [37], [38]. For example, Jonas et al. [37] propose
supporting distributed computing on FaaS platform. Fouladi et
al. [38] propose a mechanism to run video processing tasks
on AWS Lambda. Singhvi et al. [8] propose a framework to
execute NFs on AWS Lambda, but its preliminary evaluation
concluded that current AWS Lambda is not suitable for NFs. The
second category targets at improving FaaS platforms for various
purposes [13], [21], [29], [45], [51], [82]. Pocket [82] is designed
with an elastic ephemeral storage for analytics. SOCK [51]
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includes an optimized container technology to reduce initializa-
tion time. Boucher et al. [29] adopt language-based isolation to
reduce launching time. However, orthogonal to above research
works, Serpens addresses the performance problem and designs
a special-purpose FaaS platform for NFs.

NFV Platforms. Many NFV platforms have been proposed
to provide high performance packet processing [3], [8], [12],
[60], [83], [84]. For example, NetVM [83] consolidates multiple
NFs into one server and accelerates packet delivery among NFs
through shared memory. NetBricks [3] adopts language-level
virtualization technology and runs multiple NFs in a single
process to improve performance. NFP [12] analyzes the state op-
eration of various NFs and utilizes network function parallelism
to reduce latency of an SFC. Recently, many research works
propose to run NFs on cloud platforms to relieve the management
burden of infrastructure and leverage the economies of scale [5],
[8]. However, different from existing research works, Serpens
introduces FaaS platform to support NFs and design a high
performance platform to run NFs and SFCs.

VIII. CONCLUSION

We have presented Serpens, a high performance FaaS plat-
form for NFs. Starting from the necessity of supporting NFs with
FaaS platform as well as identifying three performance problems
in existing FaaS platforms, Serpens proposes three designs to
improve performance, including fast instance startup, novel state
management and advanced service chaining. Moreover, Serpens
provides an NF scaling mechanism to minimize performance
fluctuation, and a programming abstraction to ease NF and SFC
development. Our evaluations have demonstrated that compared
with the NFs and SFCs that run on existing FaaS platforms,
Serpens can improve the throughput by more than 10× and
reduce the latency by more than 90%.
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