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The emergence of Software Defined Network (SDN) provides a centralized and flexible approach to route
network flows. Due to the technical and economic challenges in upgrading to a fully SDN-enabled network,
hybrid SDN, with a partial deployment of SDN switches in a traditional network, has been a prevailing network
architecture. Meanwhile, Traffic Engineering (TE) in the hydbrid SDN has attracted wide attentions from
academia and industry. Previous studies on TE in the hybrid SDN are either traffic-oblivious or time-consuming,
which causes routing schemes failed in responding to the dynamically-changing traffic rapidly and intelligently.
Therefore, in this paper, we propose a Reinforcement Learning (RL) based method, which learns a traffic-splitting
agent to address the dynamically-changing traffic and achieve the link load balancing in the hybrid SDN. Spe-
cifically, to rapidly and intelligently determine a routing scheme to the new traffic demands, a traffic-splitting
agent is designed and learnt offline by exploiting the RL algorithm to establish the direct relationship be-
tween traffic demands and traffic-splitting policies. Once the traffic-splitting agent is learnt, the effective traffic-
splitting policies, which are used to determine the traffic-splitting ratios on SDN switches, can be generated
rapidly. Additionally, to meet the interactive requirements for learning a traffic-splitting agent, a reasonable
simulation environment is proposed to be constructed to avoid routing loops when traffic-splitting policies are
taken. Extensive evaluations on different topologies and real traffic demands demonstrate that the proposed
method achieves the comparable network performance and performs superiorities in rapidly generating the
satisfying routing schemes.

1. Introduction

With the increasing popularity of Internet of Everything (IoE),
various emerging Internet applications have been bringing the explosive
network traffic (Cisco, 2020). To meet the massive requirements of
traffic transmission, Internet Service Provider (ISP) has been expanding
the investment on the establishment of network infrastructure to guar-
antee a high-bandwidth and low-latency network. Meanwhile, there is
an urgent requirement to develop the technologies on network man-
agement. Traffic Engineering (TE), as an efficient network management
tool, dedicates to achieve load balancing and improves network per-
formance by optimizing the traffic routing schemes (Mendiola et al.,
2016). Therefore, the researches on TE have attracted wide attention.

Software Defined Network (SDN) is an emerging network architec-
ture that decouples control plane from data plane (Amin et al., 2018). In
this novel architecture, there are two main components, i.e. SDN
controller and SDN switches. The SDN controller in the control plane has
a global view of the network status by collecting traffic information from
SDN switches in the data plane. Thus, it can centrally manage
fine-grained forwarding behaviors of flows through dispatching flow
entries to SDN switches (Open Networking Fundation, 2012). Here, the
flow refers to an aggregation of the traffic identified by the
source-destination address pair. According to the OpenFlow protocol
(McKeown et al.,, 2008), the SDN controller can flexibly split the
aggregated flows and set the outgoing links of the split flows by modi-
fying or adding flow entries in the SDN switches (Liu et al., 2014; Guo
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et al., 2019). Compared with shortest-path-based routing in traditional
distributed routing protocols, e.g. Open Shortest Path First (OSPF)
(Moyet al., 1998), SDN controller exhibits great potential in providing a
more flexible, efficient and intelligent routing by customizing the for-
warding rules for each flow.

Because of the benefits brought by SDN, ISPs are increasingly ex-
pected to perform the transition from a legacy network to a SDN-enabled
network. However, migrating a traditional distributed network to a fully
SDN-enabled network encounters technical and economic challenges
(Vissicchio and VanbeverOlivier, 2014), especially for large-scale net-
works. Specifically, the SDN hardware and software have not been fully
tested, which raises concerns on the stability and reliability of SDN
devices (Xu et al., 2017a). This means that upgrading the entire network
infrastructure with customized SDN devices may bring potential risks of
security and instability. Moreover, upgrading to a fully SDN deployed
network will inevitably impose a huge capital expenditure in purchasing
SDN devices. In order to mitigate those challenges, ISPs tend to incre-
mentally deploy the SDN devices rather than upgrading the entire
network at one time. Therefore, a hybrid SDN, partially deploying SDN
switches in a traditional network, is generated (Xu et al., 2017a; Hong
et al., 2016; Guo et al., 2014; Agarwal et al., 2013). The hybrid SDN,
where traditional legacy routers and SDN switches coexist, not only has
the robustness of traditional distributed networks, but also owns the
flexibility of centralized SDN-enabled networks. In recent years, the
hybrid SDN has become a prevailing network architecture. Moreover,
the studies on TE in the hybrid SDN have attracted widespread attention
from academia and industry (Sinha Haribabuet al., 2017).

The routing schemes designed by the previous studies on TE are
either traffic oblivious or centralized control. Specifically, on the one
hand, in the OSPF protocol, shortest-path-based routing methods ignore
the load balancing and utilization of the entire network when designing
the routing schemes (Fortz and Thorup, 2000, 2002, 2004; Ericsson-
Mauricio et al., 2002; Wang et al., 2001; Sridharan et al., 2005).
Moreover, those methods cannot make self-adaptive adjustments to the
routing schemes when encountering the fluctuating traffic demands. On
the other hand, many routing methods adopt a flexible
centralized-routing manner to handle various traffic demands by
dynamically determining the routing schemes (Xu et al., 2017a; Hong
et al., 2016; Guo et al., 2014, 2017a; Agarwal et al., 2013; Tian et al.,
2020). However, the determination of the dynamic routing often re-
quires to centrally solve a large-scale optimization problem, which is
time-consuming to obtain its solution. This causes the failure of these
centralized-routing methods in responding to the traffic bursts
promptly.

Recent breakthrough of Reinforcement Learning (DRL) have pro-
moted a tremendous progress in various fields, e.g. game playing (Xiang
and Su, 2021), natural language processing (Sharma and Kaushik,
2017), automatic driving (Zhang et al., 2018), etc. As an essential
branch of Machine Learning (ML), Reinforcement Learning (RL) attempt
to solve decision-making problems through continuous learning by
interacting with the environment in a trial and error manner. During the
learning procedure, past experiences are generalized to new situations
by learning an RL agent, which establishes a direct mapping from rep-
resentations of the environment to the decision policies (Zhu et al.,
2017). Once the mapping is established, the efficient decision policy can
be determined rapidly. Moreover, the advent of Neural Networks (NN)
enables massive data encoded in a compact and effective representation.
The integration of RL and NN can better describe the complex scenarios
and exhibit superior performance on realizing an adaptive and fast
decision-making.

The advantages of RL exhibit its great potentials to realize intelligent
TE so that the dynamic traffic demands can be handled timely in the
hybrid SDN. However, leveraging RL to adaptively optimize routing
schemes in the hybrid SDN still faces challenges. Firstly, because of co-
existence of legacy routers and SDN switches in the hybrid SDN,
different routing constraints on the different devices should be

Journal of Network and Computer Applications 189 (2021) 103116

considered when learning an RL agent. Specifically, traffic flows on
legacy routers are forwarded to the next hop according to the routing
table entries indicated by OSPF protocol. In order to enable a flexible
traffic splitting, traffic flows on SDN switches are forwarded to the next
hop according to the flow entries dispatched by SDN controllers. The
routing constraints for the legacy routers and SDN switches are different,
which poses a great challenge to design an effective RL-based approach
to learn an RL agent. Secondly, the RL agent is gradually trained by
repeatedly interacting with the environment. The flexibility of traffic
flows on the SDN switches may cause unnecessary routing loops. Thus, a
reasonable and correct emulation environment should be established for
learning the RL agent. Thirdly, to achieve the intelligent and rapid
generation of routing schemes, the design of the RL agent should be
carefully considered to handle the dynamically-changing traffic de-
mands promptly.

In this paper, we mainly focus on TE in the hybrid SDN and propose a
new RL-based method named ROAR (Routing OptimizAtion with Rein-
forcement learning) to conduct the routing optimization for achieving
link load balancing in the hybrid SDN. Specifically, we first formulate
the TE problem in the hybrid SDN as a math programming problem.
Then, a hybrid SDN is constructed from a traditional distributed network
by incrementally upgrading legacy routers with SDN switches and
determining the link weights under the distributed routing protocols.
After that, we design and train a traffic-splitting agent on a set of traffic
demands and a constructed simulation environment offline. Here, the
traffic-splitting agent learns the direct relationship between the network
states and the traffic-splitting policies. Finally, the learnt traffic-splitting
agent can intelligently and rapidly generate routing schemes when the
traffic demand is changed in the hybrid SDN. To demonstrate the su-
periority of our proposed ROAR method, extensive evaluations and
comparative experiments are conducted on various topologies and real
traffic datasets. The main contributions of this paper can be summarized
as follows:

@ To study the TE problems in the hybrid SDN, we propose a new
method ROAR to intelligently and rapidly conduct the routing
optimization while the traffic demands are changing dynamically.
Specifically, to determine a satisfying routing scheme that adapts to
new traffic demands intelligently and rapidly, an RL algorithm is
introduced to learn a traffic-splitting agent in a hybrid SDN. The
learnt agent is designed to establish the direct relationship between
traffic demands and routing policies.

@ To meet the interactive requirements from learning a traffic-splitting
agent, we propose a method to construct a reasonable simulation
environment. In the constructed environment, Directed Acyclic
Graphs (DAGs) are built to avoid the routing loops when the traffic-
splitting policies are taken by the RL agent. Additionally, the
different routing constraints on legacy routers and SDN switches are
satisfied in the constructed environment.

The reminder of this paper is organized as follows: Section 2 presents
the related work of TE. Section 3 formulates the TE problem in the
hybrid SDN. Section 4 presents the construction of a hybrid SDN from a
traditional network. Section 5 details our proposed ROAR method to
solve the TE problem in the hybrid SDN. Section 6 reports extensive
experimental results and evaluates the performance of the proposed
ROAR method on real traffic datasets and different network topologies.
Finally, Section 7 gives the concluding remarks and hints at plausible
future research.

2. Related work

In this section, we introduce the related works on the TE problem in
different network architectures.

In the traditional distributed network, OSPF (Moyet al., 1998) and
Intermediate System-to-Intermediate System (IS-IS) (Oran, 1990) are
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widely used as Interior Gateway Protocols (IGP). In the OSPF and IS-IS
protocols, each link is set with a weight (or a cost), and traffic flows
choose their next hops according to the shortest paths which are
determined by the link weights. To improve the network performance in
the traditional distributed network, many heuristic methods were pro-
posed to optimize the link weight settings to minimize the network’s
Maximum Link Utilization (MLU) (Fortz and Thorup, 2000; Ericsson-
Mauricio et al., 2002; Altin et al., 2013). However, the routing flexibility
is greatly constrained by the shortest-path-based routing, which is not
beneficial to improve the network performance.

The emergence of SDN architecture enables a flexible routing by
dispatching flow entries into SDN switches. Through deploying SDN
devices, the Wide Area Network (WAN) in Microsoft (Hong et al., 2013)
and Google (Jain et al., 2013) have achieved near 100% network utili-
zation by flexibly routing traffic flows according to their priorities. To
upgrade a traditional ISP network to a hybrid SDN, Agarwal et al. (2013)
selected a part of legacy nodes to be deployed as SDN nodes. Based on
the built hybrid SDN, a FPTAS method was proposed to determine the
optimal splitting ratio of SDN nodes for improving the overall network
throughput. To minimize the MLU in a hybrid SDN, Hong et al. (Hong
et al., 2016; Caria et al., 2015; He and Song, 2015) attempted to design
heuristic routing algorithms to optimize the splitting ratio of traffic
flows on SDN nodes. To achieve the throughput-maximization routing in
hybrid SDN, Xu et al., 2017a, 2017b integrated a depth-first-search
method with a randomized rounding mechanism to optimize the flow
routing problem. To further improve the network performance in a
hybrid SDN, Guo et al. (2014) proposed to jointly optimize the OSPF link
weights and the splitting ratio of SDN nodes for the minimization of
MLU. To reduce the abundant flow entries installed into the SDN
switches, the path cardinality constraints were considered into opti-
mizing the network performance in the hybrid SDN (Ren et al., 2020;
Guo et al., 2021). To improve the network performance under different
TMs in a hybrid SDN, an expected TM was calculated and exploited to
reflect the fluctuating TMs over a period of time (Guo et al., 2017b).

With the advent of the big data era, Machine Learning (ML) and Deep
Learning (DL) have been applied in various fields, e.g. computer vision
(Wang et al., 2021), autonomous driving (Ravi Kiran et al., 2021),
natural language processing (Zhang et al., 2020a), etc. In recent years, a
lot of researchers have begun to attempt use ML and DL to solve TE
problems in the network. To minimize the MLU of the network, Vala-
darsky et al. (2017) proposed to introduce Reinforcement Learning (RL)
to find a strategy for setting the link weights which determine the
routing scheme. To search a TE solution to improve the network per-
formance, Zhang et al. (2020b) designed an RL-based scheme that
searches a rerouting policy to intelligently route critical flows for
balancing network flows. To model the high-dimensional and contin-
uous states of the network, Deep Reinforcement Learning (DRL), which
integrates RL with DL, was exploited to intelligently optimize routing
schemes and exhibited the comparable performance on throughput (Xu
et al., 2018; Sun et al., 2019). To reduce the transmission delay, Sun
et al. (2020) leveraged the pinning control theory to select the critical
links and developed a DRL-based algorithm to optimize the weight
settings of the selected critical links dynamically. To guarantee the
Quality of Service (QoS) in a hybrid SDN, a DRL-based algorithm was
proposed to model the multi-splittable routing problem with a DRL
framework (Huang et al., 2021). To achieve TE in a partially deployed
Segment Routing (SR) network, Tian et al. (2020) proposed a WA-SRTE
method to use DRL as an optimizer, which optimizes the link weights
offline, and the online routing schemes were obtained by solving a
complex Linear Programming (LP) problem. The previous studies on the
use of RL to solve TE problems attempted to treat RL as an offline
optimizer. However, our study exploits RL to learn a traffic-splitting
agent offline, and the learnt agent, which is directly deployed on the
SDN controller, is able to promptly and intelligently generate the
traffic-splitting policies online.
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3. Network model

In this section, we present the network model of the TE problem in a
hybrid SDN with dynamic traffics. Our network topology is represented
as an undirected graph G = (V, E), where V is the set of forwarding
devices, which are composed of SDN switches V; and legacy routers V;,
and E is the link set. Here, the capacity of link e € E is denoted as C(e).
The set of historical Traffic Matrices (TMs) is denoted by D = {D;, D> ...,
Dy} and r; is the weight coefficient of TM D;. The element D;(u, v) in D;
represents the traffic demand from device u to device v. Here, u, v € V. @
is the link weight configuration under the OSPF protocol. Variable f
denotes the splitting ratio of traffic flows at the SDN switches. The
related notations are summarized in Table 1.

Given a set of TMs D, the goal of TE on the hybrid SDN is to improve
the network performance by minimizing the Maximum Link Utilization
(MLU) for each TM D;. In the hybrid SDN, both the link weight config-
uration @ and the splitting traffic flow f on each SDN switch determine
the value of MLU. Therefore, we formulate the TE problem on the hybrid
SDN as follows:

n
minimizeg r U (€8]

i=1

D fin (@) +Divig) = D fip (@)

ecly(v) e€0,(v) (2)
Yv e V,Vq eV, VD, €D

> flp (@) S UMCe), Ve€END, €D 3)

qev

Sh=1 0<n<1 @

J=1

w(e) EN, Ve€E ()
0<U™ <1, VD;eD (6)

fip (@) >0, YecENteV, VD, eD )

where Eq. (1) is the optimization goal which attempts to minimize the
wei-ghted sum of MLUs under the TMs D. This means that TE in the
hybrid SDN aims to design routing schemes that performs well on
different TMs. Eq. (2) is the flow conservation constraint which gua-
rantees that the traffic flowing into and originating from a SDN node
should be equal to the traffic flowing out of this node. This implies that
traffic demand should be met. Eq. (3) is the link capacity constraint that
the load of a link should be smaller than its capacity. Eq. (4) restricts that
the sum of weight coefficient r; should equal to 1. Egs. (5)—(7) give the
value range of the link weight, MLU and the split traffic, respectively.

Table 1
Definition of notations.

G=(V,E) Undirected graph with node set V and edge set E
C(e) The link capacity of edge e

D = {D;} The set of Traffic Matrices (TMs)
Di(u, v) Traffic demand from node u to node v in D;
ri The weight coefficient of TM D;
I, The set of ingoing links of node v to destination node q
0,(v) The set of outgoing links of node v to destination node q
® The link weight configuration of E
w(e) The link weight of edge e, e € E
f‘én‘ (@) The split traffic on link e to destination node q
when TM is D; and the weight setting is @
Vs The set of SDN switches
\% The set of legacy routers

une The MLU under the TM D;

i
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Fig. 2. An example of the procedure of DAG construction. Here, the yellow circle and purple circle represent SDN node and legacy node, respectively. Node D is the
destination node. The number on the link denotes the link weight. (a) the topology of hybrid SDN; (b) the links on the shortest path to destination node D are selected
into DAG; (c) the final DAG is obtained by further adding the SDN nodes’ adjacent links whose addition will not form routing loop.

When the link weight configuartion w is fixed, Egs. (2)-(7) make the TE
problem on the hybrid SDN a multi-commodity problem, which is NP-
hard (Guo et al., 2017b).

4. Hybrid SDN construction

As a preparation for studying TE problem on the hybrid SDN, we
should construct a hybrid SDN from a traditional distributed network
first. The construction of a hybrid SDN consists of two steps: SDN nodes
deployment and link weight optimization.

4.1. SDN nodes deployment

Given a traditional distributed network G = (V, E), a set of historical
TMs D and a SDN deployment ratio sdn_ratio, a hybrid SDN is con-
structed by incrementally deploying the SDN nodes (switches) V; for
upgrade. Inspired by (Cianfrani et al., (2017)), the link load is used as an
indicator to select the legacy routers to be upgraded.

Specifically, for a node v € V and a TM D; € D, we first calculate the
node v’s Most Loaded linK (MLK) as follows:

MLKp, (v) = max  U(e) (8)

ecENs(e)=v

where Uj(e) represents the link utilization of edge e when TM D; is routed
under OSPF protocol. s(e) denotes the source node of directed edge e.
The value of MLKp, (v) means the maximum link utilization of node v’s
all outgoing edges under the TM D;.

Secondly, based on the MLKp, (v), we calculate score(v) to accumulate
the value MLK of node v’ under different TMs by computing Eq. (9). The
value of score(v) reflects the overall maximum link utilization of node v’s
all outgoing edges under different TMs.

score(v) = ZMLKD, (v) )
DieD

Thirdly, we prefer to select the nodes whose outgoing links have

higher link utilization as SDN nodes. The reason is that the nodes whose

outgoing links have high link utilization is often treated as a bottleneck

node and there is a high possibility to reduce MLU with these bottleneck

nodes deployed as SDN nodes. Therefore, we greedily select k nodes with
the largest score value to generate the SDN node set V;. Here, k = |V| x
sdn_ratio, |V| is the size of set V. With the SDN node set N, the hybrid
SDN can be generated by upgrading the nodes in Ny with SDN switches.

4.2. Link weight optimization

The construction of the hybrid SDN is conducted by upgrading the
legacy routers with SDN switches incrementally. However, the for-
warding behaviors on legacy routers cannot be centrally controlled by
the SDN controller. Therefore, the link weights should be carefully
determined to ensure a stable and effective routing scheme on legacy
routers. Additionally, the stable routing scheme on legacy routers can be
benefit to avoid information flooding and transient routing loops.
Therefore, as our previous method proposed in (Tian et al., (2020)), a
DRL method is introduced to optimize link weight offline for obtaining a
stable and effective routing scheme on legacy routers.

Specifically, we first cluster multiple TMs using K-Means Clustering
(Ahmed et al., 2020) and treat each cluster centroid as a representative
TM. Additionally, the weight of each representative TM is set to be the
fraction of the number of TMs in its corresponding cluster to the number
of total TMs. Then, we linearly combine the representative TMs with
their weights to obtain an expected TM, which reflects the average of
dynamic traffic demands. Finally, based on the expected TM, the link
weight is optimized and determined by applying the DRL-based weight
optimization method proposed in (Tian et al., (2020)).

5. Proposed methodology

Asillustrated in Fig. 1, our proposed method ROAR for solving the TE
problem of the hybrid SDN contains two stages: offline learning stage
and online routing stage. At the offline learning stage, given the network
topology of hybrid SDN and traffic information, we first construct the
Directed Acyclic Graph (DAG) to ensure a hybrid SDN environment with
a loop-free routing for the interaction of the RL agent (Section 5.1). With
the constructed DAG, a traffic-splitting agent is trained to establish the
direct relationship between the network environment and the routing
schemes by leveraging the RL framework (Section 5.2). At the online
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@ Legacy router

. ' SDN switch

routing stage, through deploying the trained traffic-splitting agent, an
effective routing scheme can be quickly calculated when traffic demand
changes (Section 5.3).

5.1. DAG construction

In general, RL allows agents to continuously interact with an envi-
ronment to automatically learn a policy that depends on the state of the
environment. A reasonable environment should be constructed to meet
the interactive requirements from the RL agent. In our proposed ROAR
method, considering that the agent requires to deploy traffic-splitting
policies on SDN nodes, a loop-free routing should be guaranteed in the
hybrid SDN. Therefore, we propose to construct DAGs for avoiding
routing loop in the constructed environment.

We first give a definition of permissable links. We denote permissable
links as PL,(v), which consists of node v’s adjacent links that are legally
used in forwarding traffic flows to a destination node u € V. Specifically,
for a legacy node v € V, PL,(v) contains node v’'s adjacent links that are
on the shortest paths from node v to the destination node u. For a SDN
node v, besides node v’s adjacent links on the shortest paths to u, PL{(v)
contains node v’s other outgoing links if those links will not form routing
loop in DAGs. By collecting PL, of all nodes in the hybrid SDN, the DAG
to destination node u is constructed. In practice, because each node can
be a destination node, the number of constructed DAGs for a hybrid SDN
is |V].

To illustrate the procedure of DAG construction, an example is given
in Fig. 2. As shown in Fig. 2(b), for every node in the hybrid SDN, we first
exploit the Floyd Algorithm to obtain their shortest paths to the desti-
nation node D. Then, the links on the shortest paths are added into DAG.
Additionally, as shown in Fig. 2(c), for SDN nodes C and F, we further
evaluate their remaining adjacent links iteratively. In each iteration, we
examine whether there is a routing loop in the graph if the link is added
into DAG. If there is no loop, the link is added to DAG. Once the per-
missable links of all nodes are found, the DAG to destination node D is
constructed. Note that, in the constructed DAG, there may be multiple
routing paths from a source node to a destination node. The multiple
routing paths provide multiple choices for forwarding traffic flows,
which assists in achieving the link load balancing. Note that the different
sequences of adding the outgoing links of SDN nodes into the con-
structed DAG may generate different DAGs. In practice, we can
exhaustively or stochastically search an optimal or satisfied sequence to
guarantee the number of routing paths in the constructed DAGs.

5.2. Offline traffic splitting agent learning

With the constructed DAGs as the interactive environment, we pro-
pose to learn a traffic-splitting agent that intelligently and quickly
controls the distribution of traffic flows in the Hybrid SDN. The traffic
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Fig. 3. Illustration of applying traffic-splitting ac-
tions in hybrid SDN. To accomplish the transmission
of traffic demand and forward the traffic flows from
router R1 to router R5, traffic flows on legacy routers
are forwarded to next hop according to OSPF protocol
(black arrows), and traffic flows on SDN switches are
split according to the traffic-splitting policies (red
arrows). In each traffic-splitting policy, the sum of
splitting ratios on the forwarding links of a SDN node
should equal to 1, i.e. P& ps + P% ps + P51 ps = 1 and
Pgyps = 1.

SDN Controller

splitting agent aims to obtain an optimal policy that splits the traffic
flows on SDN nodes, which assists in achieving the link load balancing.
In order to enable the agent to learn decision-making in different
network scenarios, we introduce an efficient RL algorithm, i.e. Deep
Deterministic Policy Gradient (DDPG) (Lillicrap et al., 2015), into our
proposed ROAR method. As an off-policy, actor-critic, model-free
learning algorithm, DDPG is able to learn a good decision policy in
the continuous action space and continuous state space (Lillicrap et al.,
2015). Instead of handcrafting the training data for supervised learning,
DDPG allows the agent to gradually accumulate the experience of
decision-making by repeatedly interacting with and learning from the
environment.

Each step of agent-environment interactions in the proposed ROAR
method can be represented as tuple (s, ag, v, S¢+1), where s; is the state of
hybrid SDN network at time ¢, a; is the traffic splitting action taken by
the agent at time t, s, is the resulting state of hybrid SDN network after
the agent has taken the action a, r; is the reward received by agent when
taking the action a; at the state s;. A policy #(assy) € [0, 1] maps each
state to a probability distribution over actions. An optimal policy z*
maximizes the expected cumulative discounted reward E,: [>",y'r;], here
the term y € [0, 1] is the discount factor which prevents an infinite sum
of accumulated rewards. The goal of the agent is to find z* based on its
experience within the environment.

In DDPG, the traffic-splitting agent is learnt from the set of (s, a, 1,
s¢+1)- Therefore, in the following, we detail the notion of the state, ac-
tion, and reward used in our proposed ROAR method.

5.2.1. State

To describe the traffic distribution in the hybrid SDN, we attempt to
design the state s, based on the link utilization. Therefore, we define s; as
a vector [s{|e € E|, where s{ denotes the utilization of link e at time t. The
link utilization s{ is calculated as follows:

> fip (@)

e _ qev
S = C(e) (10)

where D, is the TM at time t, and ) f‘e’_Dc (@) computes the traffic flowing
qev

on link e under the TM D. In practice, the distribution of traffic flows on
each link can be determined when the TM is given and the traffic-
splitting policies are deployed on the SDN nodes.

5.2.2. Action

The action a, consists of a set of the traffic-splitting policies on SDN
nodes. Each traffic-splitting policy can be represented as the traffic-
splitting ratios on the forwarding links of a SDN node. The forwarding
links of a SDN node can be determined by its adjacent links in the
constructed DAG to a specific destination node. As shown in Fig. 3, two
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Fig. 4. The architecture of the critic net and the actor net.

traffic-splitting policies are deployed on two SDN nodes (S1, S2),

respectively. According to the traffic-splitting policies, traffic flows on 2(1, 1)

SDN switches are split into different forwarding links to the destination —e ifa 1

node. Formally, we denote the a, as a vector [P} ,[ve Vs,u€ V,e€ PL,(v)], = 0 ifa = 1 12

where P} | € [0, 1] is the traffic-splitting ratio on the link e from the SDN

node v to the destination node u. Here, PL,(u) gives the permissable links

of node v to the destination node u. e
In each traffic-splitting policy, there is a constraint that the sum of a= Uj;fju

splitting ratios on the forwarding links of a SDN node should equal to 1. h

However, the actor neural network, which outputs the action a,

e if a1

13

where U7y and U/} are the MLU of the hybrid SDN with the TM D; at
time 0 and t, respectively. Here, Ujy™ is considered as a baseline of
minimizing MLU, and is computed in the hybrid SDN where there is no
traffic-splitting policies deployed and all the traffic flows are forwarded

ranging from O to 1, cannot guarantee the constraint. Therefore, to meet
the constraint, a necessary transformation of the output of actor neural
network is made to obtain the traffic-splitting policies as follows:

, exp(B e, — Bol”) according to the OSPF protocol. The ratio a reflects the degree of im-

v = T explf, Ha‘ﬂ, RN an provements on the network performance when the traffic-splitting pol-

¢ ePLy(v) s icies are deployed at time t. Additionally, the reward r; calculated by Eq.

(12) encourages the agent with a higher positive reward if the traffic-

where f; and f; are two parameters, which are readily set by cross- splitting action taken at time t generates a lower MLU, and penalizes

validations. In practice, because the actor neural network’s output a5, the agent with a lower negative reward if the traffic-splitting action
can never be 0, we clip a2, to be 0 when its value is smaller than a taken at time t generates a higher MLU.

threshold ¢ — 1072, Algorithm 1 gives the main procedure of learning the traffic-splitting

agent by DDPG. Specifically, the inputs of Algorithm 1 contain the

5.2.3. Reward hybrid SDN G, the set of historical TMs D, and the set of permissable links

As shown in Eq. (1), the goal of TE in hybrid SDN is to minimize the PL. In Algorithm 1, the actor-critic method adopted by DDPG has two

MLU in hybrid SDN. Therefore, to enable the traffic-splitting agent to types of neural networks, i.e. the critic net and the actor net. The actor
efficiently learn an optimal policy with a minimal MLU, the MLU is net outputs the action a corresponding to state s. The critic net outputs
introduced into designing the reward r; as follows: the expected reward r which measures the effectiveness of action a taken

at state s. Both the two nets consist of two subnets, i.e. the online net and
the target net, whose architectures are the same. As shown in Fig. 4, each
layer in both two nets is a sigmoid layer with many neurons. The critic
net consists of two input layers S and A, five hidden layers H;—Hs, and an
output layer V. The actor net consists of an input layer S, an output layer
V and two hidden layers H; and Hy. The number of neurons in S, A and V
depends on the topology of a given hybrid SDN. The critic net and the

Table 2
Three real network topologies.

Name Nodes Links actor net are iteratively trained with the transitions stored in replay
Abilene 12 30 buffer B. Finally, the Algorithm 1 outputs the trained online actor
Cernet 14 32 network u(s|¢"), which is considered as the traffic-splitting agent in our
Geant 23 74

proposed ROAR method. In the rest of this subsection, the details of the
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Algorithm 1 will be explained.

Algorithm 1 Learning the traffic-splitting agent by DDPG

Input: G=(V,E),D,PL
Output:  u(s|¢)
1: Initialize online actor network u(s|¢) and online critic network
QCs, a|9Q) with random ¢ and 62

2: [Initialize target actor network y/(s|6"") and target critic network
Q(s, a|o¥) with 8 ¢, 6¥ 62

3: Initialize replay buffer B
4: Initialize Ornstein-Uhlenbeck process N
5: £=1.0
6: for D;in D do
7: for episoden =1 --- N do
8: Fi = get_ospf_flows(G, D;)

(50, UTs™) = get_state(F o)
9: forstept=0--T—1do
10: @ = u(se|0") + eNm-1)rs0, € < NE
11: P = get_policy(a,, PL)
12: Fi;1 = get_flows(G, D;, P)

(Se41, Uﬂ%) = get state(Fir1)
13: re = get_reward (U7, UT™)
14: if t = T then
15: done, = 1
16: else
17: done; = 0
18: end if
19: B.store(s, ay, 1y, S¢+1, donep)
20: minibatch B’ = B.sample(M)
21: for transition (sj, @j, 1j, sj.1, done;) € B’ do
22 yi ="+ 7(1 — done)Q'(5j41, 1 (552|*)| 62
23: end for
24: Update online critic and actor with Eq. (14) (15)
25: Update target critic and actor with Eq. (16) (17)
26: end for
27: end for
28: end for

29:  return u(s|¢")

In Algorithm 1, we first execute the initialization steps (line 1-5).
Specifically, the online actor network x(s|¢*) and online critic network Q
(s, a|€Q) are initialized with random ¢* and 6%, respectively. The target
actor network y' and target critic network Q’, which assist in the stable
learning, are initialized by copying the parameters of the corresponding
online network. The replay buffer B, which holds the set of transition (s;,
ay, S¢+1, I't, done) for agent learning, is initialized as a circular array with a
fixed size. The Ornstein-Uhlenbeck (OU) noisy process (Uhlenbeck and
Ornstein, 1930) A is initialized for action exploration and it models the
velocity of a Brownian particle with friction. Here, N/, represents its
value at time t. Additionally, to balance the action exploration and
exploitation, the term ¢, which ensures OU with proper noisy, is
initialized to be 1.0.

After initialization, we begin to train the actor nets and the critic nets
on the set of historical TM D. For each TM D; in D, the training procedure
is performed on M episodes and each episode has T steps. At the
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beginning of each episode, the initial state sq is calculated by get_ospf -
flows function and get state function (line 8). Here, the get_ospf flows
function outputs the flow set Fio = {f), (w)|g € V,e <€ E} when there is
no traffic-splitting policy is deployed on the hybrid SDN. The get_state
function computes the state sy by Eq. (10) and the MLU of the hybrid
SDN U™ can be obtained from sq. At each step t, the action a; is first
obtained by adding the output of online actor net at state s, with a dis-
counted OU noise. Then, the action a; is executed on the state s; and get
the reward r; (line 11-13): the traffic-splitting policies P are obtained by
get policy function which computes Eq. (11); the new state s;1 is ob-
tained after deploying traffic-splitting policies P; the reward r; is ob-
tained by get reward function which computes Egs. (12) and (13).
Afterwards, the transition (s, as, 11, S¢1, doney) is stored into the replay
buffer B. Here, done; is an indicator, which indicates whether the agent
can receive more rewards in the remaining steps. Finally, the critic net
and the actor net are updated on the minibatch B’, which is formed by
randomly sampling M trainsitions from the replay buffer B (line 20-25).
Specifically, for each transition in B/, the accumulated expected reward
yj is obtained by combing the reward r; with the expected reward yQ/,
which is estimated by the target critic net at state s;;. Here, the term y €
(0, 1] is a discount factor. Based on the accumulated expected reward y;,
the online actor and critic net are updated. For the online critic net, the
parameters 2 is updated by minimizing the loss between the accumu-
lated expected reward y; and the estimated reward Q(s, aj|9Q) as follows:

1 )
i > = Qs a110%))

P

Ly(69) = (14)

For the online critic net, the parameters ¢ are updated by sampled
policy gradient as follows:

1 M
VI0) %17 > VaQls;, u(s]6)16%) Vi TI(s]0") s
=T

For the target actor and critic nets, the parameters ¢ and 6% are softly
updated as follows:

0 —26? + (1 —1)6? (16)

O —etf + (1-1)¢" a7
where the term 7 < 1 keeps the smooth update of the target nets.

Finally, once the offline learning procedure of DDPG terminates, the
output of Algorithm 1 is the online actor yu(s|¢"), which is the trained
traffic-splitting agent.

5.3. Online routing scheme generation

To obtain the routing schemes online, we deploy the trained traffic-
splitting agent on the SDN controller. In practice, the SDN controller can
generate the current TM of the hybrid SDN by collecting the network
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Fig. 5. The MLU of the proposed ROAR method varies with the SDN deployment ratio in different education topologies.
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Fig. 6. CDF curves of MLU under different values of T in different topologies.

traffic reports from the SDN switches. These network traffic reports can
be measured by the network monitoring tools, i.e. NetFlow (Benoit et al.,
2004) and sFlow (Panchen and McKeePeter, 2001), which are installed
on the SDN switches. According to the generated current TM, the trained
traffic-splitting agent generates the corresponding traffic-splitting pol-
icies P. Here, the Algorithm 2 presents the main procedure of generating
the traffic-splitting policies P. The inputs of the Algorithm 2 consist of
the hybrid SDN G, the set of permissable links PL, the learnt
traffic-splitting agent u(s|¢"), and the current TM D;. As shown in Al-
gorithm 2, with the traffic-splitting agent, we can obtain the
traffic-splitting policies P of a new TM in T steps. Once the
traffic-splitting policies P are obtained, the routing paths of traffic flows
can be determined by (1) forwarding the flows on legacy nodes ac-
cording to the OSPF protocol and (2) splitting the flows on the SDN
nodes according to the traffic-splitting policies P. Here, the OSPF pro-
tocol allows that the flows on legacy nodes are forwarding along the
shortest routing paths, which are determined by the link weights. The
link weights are optimized and determined by the link weight optimi-
zation described in Section 4.2.

In practice, the traffic-splitting policies can be implemented by the
OpenFlow group table on the SDN switches (Openflow switch specifica,
2012). Specifically, the traffic-splitting policies provide the splitting
ratios and outports of a flow. With the outports and splitting ratio, we
can set the corresponding output actions and weights of OpenFlow
group buckets by modifying or adding the flow entries in the OpenFlow
group table. Here, different weights of OpenFlow group buckets indicate
different splitting ratios of a flow. The output actions indicate the out-
ports of a flow.

Algorithm 2 Traffic-splitting policies generation

Input: G = (V, E), PL, u(s|¢"), D;
Output: P, UTH
1:  Fio = get_ospf_flows(G, D;)
(50, UTs™) = get_state(Fp)

(continued on next column)
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Fig. 7. The training loss of the online critic net varies with the learning episode
(Geant, s = 0.3).

(continued)
2: forstept=0toT —1do
3 a; = p(s|60")
4: P = get_policy(a,, PL)
5 Fit1 = get_flows(G, D;, P)

(se+1, Uit ) = get_state(Fiei1)
r; = get_reward(U7}%y, UTs™)
7: end for
8: return P

6. Experimental evaluation

In order to demonstrate the performance of our proposed ROAR
method on TE in the hybrid SDN, we conduct extensive experiments on
different topologies and traffic datasets. In this section, the experimental
setting is first presented. Then, through extensive experimental analysis,
we determine the deployment ratio of SDN nodes used to construct the
hybrid SDN and the number of steps used to generate the traffic-splitting
policies. After that, we demonstrate the comparable performance of the
proposed ROAR method on minimizing MLU in different datasets.
Finally, we present the superiorities of the proposed ROAR method on
reducing the time cost of calculating the routing schemes.

6.1. Experimental setting

6.1.1. Network topologies

Experimental evaluations are implemented on three network topol-
ogies: Abilene, Cernet, and Geant. Specifically, Abilene, Cernet, and
Geant are the network topology of America Research and Education
Network, China Education and Research Network, and Europe Research
and Education Network, respectively. As shown in Table 2, the three
networks have different numbers of links and nodes.

6.1.2. Traffic datasets

The TMs in Abilene, Cernet and Geant are real traffic datasets, which
are provided by the TOTEM project (Balon and Monfort, 2019), Zhang
(Zhang et al., 2014) and Uhling (Steve UhligBruno et al., 2006),
respectively. Concretely, in Abilene and Cernet, the TMs are measured
every 5 min, and 288 TMs are obtained in one day. Here, for Abilene and
Cernet, we uniformly sample 1440 TMs and 288 TMs to form the
training and testing datasets, respectively. Additionally, in Geant, the
TMs are measured every 15 min, and 96 TMs are generated in one day.
Here, for Geant, we uniformly sample 480 TMs and 96 TMs as training
dataset and testing dataset, respectively.

6.1.3. DDPG setup

At the offline learning stage, we set the number of episodes N at 160.
Additionally, the size of minibatch M and the size of replay buffer are set
to 32 and 8000, respectively. The discount factor y and the term 7 are set
to 0.9 and 0.001, respectively. We use Adam Optimizer (Zhang, 2018) to
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optimize the loss function, and set the learning rates of the online actor
and critic nets at 1 x 102 and 2 x 1073,

To exhibit the superiority of the proposed ROAR method, we con-
ducted the comparative experiments using the following methods:

@ OSPF (Fortz and Thorup, 2000): The OSPF method is a routing
method often used in the traditional distributed network. Based on
the OSPF protocol, the OSPF method allows that flows are routed on
the shortest paths between source and destination. The shortest paths
are calculated according to the setting of link weights.

@® WA-SRTE (Tian et al., 2020): The WA-SRTE method is a routing
optimization method used in a hybrid IP/SRv6 network. It uses
DDPG algorithm to determine the link weight setting and deploys the
SR nodes offline, and solves the LP problem to obtain the
traffic-splitting ratios on SR nodes online. Although the hybrid
IP/SRv6 network is different from the hybrid SDN network, for
comparison, we migrated the WA-SRTE method to solve the TE
problem in the hybrid SDN by changing the path-based routing to the
link-based routing.

@ MCF (Garg and Koenemann, 2007): The MCF method formulates the
TE problem as a Multi-Commodity Flow (MCF) problem, which as-
sumes that the flows can be split fractionally with arbitrary pro-
portions on any nodes in the network. The results of the MCF method
can be treated as the theoretical optimal solution to minimize MLU in
the network.

6.2. Parameter analysis

6.2.1. Deployment ratio of SDN nodes

To construct a hybrid SDN from a traditional distributed network, we
should first determine the SDN deployment ratio sdn_ratio, which de-
termines the number and the placement of SDN nodes. As described in
Section 4.1, we iteratively select the node with the largest value of score
to be upgraded to the SDN node. Here, we use the TMs in the training
datasets to compute each node’s score value. The procedure of SDN

deployment terminates until the required number of nodes are
upgraded.

To analyze the influence of the SDN deployment ratio on the per-
formance of the proposed ROAR method, we plot the curves that the
MLU varies with different deployment ratios for different topologies in
Fig. 5. As shown in Fig. 5, the MLU of the ROAR method decreases as the
SDN deployment ratio increases, which demonstrates that more SDN
nodes deployed will assist the proposed ROAR method in minimizing the
MLU of the hybrid SDN. The reason is that more SDN nodes can bring
more flexibility to forward and split the traffic flows in the hybrid SDN.
In addition, the MLU rapidly decreases when the deployment ratio
ranges from O to 0.2, and the MLU slightly decreases when the deploy-
ment ratio ranges from 0.4 to 1. Therefore, to reduce the high invest-
ment on purchasing and deploying SDN devices, we recommend to set
the deployment ratio sdn_ratio to be 0.3 for reaping the most of benefit.

6.2.2. The number of steps

The number of steps T is an important parameter in generating the
traffic-splitting policies from the learnt RL agent. To analyze the impact
of the number of steps T on the performance of the proposed ROAR
method, the MLU of the proposed ROAR method was recorded at the
following configuration: 1, 2, 3, 4, 5, and 6. Here, to better demonstrate
the network performance on the testing samples, the Cumulative Dis-
tribution Function (CDF) curves of MLU on different topologies are
plotted. From the CDF curves shown in Fig. 6, we can observe that as the
scale of the network topology increases, the value of T increasingly af-
fects the network performance. The reason is that the larger scale of the
network topology means the larger action space for the traffic-splitting
agent to search, and this results in more steps for the traffic-splitting
agent to search the optimal traffic-splitting policies in a network with
a larger topology.

In addition, as shown in Fig. 6(c), the network performance increases
when T ranges from 1 to 5, but decreases when T equals to 6, which
demonstrates that too larger T may influence the traffic-splitting agent
to find an optimal policy. Moreover, the larger T will bring the more
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Fig. 10. The CDF curves of MLU under different topologies (s = 0.4).

computations for the traffic-splitting agent to search a policy. Therefore,
we introduce the CDF curves of the WA-SRTE method and MCF method
as references to determine the appropriate value of T in different to-
pologies. Concretely, according to the CDF curves in Fig. 6, to make a
tradeoff between the computing time and network performance, we set
the values of T used in Abilene, Cernet and Geant to be 1, 2, and 3,
respectively.

6.3. Network performance with ROAR

For each topology in the datasets, our proposed ROAR method first
trains a traffic-splitting agent on the given training samples. To
demonstrate the convergence of training procedure in the proposed
ROAR method, we plots the curve of training loss of the online critic net
in Geant. As shown in Fig. 7, although the loss curve fluctuates at the
beginning of the training procedure, as the training episode increases, it
gradually decreases and finally stabilizes at a low loss value. The loss
curve demonstrates that the training procedure in the proposed ROAR
method has converged. Once the training procedure converges, we can
obtain a trained agent to generate the traffic-splitting policies online.

To demonstrate the performance of our proposed ROAR method on
reducing the MLU in the hybrid SDN, we conduct comparisons with the
following three works: OSPF (Fortz and Thorup, 2000), WA-SRTE (Tian
et al., 2020), and MCF (Garg and Koenemann, 2007). Here, the link
weights used in OSPF, WA-SRTE, and MCF are obtained by the method
described in section 4.2. Moveover, considering that the SDN nodes are
incrementally deployed in practice, we recorded the values of MLU at
different deployment ratios, i.e. s = 0.2, 0.3, 0.4. As shown in Figs. 8-10,
the CDF curves of ROAR stay above the CDF curves of OSPF. This
demonstrates that compared with OSPF method, the ROAR method
exhibits superior performance on achieving load link balancing. The

Table 3
Average MLU under different topologies (s = 0.3).
Abilene Cernet Geant

OSPF 0.082(60.78%) 0.426(47.40%) 0.117(20.62%)
WA-SRTE 0.050(-1.96%) 0.283(-2.08%) 0.095(-2.06%)
MCF 0.044(-13.73%) 0.244(-22.49%) 0.062(-36.08%)
ROAR 0.051 0.289 0.097

Table 4

The processing time of routing generation on testing datasets.
Name Abilene Cernet Geant
OSPF 0.92s 1.38s 1.34s
WA-SRTE 60.09s 80.05s 81.28s
MCF 554.88s 780.74s 2067.42s
ROAR 2.76s 2.49s 2.61s

10

reason is that the traffic-splitting agent trained by the proposed ROAR
method can effectively generate the traffic-splitting policies which allow
traffic flow to be split to different permissible links. Moreover, the CDF
curves of ROAR stay close to the CDF curves of WA-SRTE, and overlap
with them in many cases. We can conclude that the performance of
ROAR is comparable to WA-SRTE, which means that the relationship
between the traffic demands and the effective traffic-splitting polices has
been successfully established by the learnt traffic-splitting agent. Addi-
tionally, the CDF curves of ROAR locating below to the CDF curves of
MCF indicates that there is still a gap between the proposed ROAR
method and the theoretical optimal solution in optimizing network
performance.

To further assess the performance of the ROAR method, we exhibit
and analyze the quantitative evaluations on all built datasets when the
deployment ration is set at 0.3. As shown in Table 3, compared to OSPF,
the average MLU of ROAR is reduced by 60.78%, 47.40%, and 20.62%
in Abilene, Cernet, and Geant, respectively. Meanwhile, in Abilene,
Cernet, and Geant, the average MLU of the ROAR method deviating from
the WA-SRTE method is only 1.96%, 2.08%, and 2.06%, respectively.
Through the quantitative evaluations, we believe that the performance
of ROAR method on the minimization of MLU is superior to the OSPF
method, and approximates to the WA-SRTE method. This further proves
that the ROAR method exhibits the ability in mapping the network state
to the traffic-splitting policies which assists in achieving the link load
balancing.

6.4. The processing time for online routing generation

All the simulation experiments are executed on a workstation with
eight Intel cores of 2.1 GHz, a RAM of 125 GB and a Tesla P100 GPU. In
addition, to conduct the fair comparisons, all the methods in the ex-
periments are coded with Python and executed with a single thread. At
the offline learning stage, the training time of the traffic-splitting agent
for Abilene, Cernet and Geant are 10.6h, 14.2h, and 11.8h, respectively.
At the online routing stage, Table 4 records the total processing time of
the routing generation on the testing datasets, i.e. 288 TMs in Abilene,
288 TMs in Cernet, and 96 TMs in Geant. As shown in Table 4, the
calculation time of the ROAR method for all TMs in the testing datasets
on Abilene, Cernet and Geant is 2.76s, 2.49s, and 2.61s, respectively.
And the average time of the ROAR method for each TM on Abilene,
Cernet and Geant is only 9.5 ms, 8.6 ms, and 27 ms, respectively. This
demonstrates that the proposed ROAR method can quickly adapt to the
dynamically-changing traffic demands by rapidly generating the routing
schemes, which exhibits the potentials of the proposed ROAR method in
achieving online intelligent routing. Moreover, compared to the MCF
and WA-SRTE, our proposed method requires less time in routing gen-
eration. This is because instead of solving a large-scale LP problem, the
ROAR method directly maps the network state to the traffic-splitting
policy by simply implementing the convolution operations. In addi-
tion, although the OSPF method needs less time, it cannot design the
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effective routing for the dynamically-changing traffic demands to
improve the network performance.

7. Conclusion

In this paper, we have presented the ROAR method to implement TE
in the hybrid SDN. In the proposed ROAR method, a traffic-splitting
agent is trained on a set of traffic demands offline, and learns the rela-
tionship between the traffic demands and the traffic-splitting policies by
the RL algorithm. Once a traffic-splitting agent is learnt, it can rapidly
and intelligently generate the routing schemes when traffic demands are
changing. Extensive evaluations on different topologies and real traffic
datasets have demonstrated that the proposed ROAR method can ach-
ieve near-optimal network performance in the hybrid SDN. Moreover,
the calculation time of routing generation for a TM have exhibited the
potentials of the proposed ROAR method in achieving online intelligent
routing. We believe that the proposed method provides a promising
attempt that exploits the RL algorithm to directly control the forwarding
behaviors of SDN switches.

Although the simulation evaluations have demonstrated the superi-
orities of our proposed method in implementing TE in a hybrid SDN, in
the future work, we will further evaluate our proposed method in the
real production networks. Actually, our proposed ROAR method can be
used as a module to map the network states to the traffic-splitting pol-
icies. Because the real ISP network may adopt different strategies to
deploy the SDN devices, more studies will be implemented on evaluating
the generalization of our proposed method to the different strategies of
the SDN deployment and the different topologies of hybrid SDN. The
source codes and datasets used in this paper are available at https://gith
ub.com/vpengwang/ROAR.
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